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MILITARY COMMISSIONS TRIAL JUDICIARY
GUANTANAMO BAY, CUBA

UNITED STATES OF AMERICA AES827 (AAA WBA)

V. ==\ lotion to Compel Discovery
Related to Omar Al Bayoumi
KHALID SHAIKH MOHAMMAD,
WALID MUHAMMAD SALIH MUBARAK | July 2021
BIN *‘ATTASH, RAMZI BIN AL SHIBH, ALI
ABDUL-AZIZ ALIL, MUSTAFA AHMED:
ADAM AL HAWSAWI

1= ™[ imeliness: This motion is timely filed pursuant to AE 827-2 (RUL)(AAA) Ruling
and AE788 Interim Order.

2.9 =Relief Sought: Mr. al Baluchi and Mr. bin ‘Atash request that the military
commission order the prosecution to produce discovery into the investigations of Omar al Bayoumi
by various government agencies and organizations. Specifically, they request that the military
commission order the government to produce all documents and information currently or formerly
in the custody of the Federal Bureau of Investigation (FBI), Central Intelligence Agency (CIA),

9/11 Commission, Joint Inquiry into Intelligence Community Activities Before and After the

Terrorist Attacks of September 11, 2001 (joint Inquiry), and the 9/11 Review Commission
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regarding Omar al-Bayoumi or persons or organizations associated with him, including Fahad al-
Thumairy.
3. e verview:

sl ) a1 al-Bayoumi is one of the most controversial figures in the attempts

to understand the 9/11 conspiracy.

al Hazmi and Mihdhar found themselves in unfamiliar Los
Angeles. Bayoumi, a probable Saudi intelligence agent with access to large amounts of cash,’
helped al Hazmi and al Mihdhar find a place to live, integrate into the community, and find a
person who could receive a wire transfer (allegedly from Mr. al Baluchi). Al-Bayoumi has been
intertwined with the conspiracy alleged in the charge sheet since the beginning; in fact, Adel
Rafeea told FBI agents of the wire transfer at the same time he told them about al-Bayoumi’s
support for al-Hazmi and al-Mihdhar.

== (5iven these connections, information about the investigation (and, possibly,
operations) involving al-Bayoumi is important to the trial. Several witnesses with information
about al-Bayoumi are on the government’s witness list. People in a position to know have
suggested that the CIA concealed information about al Hazmi and al-Mihdhar’s travel because the

CIA wanted to recruit them through Saudi intelligence, which would go a long way to support the

lmegmnmm i scovery so far connects five organizations to al-Bayoumi: Dallah Avco, Presidency
Civil Aviation, Ercan, Sana-Bell, and BMI Real Estate Development.

SpfmmmA ttachment C (Declaration of Stephen Moore); Attachment D (FBI discovery) at MEA-FBI-
00006725
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defense theory that the United States;,(r.l.éi. alQaeda were cnot at war. And at the very least, al-
Bayoumi is a supporting member of the conspiracy (as Mr. al Baluchi and Mr. bin ‘Atash are
alleged to be) who will not face the death penalty, a traditional mitigating factor.

=== Yet the government has repeatedly refused requests to produce fulsome
information about al-Bayoumi. The government produced limited—and highly redacted—
documents early in the case, and has denied all requests for more, even as FOIA releases show
their existence and importance. The military commission should order the government to produce
the documents in relevant agencies’ custody regarding of al-Bayoumi, unredacted except for
judicially-authorized withholding under MCRE 505(f).

4. eBurden of Proof: The burden of persuasion on this motion to compel discovery rests

with the defense.
5. eyFacts:
miimi?c quests Regarding Omar Al Bayoumi
a. =E==0n |7 July 2013, Mr. al Baluchi requested from the government “all documents
and information relating to the investigation of suspected co-conspirators in the 9/11 attacks,”
including Omar al Bayoumi and his employer Dallah Avco.* On 1 November 2013, the
government responded that the individuals listed in DR-081-AAA are “not generally

discoverable[,]” but nevertheless “the Prosecution will provide to the Defense materials

‘A F827-1 (MFL)(AAA) Mr. al Baluchi’s Motion for Leave to File Out of Time Motion to
Compel Discovery Regarding Omar al Bayoumi, Attachment B.

3
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discoverable pursuant to RM.C. 701 per‘[ammgtocharged and uncharged co-conspirators to the
instant case.”

b. =eeE=0n 5 June 2017, Mr. bin “Atash provided to the government a document released
under the Freedom of Information Act (FOIA) summarizing “chronological summaries of
Electronic Case File (ECF) references regarding possible ties [of al Bayoumi] to the Saudi Arabian
Government, Embassies, or Consulates.”® Mr. bin ‘ Atash requested an unredacted copy of the FBI
ECF searches, along with unredacted copies of each reference listed, mentioned, or cited by FBI
in the summary.” On 27 April 2018, the government denied Mr. bin *Attash’s discovery request.®

c. wame=(n July 2003, the Joint Inquiry into Intelligence Community Activities Before and
After the Terrorist Attacks of September 11, 2001 (hereinafter Joint Inquiry) published its report,
classifying wholly Part IV regarding Mr. al -Bayoumi and links to Saudi Arabia. In 2003 a Wall
Street Journal article claimed that the FBI first opened a counterterrorism investigation into al
Bayoumi in 1998, but closed it in 1999. The article also stated “Mr. Bayoumi’s employment
records, which are in the hands of U.S. investigators, link him to the Saudi government.”’ In 2016

the Obama administration declassified portions of Part IV of the Joint Inquiry, which has become

Sefmm\ £827-1 (AAA), Attachment C.

Ot ttachment E (Defense Request for Discovery: DR-310-WBA, dated 5 June 2017). The
redacted portions of the FBI ECF searches include marking labels that are consistent with FOIA
exceptions for why information is not produced. For example, b6 is a privacy exception, a
consistent redaction throughout this document in where a name or birth date would seem to exist.

o

Sl ttachment F (Prosecution Response to Requests for Discovery: DR-283-WBA, DR-284-
WBA, DR-310-WBA, DR-311-WBA, DR-322-WBA, DR-343-WBA, dated 27 April 2018).

“mpimemt ttachment G (Defense Request for Discovery: DR-322-WBA, dated 20 July 2017) at 2.
4
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known as the “28 pages.” On 20 .lul}2017c0unsel :f(ch Mr. bin’ Atash requested that the
government produce “all documents and information related to investigations of pre-9/11
investigation of Al Bayoumi or persons associated with him” to include “all documents and
information, related to employment records of Al Bayoumi,” and “all documents and information
reporting, citing, analyzing, assessing, discussing, or making recommendations or decisions or
issuing orders or directives related to, any of the above-requested documents.”'” On 18 August
2017, the government responded to DR-322-WBA, stating it was acting on its due diligence and
would respond to the discovery request accordingly.!' On 27 April 2018, the government denied
Mr. bin ‘Atash’s discovery request.'?

d. ===, March 2015, an unclassified version of the report of the Congressionally-
mandated “9/11 Review Commission” was released. * This commission was authorized by
Congress to conduct an external review of the FBI’s performance in implementing the original
9/11 Commission’s recommendations and to assess new evidence. '* The 9/11 Review
Commission produced “The FBI: Protecting the Homeland in the 21st Century,” which discusses
the implementation of the 9/11 Commission’s recommendations, but also analyzes new

information that was not available at the time of the original 9/11 Commission’s Report.'” Based

10 wetm

Hmsmm—t 17 chment H (Government Response to Defense Request for Discovery: DR-322-WBA,
dated 18 August 2017).

e ttachment F.

L3 wimmmA ttachment [ (Defense Request for Discovery: DR-329-WBA, dated 12 September 2017).

i/ / ot 1.

- n—

5
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on this new information, Mr. bin Alashrequestedunredacted copies of all classified versions of
the 9/11 Review Commission report; all supporting documents, reports, intelligence briefings,
chronologies, digests, subfile team documents including research or analysis Memorandum for
Records (MFRs) and the like and submissions to the Review Commission, and other information
used to create “Chapter V: New Information Related to the 9/11 Attacks;” unredacted copies of all
interviews regarding the 9/11 attacks, the conspiracy to commit them, or persons alleged to have
been involved or potentially involved in the conspiracy, as found in the 9/11 Review Commission
report, Appendix B; Unredacted copies of all briefing materials, and notes of all briefings,
regarding the 9/11 attacks, the conspiracy to commit them, or persons alleged to have been
involved or potentially involved in the conspiracy, as found in the 9/11 Review Commission
report, Appendix A; and an unredacted copy of the MFR, dated 24 October 2014, cited in footnotes
337 and 338 on page 103 of the unclassified version of the 9/11 Review Commission report.'® On
27 April 2018, the government denied Mr. bin *Atash’s discovery request.!”

e¢. wwmm(On or about 31 December 2013, Judicial Watch obtained via a FOIA request a
number of FBI documents pertaining to al Hazmi, al Mihdhar, and al Bayoumi, and published the
documents on their website. On 3 October 2017, Mr. bin ‘Atash requested through counsel

complete and unredacted copies of all documents included or represented by deleted page

16l at 3.
Vimsm—A 3 chment I
6
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information sheets in the PDF file ontheJudlclal W atch (websile,lg The government denied Mr.
bin “Atash’s request.'”
6. qimnml aw and Argument:

miwem (Omar al-Bayoumi is a key player in the charged 9/11 conspiracy, and the
government should ordinarily produce information about him—as any other alleged co-
conspirator—as material to the preparation of the defense. Yet the government has not done so,
producing redacted versions of some relevant documents and withholding others. The documents,
even if classified, are relevant and helpful to the defense, and the military commission should order
the government to produce them to the defense.

milnii /3] [Discovery

wemTo address the state of discovery surrounding al Bayoumi, it is important to
understand the government’s approach to FBI discovery. In the course of the 9/11 investigation,
the FBI conducted several hundred thousand interviews, resulting in over 165,000 FD-302s.2 In
the only other American 9/11-related prosecution, the government produced most of those FD-
302s to the defense.?! Here, the government has chosen to produce less than 15.000 FBI

investigative documents to the defense,?” claiming that the other 90% are irrelevant. The

1% qamam A ttachment J (Defense Request for Discovery: DR-343-WBA, dated 3 October 2017).
1 amet ttachment F.

2w |1\ official/Unauthenticated Transcript of 17 September 2019 at 25786.

*! iy /. 2t 25786-87.

22 qpimimm/ | a1 25788,
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government also redacted many thousﬁ;;dg of' 1temsof1nformatlon from the 302s it produced, also
claiming the information is irrelevant.?®

wEiiinmi 1) 2013, the government produced a first tranche of about 9200 pages of
FBI documents with all first names and contact information redacted.** One of these documents
was a key interview by Special Agent Abigail Perkins (who also interrogated Mr. al Baluchi and
Mr. al Hawsawi) of a witness identified as “[REDACTED] BASHI,” who was involved under-
the-table cash payments from the Saudi Arabian Presidency Civil Aviation (“PCA.” the equivalent
of the Federal Aviation Administration) through various contractors, including Dallah Avco and
Ercan.*

e A fter Mr. al Baluchi objected to the highly redacted FBI discovery, the
government produced a second tranche of about 10,000 pages of FBI documents.”® These

documents were less redacted overall, but still heavily redacted information regarding al-

*mgimam\\'hen Mr. al Baluchi objected to these redactions, the government confirmed that they are
based on relevance claims rather than assertions of privilege. See AE161 (AAA) Defense Motion
to Require the Government to Comply with MCRE 506 Regarding Redaction of Unclassified
Discovery, Attachment F.

“lmgimani] 0 be clear, this tranche covered a variety of investigative topics, not just al-Bayoumi.

25w, ttachment D at MEA-FBI-00006724.

2ommmm=he second tranche also covered a variety of investigative topics, not just al-Bayoumi.
8
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Bayoumi.”” Here is a sample paragraph from a 302 the government re-produced in the second
tranche:**

-saéci that on some oeeasions ad =een unkay
males UM wearing turbans going into AL-BAY 'S apartm@ﬁt-.h

was shown an ar, ve photographs depicting five males of mig-
eastern descent. recognized photograph number 3 three and

number 4 four,  Photographs 3 and 4 depicted KHALJ

ALMIHDHAR and HANI 8. H. HANJOUR respectively. stated that UM
number 3 had visited AL-BAYDUMI 2 few times in the past. Onone
occasion, in June 2004 awhile AL-BAYQUMI was away on travel, UM #4
visited EAGADERHM not know where UMs 3 and 4 lived or

whether they came Trom the same apartment complex.

These redactions are all in the original; to this day, Mr, al Baluchi does not know the identity of
the witness who saw al-Bayoumi, al-Mihdhar, and Hanjour together.
mmmm, | the time the government made these disclosures, it was not even clear that lack

of hostilities was a trial defense,”® much less that some of the defendants would advance it. As the

ey o convenience, Mr. al Baluchi and Mr. bin ‘Atash have produced a spreadsheet of
documents they consider related to al-Bayoumi. See Attachment K. Most of these documents
contain redactions, and the government should produce unredacted copies of the documents or
obtain judicial authorization for deletions under MCRE 505 or 506.

% simmm A (tachment D at MEA-FBI-11991 through -92, The first production, with the word
“REDACTED? instead of block redactions, can be found at Attachmient D at MEA-FB1-00000239.
*miminng 2o AE4881 Ruling (Corrected Copy) (addressing the legal significance of hostilities for the
first time on 31 May 2017).
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and the Saudi connection to 9/11 in moredetallbut the .:g:)verm:nent denied his requests without
further production.
wimm. ol Rafeea & Omar al Bayoumi
~FEE Y =Omar al Bayoumi has been connected to the investigation of 9/11, and Mr.
al Baluchi in particular, since the very beginning of the FBI's efforts. On 17 September 2001, FBI
agents interviewed Adel Rafeea, who explained that he knew hijackers Nawaf al-Hazmi (here

called Nawaf) and Khalid al Mihdhar (here called Khalid al Harbi) though al-Bayoumi, whom he

believed to be a Saudi government agent:*’

endoiriohired e
F L T T

Both NAWAF and KHALID AL HARBI ived in an apartment
compiex off of Mount Aldan Avenue and Balbea Avenue in San {ego.
The apartment complex was behind the Burger King located on Balboa
Avenue near the islamic Center. RAFEEA vigited thelr apartment
onee for a dinner which had numerous other guests from the Istamic
Center. One of the other guests in attendance was identified as
OMAR. OMAR used to live in San Disgo but had moved with his family
to the United Kingdom,

OMAR was thought o be an employee of the Saudi Arablan
government. BRAFEEA explained that the Saudi Arabian government
sends money o mosgques throughout the world. The government also
will send persons fo the same mosques o observe Saudi citizens for
any signs of dissident behavior. OMAR was thought to have been one
of these cbservers by RAFEEA and others al the islamic Center.

mummmAE628CC (AAA) (Corrected Copy) Notice of Exhibits, Attachment H at MEA-FBI-
00013343, These paragraphs come from the second, less-redacted production of this 302.

R B
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mmpsn the same interview, Rafeea told the FBI that al-Hamzi had asked him to
have money wired to his (Rafeea’s) bank account.’! At the same time Rafeea provided the first
investigative lead regarding al-Bayoumi, he also provided the first investigative lead regarding Mr.

al Baluchi (charged as Ali Abdul-Aziz Ali):*

A total of $5,000.00 was wired to RAFEEA's sccount from
Roval Bank of Canada, 180 Wellington Street West, 8th Floor,
Toronto, Ontario Canada, MBJ 1-d1. A fee of $18.50 was charged fro
the wire and the remaining balance of $4,880.50 was deposited into
RAFEEA's account. The originator of the wire was listed as ALL
P.G. Box 16858 of Dubal, A fax number was fisted as 508745651,
RAFEEA was expecting the wire transfer to coms from Saud! Arabia,
not Dubal. NAWAF AL HARB! explained the money had come from Dubal
because ALl had owed his brother money,

wimiinion The next day, Rafeea followed up through his attorney with the
information that, “OMAR AL BAYOUMI brought NAWAF and KHALDI AL HARBI from the
Los Angeles arca (0 San Diego. AL BAYQUMI hosted the party at NAWAF and KHALID AL
HARBI’s apartment in San Diego.”** Rafeea also provided the FBI with a lead that al-Bayoumi

was in the United Kingdom at the time of the interview.*

31 oy /2t MEA-FBI-000013341.

2wy ] at MEA-FBI-00013342; see also Unofficial/Unauthenticated Transcript of 18 September
2019 at 26090; Unofficial/Unauthenticated Transcript of 19 September 2019 at 26143-44.

3 e\ E628CC, Att, H at MEA-FBI-00013340.
il d at MEA-FBI-00013343.
11
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£

=il {5 money transfer is one of five at the heart of the government’s case against Mr.

al Baluchi. It is charged as Overt Act #41:

41, Onorshout April 16, 2000, AH Ahdut Aziz AH wasferred approximately $5.000
to Nuwaf 2l Hazmi (8A 877), throngh a third panty, in San Disgo, California

The “third party” is Rafeea, whom al-Bayoumi introduced to al-Hazmi. The government has
already introduced evidence of this money transfer against Mr, al Baluchi,® and is expected to do
so again at trial, Rafeea is a government witness for trial %

w3 | aocnts questioned Rafeca about al-Bayoumi again on 21 September
2001.*7 Rafeaa told the FBI that, “AL BAYOUMI appeared to have regular contact with the Saudi
Arabia consulate in Los Angeles, California.”*® On 30 September 2001, FBI agents questioned
Rafeaa about an associate named Osama.” The FBI did not otherwise question Rafeaa about al-
Bayoumi’s connections to the Saudi government.

i The  government has produced redacted versions of documents
surrounding the immediate investigation of the connection between al-Bayoumi and al-Hazmi/al-
Mihdhar that Rafeea described: al-Bayoumi's housing assistance to al-Hazmi and al-Mihdhar at

the Parkwood Apartments®’ and the party Rafeea described. The investigation of Rafeea’s

3 s . <., Unofficial/U nauthenticated Transcript of 16 September 2019 at 25433, 25385-96.
CopmimA 682 (GOV) Proposed Trial Witnesses #125.

' A (tachment D at MEA-FBI-00023985.

3o /ot MEA-FBI-00023986.

Fmmemi | 21 MEA-FBI-00023872.

WoppepsS . ¢ o 1d at MEA-FBI-00000832, -5596, -7661, -17710, -18967.

12
e
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iR G T S S E e who knew al-Hazml and al-Mihdhar: Omar Bakarbashat, "'
Ramez Noaman, *> and Mohdar Abdullah. ¥ The military commission should order the
government to produce unredacted copies of these documents.
i pinoff investigations

mfEiaein=i)) 21 September 2001, “British authorities arrested OMAR AHMED AL-
BAYOUMI, who is linked to KHALID AL-MIDHAR (AA Flt. #77) and NAWAF AL-HAZMI
(AA Flt #77) via lease agreement. . . . A computer was seized from AL-BAYOUMI at the time of
his arrest.”* On 17 September 2004, a party the government has not disclosed (believed to be
New Scotland Yard) submitted 18 CD-ROMs “regarding Bayoumi’s computer” to the FBI
laboratory ** The government has not disclosed the results of the examination, or any other
evidence turned over from British authorities to the FBI or CIA as a result of the arrest and search
of al-Bayoumi.

=fE&===\ team of 9/11 Commission and FBI investigators interviewed al-Bayoumi in

Saudi Arabia in 2003.*° Al-Bayoumi claimed that he received a regular salary, tuition, and living

*l el (tachment D at MEA-FBI-00012580, -12587; ¢f T. 9/18/19 at 26098-105; AE628DD at
MEA-FBI-00023662.

2 gummmA £628CC, Att. H at MEA-FBI-00015065.

i) ttachment D at MEA-FBI-00001426, -10082; ¢f. AE628SSS (AAA), Defense Notice of
Exhibits, Attachment G at MEA-FBI-00023761. (FBI-CIA cable regarding Abdullah).

i\ ttachment L at MEA-HJK-00020591.
1A (tachment M at MEA-RAD-00002789.

0 il A ttachment D at MEA-FBI-00024083. The redacted 9/11 Commission report of the same
interview, which the government did not produce in discovery, is located at AE827-1, Att. D.

13
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expenses from PCA and Dallah Avco.*” He said that he met al-Hazmi and al-Mihdhar by chance,
and helped them find an apartment and hosted a party they attended.”® They also interviewed
Fahad al-Thumairy, al-Bayoumi’s reported contact at the Saudi embassy, but the FBI did not

repare a 302 which described al-Thumairy’s statements.*’

wmm— nvestigation into al-Bayoumi's connection to the Saudi government

eSmmasra=Other than redacted 302s of his immediate associates in San Diego—many
of whom though he was a Saudi spy>>—the government has only produced one document

regarding the investigation into links between al-Bayoumi and the Saudi government: Special

1 e\ ttachment D at MEA-FBI-00024083.

gt ] at 24086.
¥/ at MEA-FBI-00007002.

*2wgmim|oint Inquiry at 416, 424 (“A former Assistant Special Agent in Charge in San Diego
testified that the FBI received “numerous, [ would say half a dozen” reports from individuals who
believed that al Bayoumi was a Saudi intelligence officer.”).

14
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Agent Perkins’ interview of “[REDACTED] BASHL”"® Bashi told Special Agent Perkins that
Bayoumi was paid between ten and fifteen thousand dollars in cash per month through contractors
on behalf of the Saudi agency PCA. Here is a sample paragraph from Special Agent Perkins’ 302

regarding the al Bayoumi investigation, which illustrates the redactions:*

I E

BAGH! was asked whether ha knew a man by the name © H
[REDACTED] Al-Bayoumi, and he advised that Al-Bayoumi was a student
in [REDACTED]. BASHI stated he was aware that {RECACTED] Hannah

provided [REDACTED] Al-Bayoumi approximately 510,000 in cash per
month at the behest of Al-Balmi during the time that he (Hannah)
had the confract with POA. BASHU was awars that in order o

33 wimnm ttachment D at MEA-FBI-00006724.

Smmm— ({2chment D at MEA-FBI-00006725-26. Although the government re-produced some less
redacted 302s in response to AE161 (AAA), the government never produced any less-redacted
version of this 302. The government has also not produced any 302s regarding interviews of
“IREDACTED] Coombs,” “[REDACTED] Hannah,” or the other obvious investigative targets
identified in the “[REDACTED] BASHI” 302.

PR s
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conceal these cash payments fo AlBayoumi, Hanna used cash
generatad by his par wash businsss arid a dingr he owhed {o funnsl _

these payments to Al-Bayoumi, Additionally, [REDACTED] Al-Salmi at
FCA simiarly provided a monthly stipend to Al-Bayoum: of

approximately 35,000 per month. BASH! was not sure whether those

stipends were paid simullansously of not.  BASHI advise d that
Al-Bayoumi was paid a salary from PCA and his job title was

Acoounts Auditor, sven though he did not actually work there. The

payment of Al-Bayoumfs salary was handied by payroll . BASHY
advised that he was aware of these payments to Al-Bayoumd, but was
not directly involved with them, When asked why Al-Saimi wo id

fes] any abligation o lake care of Al-Bayoumi, BASHI surmised that

Al-Bayvoumi had ether a family connedlion whereby a8 favor was

caillad in o Al-Baimi o lake care of him or that Al-Bayoumi had

something o hold ovey somsone’s head causing these payments o be

made. BASHI siated that these payments wers handied on & pergonal
favel and did nol to his knowdedge have the sanctioning or

nvoivement of the Saudi Covwemment, BASHE also sigled that

another incentive for Al-Salimyl {o take care of Al-Bay oW was a

rumot that he (Al-Bayoumi) was slated {o take over an upper level

managemert position haeld by [REDACTED] Karll, aka ™ [REDACTEDY at
PCA.

==l the discovery, this redacted 302 exists in a vacuum; the government has not
produced any documents setting leads or showing how other interviews led Special Agent Perkins
to Bashi. The government has not produced documentation of any interviews afier the Bashi
mnterview, of Hannah, Coombs, al-Salmi or others identified by Bashi as involved in Saudi
payments to al-Bayvoumi. The gevernment has not preduced any reports of investigations into
Dallah Avco, Ercan, PCA or any other organization. The discovery produced shows the
information about al Bayoumi is material to the preparation of the defense; the military

commission should order the government to produce the remainder.

16
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e/ rc Joint Inquiry

maimnmA |-Bayoumi’s significance to the 9/11 conspiracy is not a defense hypothetical.
The Joint Inquiry into Intelligence Community Activities Before and After the Terrorist Attacks
of September 11, 2001 (Joint Inquiry) concluded that, “While in the United States, some of the
September 11 hijackers were in contact with, and received support or assistance from, individual
who may be connected to the Saudi Government.”* Mr. al Baluchi and Mr. bin ‘Atash have asked
for records that they could use at trial to prove that statement; the government has provided some
but withheld others.

s\ 11 bin ‘ Atash specifically asked for al-Bayoumi’s employment records,”® which
the Joint Inquiry found significant. Al Bayoumi met al Hazmi and al Mihdhar on or about February
2000. Based on employment records the government has not produced, the Joint Inquiry
concluded that his declared support increased substantially in April 2000 from $465 a month to
$3,700 a month, two months after the hijackers arrived in San Diego, and decreased slightly in
December 2000 to $3,200 a month, and stayed at the same level until August 2001.%7

midmnabs imilarly, Mr. bin “Atash requested telephone records the Joint Inquiry considered
important. According to the Joint Inquiry, Bayoumi called telephones that were associated with
the Saudi Government almost 100 times between January and May 2000: three individuals from

the Saudi Embassy in Washington, D.C, two individuals at the Saudi Arabian Cultural Mission in

S e oint Inquiry at 415.
SCogimim ttachment G (DR-322-WBA).
7w oint Inquiry at 416, 425
17
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Wi T A AL 6 S ol e i Ty Avises™ Araionalsy s
FBI concluded that “after an exhaustive translations [sic] of Bayoumi’s documents, it is clear that
in Bayoumi’s correspondence he is providing guidance to young Muslims and some of his writings
can be interpreted as jihadist.”

mmm\, | OIA release which Mr. bin ‘Atash provided to the government as the basis for
a discovery request explains the origin of some of this information. Mr. bin ‘Atash requested an
unredacted copy of a 2012 document summarizing FBI “references regarding possible ties of AL-
BAYOUMI to the Saudi Arabian government” as well as the documents referenced.®® The
document explains a 27 September 2001 search of al-Bayoumi’s office that provided evidence of
his contacts at the Saudi embassy and his phone calls to those contacts !

mimhe Joint Inquiry is also the creator of a summary of Saudi-related information
known as the “28 Pages,”® originally withheld from the public as classified. The 28 Pages have
now been released to the public in redacted form, but the defense has no deeper understanding of
the Joint” Inquiry’s summary than the general public. The military commission should order the

government to produce the unredacted 28 Pages, or at least obtain judicial authorization under

MCRE 505(f) for the withholding. Although the 28 Pages constitute a Joint Inquiry summary

i/
-/ at 425

‘wammmA ttachment E. Oddly, the last entry in the 2012 summary refers to a 15 May 2002 interview
about al-Bayoumi’s “ghost” employment, six months before Special Agent Perkins’ 14 November
2002 interview of Bashi.

01— /
* i, ttachment N.
18
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rather than original documents, the defense m [hlS case l‘-ié;,S the option to introduce such official
conclusions under MCRE 803(b) despite its hearsay nature.
== Bl documents
mmmm 1 addition to those reviewed by the Joint Inquiry, other FBI sources support the
view that the government has not made a complete disclosure of responsive al-Bayoumi
documents. Both FOIA-released documents and defense-conducted interviews show the existence

of more documents than the government has produced.

%> The Joint Inquiry reports that the FBI

closed its counterintelligence investigation in 1999, predating the arrival of al-Hamzi and al-
Mihdhar in the United States *!

mumsmThrough the investigation of thousands of leads, the Los Angeles FBI team
“determined that Thumairy [at the Saudi Los Angeles consulate] and another Saudi employee who
we believed was a Saudi intelligence agent, Omar al-Bayoumi . . . were active participants in a
terror cell associated with al Qaeda that provided substantial financial and logistic support to
Hazmi and Mihdhar”% The investigative team based its conclusion that “Bayoumi was an
undercover Saudi intelligence officer” in part on “the fact that he was paid by Saudi Arabia with

laundered funds in a manner typical of clandestine arrangements used by a foreign intelligence

‘:13_

o=l oint Inquiry Report at 174.
05 wmmmA ttachment C at 2.
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agency.”®® The government has only produced one 302 regarding investigation of laundered

payments, although it is likely that more exist.

wimam Other FBI materials tie al-Bayoumi to Anwar al-Aulaqi, whom the United States
later killed in a drone strike. Pasquale J. D’Amura, the Executive Director for Counterterrorism
and Counterintelligence testified in an October 9, 2002 hearing that “we’ve been talking with ...
Government about collection on an individual named... who has ties to al Qa’ida, who has ties to
Bayoumi.” A document released under FOIA but not produced by the government in discovery,
although heavily redacted, shows the existence of pin register data connecting al-Bayoumi and al-
Aulagi.%’

m—;scovery standards
mmm | nder the Rules for Military Commissions, a defendant is entitled to discovery of

2268

all documents or other tangible items that are “material to the preparation of the defense,”*" or that

“reasonably tend[]... to negate the guilt of the accused of an offense charged; or...[r]educe the
degree of guilt of the accused with respect to an offense charged; or... reduce the punishment™®’

imposed after conviction. Specifically, documents within the government’s possession are

discoverable if they are helpful to the preparation of defense or exculpatory.” Information is

Gﬁwd_

"nsmemA ttachment O at AWLAKI-2329.

Clnlmmm M.C. 701(c)(1)- (2).

“ugimimR M.C. 701(e)(1).

Tnmmam N C. 701(c)(1)-(3); Brady v. Maryland, 373 U.S. 83, 87 (1963).
20
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helpful to the defense if there is a SIrOﬂglﬂdIC&llOﬂlthll play an important role in uncovering
admissible evidence: assistinimpeachment; corroborate testimony; or aid in witness preparation.”

ssmmm R yle for Military Commission (RM.C.) 701(j) establishes the standard for
discovery in military courts: “Each party shall have adequate opportunity to prepare its case and
no party may unreasonably impede the access of another party to a witness or evidence.” In passing
the Military Commissions Act (MCA) of 2009, Congress mandated this process.”> An accused is
entitled to inspect both exculpatory and inculpatory evidence.” Under the Sixth Amendment, an
accused also has the right to conduct a full and fair examination of witnesses.”

ssmamT o show materiality under RM.C. 701(¢) ““is not a heavy burden,” id.; rather,
evidence is material as long as there is a strong indication that it will “play an important role in
uncovering admissible evidence, aiding witness preparation, corroborating testimony, or assisting
impeachment or rebuttal.”” The defendant must show that the requested evidence “bears some

abstract logical relationship to the issues in the case... There must be some indication that the

7\ it Inited Siates v. Lloyd, 992 F.2d 348, 351 (D.C. Cir. 1963).

" ummtsoe 10 U.S.C. §949j (“The opportunity to obtain witnesses and evidence shall be comparable
to the opportunity available to a criminal defendant in a court of the United States under article IIT
of the Constitution.™).

miinimb e Brady v. Maryland, 373 U.S. 83 (1963); United States v. Kern, 22 M.J. 49, 51 (CM.A.
1986); see generally, Kyles v. Whitley, 514 U.S. 419, 437 (1995) (“the individual prosecutor has a
duty to learn of any favorable evidence known to the others acting on the government's behalf in
the case, including the police.”).

Tuiimnmcc Pointer v. Texas, 380 U.S. 400, 405 (1965) (“There are few subjects, perhaps, upon
which this Court and other courts have been more nearly unanimous than in their expressions of
belief that the right of confrontation and cross-examination is an essential and fundamental
requirement for the kind of fair trial which is this country's constitutional goal.”).

Pmiminemi /130l States v. Felt, 491 F. Supp. 179, 186 (D.D.C. 1979).
21
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pretrial disclosure of the disputed evi dence would[enable] the defendant significantly to alter the
quantum of proof in his favor.”™®
i clevance and helpfulness

== rPDocuments linking al-Bayoumi to the 9/11 conspiracy and Saudi Arabia will help
Mr. al Baluchi and Mr. bin “Atash present a full defense at trial. Whether called materiality and
exculpatory value, or relevance and helpfulness, the key discovery question is how documents may
assist the defense. First, the documents will assist in cross-examining the government’s witnesses
at trial. Second, the documents will support the defense that the United States and al Qaeda were
not engaged in an armed conflict during the alleged pre-attack conspiracy. Finally, the documents
will support an argument that Mr. al Baluchi and Mr. bin “Atash should receive a sentence less
than death.

sdsmm[nitially, the government has given notice that it will call some of the witnesses

with information about al-Bayoumi at trial. Rafeaa, Special Agent Jacqueline Maguire, and

Special Agent Perkins, for example, are all on the government’s witness list.””

o ngimmy [0y, 992 F 2d at 351.

Tmim\ E682 (GOV)).

22
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mumsmSecond, the requested information about al-Bayoumi will support the larger

narrative regarding the lack of hostilities between the United States and al Qaeda.

0 The requested discovery would help the defense develop and present this theory,
which is already fairly robust.

i 111, at the very least, the requested evidence will assist the defense to
develop and present support for the argument that al-Bayoumi is an equally culpable co-
conspirator who will not face the death penalty. Al-Bayoumi was arrested in the UK and released;
al-Thumairy was deported but did not otherwise face prosecution. Yet al-Bayoumi provided far
more in-person support to al-Hamzi, al-Mihdhar, and possibly Hanjour®' than Mr. al Baluchi or
Mr. bin ‘Attash are alleged to have done. The existence of equally culpable co-conspirators who
will not face death is a classic argument in mitigation of sentence, and will be available to some

defendants if the government produces appropriate discovery.

Bl

Slommm A ttachment D at MEA-FBI-11991 through -92 (redacted document connecting al-
Bayoumi and Hanjour).
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smim A 5 this case moves through theple-mal :p(rocess, the defendants are sharpening

their investigative focus and theories of defense in preparation for litigation milestones and

eventual trial. As theories of defense harden, the government must respond with appropriate

discovery rather than rely on 2013-14 general discovery produced only in redacted format. In this

situation, the military commission should order the government to produce evidence regarding al-
Bayoumi and closely associated individuals and organizations.

7. w0 ral Argument: Mr. al Baluchi and Mr. bin ‘Atash respectfully request oral argument

to support this motion.

8. =¥ itnesses: None at this time.

9. mm===Certificate of Conference: The government opposes this motion, as stated in more

detail in its discovery responses.
10, s\ ttachments:

A. «d=me(Certificate of Service (U)

»

C. =ssmDeclaration of Stephen Moore, dated 15 September 2017 (U)

D. s [F A -FBI-00000239-240 (CUI/INV)
weismmd [ A -FBI-00000832-833 (CUI/INV)
s [E A -FBI-00001426-1429 (CUL/INV)
s [E A -FBI-00005596-5597 (CUL/INV)
weisieh [ A -FB1-00006724-6727 (CUL/INV)
meimm)\ [E A -FBI-00007002-7003 (CUL/INV)
w1 £ A -FBI-00007661-7662 (CUI/INV)
wimiamd, {15 A-FBI-00010082 (CUL/INV)
msmm, [ A-FBI-00011991-11992 (CUI/INV)
ms\ [ A -FBI-00012580-12586 (CUI/INV)
s\ [ A-FBI-00012587-12589 (CUI/INV)
s\ [ A-FBI-00016236 (CUI/INV)
s\ [E A -FBI-00017710-17711 (CUL/INV)

24
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=S EA-FBI-00018976 (CU/INV)
s [EA-FBI-00023872-23873 (CUI//INV)

siimmmd, [ A-FBI-00023985-23987 (CUI)

miimsmd, [EA-FBI-00024083-24093 (CUI)

E. wsssDefense Request for Discovery: DR-310-WBA, dated 5 June 2017 (U)

F. wmwmProsecution Response to Requests for Discovery: DR-283-WBA, DR-284-
WBA, DR-310-WBA, DR-311-WBA, DR-322-WBA, DR-343-WBA, dated 27
April 2018 (U)

G. ¥E)cfense Request for Discovery: DR-322-WBA, dated 20 July 2017 (U)

H. =#=Government Response to Defense Request for Discovery: DR-322-WBA,
dated 18 August 2017 (U)

I. ws=smDefense Request for Discovery: DR-329-WBA, dated 12 September 2017 (U)

] wememefense Request for Discovery: DR-343-WBA, dated 3 October 2017 (U)

i

e ,rcadsheet of al-Bayoumi Related Documents (U)

B

s [E. A -HJK-00020578-20596 (S//NF)
i\ [ A -R AD-00002678 and MEA-RAD-00002789 (CUI)
w0t Inquiry — 28 Pages (U)

wgtoim A W AKI-2329 (U)

B 2 =

=55 Very respectfully,

—_ m—s//
JAMES G. CONNELL, 111 ALKA PRADHAN
Learned Counsel Defense Counsel
ol / it/ //
BENJAMIN R. FARLEY LEAH A. OBRIEN
Defense Counsel LCDR, JAGC, USN

Defense Counsel
mslmim ounsel for Mr. al Baluchi

25
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i/ ey

CHERYL T. BORMANN EDWIN A. PERRY

Learned Counsel Detailed Defense Counsel
iy s/ s/ /

WILLIAM R. MONTROSS, JR. ANISHA P. GUPTA

Detailed Defense Counsel Detailed Defense Counsel
w5/

JAY S. PEER

Major, USAF

Detailed Defense Counsel

mismm(Counsel for Mr. bin ‘Atash
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wiisimCERTIFICATE OF SERVICE

migm certify that on the 21st day of July, 2021, I electronically filed the foregoing

document with the Clerk of the Court and served the foregoing on all counsel of record by

email.
iy [/
JAMES G. CONNELL,
11 Learned Counsel
Filed with TJ Appellate Exhibit 827 (AAA WBA)
271 July 2021 Page 28 of 213

UNCLASSIFIED//FOR PUBLIC RELEASE



UNCLASSIFIED//FOR PUBLIC RELEASE

=@=y=A ttachment B

Filed with TJ Appellate Exhibit 827 (AAA WEBA)
271 July 2021 Page 20 of 213

UNCLASSIFIED//FOR PUBLIC RELEASE



UNCLASSIFIED//FOR PUBLIC RELEASE

UNCLASSIFIED//FOR PUBLIC RELEASE




UNCLASSIFIED//FOR PUBLIC RELEASE

UNCLASSIFIED//FOR PUBLIC RELEASE




UNCLASSIFIED//FOR PUBLIC RELEASE

UNCLASSIFIED//FOR PUBLIC RELEASE




UNCLASSIFIED//FOR PUBLIC RELEASE

UNCLASSIFIED//FOR PUBLIC RELEASE




UNCLASSIFIED//FOR PUBLIC RELEASE

UNCLASSIFIED//FOR PUBLIC RELEASE




UNCLASSIFIED//FOR PUBLIC RELEASE

UNCLASSIFIED//FOR PUBLIC RELEASE




UNCLASSIFIED//FOR PUBLIC RELEASE

UNCLASSIFIED//FOR PUBLIC RELEASE




UNCLASSIFIED//FOR PUBLIC RELEASE

UNCLASSIFIED//FOR PUBLIC RELEASE




UNCLASSIFIED//FOR PUBLIC RELEASE

UNCLASSIFIED//FOR PUBLIC RELEASE




UNCLASSIFIED//FOR PUBLIC RELEASE

UNCLASSIFIED//FOR PUBLIC RELEASE




UNCLASSIFIED//FOR PUBLIC RELEASE

UNCLASSIFIED//FOR PUBLIC RELEASE




UNCLASSIFIED//FOR PUBLIC RELEASE

UNCLASSIFIED//FOR PUBLIC RELEASE




UNCLASSIFIED//FOR PUBLIC RELEASE

UNCLASSIFIED//FOR PUBLIC RELEASE




UNCLASSIFIED//FOR PUBLIC RELEASE

UNCLASSIFIED//FOR PUBLIC RELEASE




UNCLASSIFIED//FOR PUBLIC RELEASE

UNCLASSIFIED//FOR PUBLIC RELEASE




UNCLASSIFIED//FOR PUBLIC RELEASE

UNCLASSIFIED//FOR PUBLIC RELEASE




UNCLASSIFIED//FOR PUBLIC RELEASE

UNCLASSIFIED//FOR PUBLIC RELEASE




UNCLASSIFIED//FOR PUBLIC RELEASE

UNCLASSIFIED//FOR PUBLIC RELEASE




UNCLASSIFIED//FOR PUBLIC RELEASE

UNCLASSIFIED//FOR PUBLIC RELEASE




UNCLASSIFIED//FOR PUBLIC RELEASE

UNCLASSIFIED//FOR PUBLIC RELEASE




UNCLASSIFIED//FOR PUBLIC RELEASE

UNCLASSIFIED//FOR PUBLIC RELEASE




UNCLASSIFIED//FOR PUBLIC RELEASE

T®rAttachment C

Filed with TJ Appellate Exhibit 827 (AAA WEA)
21 July 2021 Page 51 of 213

UNCLASSIFIED//FOR PUBLIC RELEASE



UNCLASSIFIED//FOR PUBLIC RELEASE

F e SOV ey AR TR D e AT A Dimed TN T Dy 4 L7
Case L03-md-01870-GBR-BN  Document 3780-4  Fied L4017 Page lof 7

Exhibit 1
Declaration of Stephen K. Moore
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M-INT- Q0002373

FO-302 (Rev. 13-8-85)

=t

GE/172001

at investigation on 98/17/2001
Ciate dictated File #

by

FEDERAL BUREAU OF INVESTIGATION

Date of wanscrigtion

On Septermber 17, 2001, [REDACTED] (protect identdy).

tern [REDACTED], [REDACTED] Identification REDACTED], residing

at [PEL»C' DL teiephone

number [REDACTE Diwas intenviewed in apartment iIREDACTED], by Special

Agenis of the Federsl Bureau of investigation, After advising [RE L}Ac‘“i ED] of the nalure of ihe interview, [REDACTED] provided the
faliowing
information:
[REDACTED] spoke mestly in Spanish, and spoke lirmited English.

[REDACT: rgken Enlish and Spanish was translated Dy her neighbar
[REDACTE maos of Apartmant [REDACTED]

!RE"‘AuT«-‘;) was sr-r wrt w51 nqie ph n‘\vn aphs of REDﬁCTEEJ‘.LALBAYOUMI

0!‘ hﬂ’h Iﬂoswduaib and it 1(1 Cﬁted th 1at lhey ot -'aed in "1
Ap "'rtmem 9r 55 from the [REQACTED] {apartmant [REDACTED |}
[REDACTED] stated thal her son prayﬁd with the son of ALBAYOLIME

and BAGADER, IREDAGTED] knew AL-BAYOUM and BAGADER through her
casual conversations with their son and sreasionsl LulrijC'S w:'h

the parants. The last time [REDACTED] had )
[R‘..JAJT‘...B r@ca. 5 ane lme thast AL BAY OL’\.-!! 5500 ha

frant of AL f:}nVD’ 'MI s apar‘fne'h f:s')?{"llfl!~ #{PFJA\, [‘--"‘) AL-BAY QUM told
[REDACTED] thal "my father hias 2 meeting with anothes ran and his mother

is in ihe haisse "

[REDACTED] believed that Aprd 2001 was the last time [REDACTED] had
>,micr-‘n i AL-BAYCUM! AL-BAYOLIN told [REDACTEDR] that he was guing o
traval for three waeks. [REDACTED] has besn a resident of Pakwood

Apsitment Homes for aboul 7 (sevan) years, During the last few

yaars [REDACTED] said that she saw AL-BAYOUMI's kids while they ware in
the pool

IRECAGTED] saig that on Some 0coasions she had seen unknown

males (UM} wearing turkians geing into AL-BAYOUMTs apatmen. [REDACTED]
was shown an array of five photographs depicting five males of mideastem
descent. [REDACTED recognized photograph number 3 (thiee} and
REDACTELH

SA Roberl F. Shaul
34 Ehis Teu Ulufanua
This docoment containg neither racommendations nor conclusions of the FBL it iz tha property of the FBI and is loaned to your agency,
it and #s comtents are not to be disiibuied outside your agency.
PrEY! 4

; " G110 vof FO-302 of 2 68/17/2001 [REDACTED] [REDACSTED]

number 4 U"'L.k Phatographs 3 and 4 depicted [REDACTED]ALMIHDHAR and (REDACTEDL [REDACTEDHANIOUR respectivaly
[REDACTED] stated that UM

number 3 had visiled AL-BAYOURI & few times in the past. On one

aooasion, in June 2001 whie ALBAYOUM was away on fravel, UM &2

visited BAGADER. [REDACTED] did not know where UMs 3 and 4 ved or

whether they came from the sams apartment complex.

A photograph of [REDACTEDREAKARBASHAT was shown io [REDACTED]. [REDACTED)]
stafed that she saw BAKARBASHAT onoe ariwms: in February 2001,

[REDACTED! stated thal shie saw Uls 3, 4, BAKARBASHAT, and AL-BAYOUMI ali
togsther bat e [REDCACTED] statad fhat thare used th be a lof of f propie

who wore turbans, as if they natk just come from the Mosque, wouid

vigil AL-BAYCOUME [REDACTED] racalled one unusual UM bacause ha grow a
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thick Deard, waora s it
vasrs of ape, snd w
IREDACTED]

complex during the second week of June, 2001,

infy, approsimataiy 40 0 45
; an tha rast of the UMs.
the apartment

A T W PO Lo
S ———— MEA-FEI-G0009240
N .". - Y WS ! 2.
Filed with TJ Appellate Exhibit 827 (AAA WEBA)
21 July 2021 Page 61 of 213

UNCLASSIFIED//FOR PUBLIC RELEASE



UNCLASSIFIED//FOR PUBLIC RELEASE

M-INT-00021 248

FO-302 (Rev. 13-8-85)

o

GB/14/2001

at investigation on 98/14/2001
Ciate dictated File # 08/14/2001

by
FEDERAL BUREAU OF INVESTIGATION
Date of wanscrigtion
P Agent (8A) Denaire L. Rignay and 3A Roberd F
Shaui, Federal Buraau of Investigstion (FBE, IREDACTED] Field
Office, conducied the following investigation in relation o the
Twin Towers Bombing invesligation, [REDACTED] Ratchiond, Comemunity
Manager, Parkwood Apartiment Homes, [REDACTED]. telephone [REDACTEDN. pager [REDACTED], and
(REDACTED] Gross, Manager, Risk Manzgement, Western Natisnal Proparty
fdanagemaent, IREDACTED],
telephone [REDACTED], celiular telephone (REDACTED],
[REDACTEDS, wers interviewed ai the office of Parkwood Apartiment
Homaes. Afer being advised of the identity of he interviewing
agenis and the nature of the intendew. Ratchford and Gross
providad the following information:
According (e Parkwood's propeny management rscords
system, [REQACTED] telephana
JREDACTED], was rented by [REDACTEDI Al Hazimi and [REDACT
in February 2000 Al Hazimi and Al Mihghar wera recommendsd 16 the
progeiy manages by [REDACTED] Al Bayournmi, 8150 Khow a5 {aka) [REDACTED] Al
Bayaemi. anciher fonmer resident of Parkwood Apariment Homes,
Bayoumi co-signed with Al Hameni and 4! Mihdhar for apartment
nurnber [REDACTEDL Al Hazimi and Al Mihdhar vacaled aparment number [REDACTED]
in June 2000, Rachiord descr Al Bayoumi, Al Hamimi, and &
Mihcihar as students. Al Bayou o occastonally paid the rent
for Al Hazimi and Al Mihdhar al Parkwood, and abways seemed to have
cash available,
Ratochiord has baen the proparty mansger at Parowvood
Apartment Homes for three years. Parkwood Apariment Homss coniaing
174 rental units, Ratehford's immediale supendsors name s [REDACTED]
Adams, Regional Property Manager.
Al Bayouni, Social Secuwily Account Number (S3AN) [REDACTED], celiular talephone [REDATTED], resided in Parkwood
Apariment Homes. apariment number [REDACTED], Al Bayoumi moved inta
apartiment number [REDACTEDwith his wife and children (four) n June
1899, Al Bayouml vacaled apariment number IREDAGTED] on June 23, 2001
Ratchiord recalied that Al Bayoumt or his family members had
mentionad moaving to [REDACTERL During Al Bayoumi's residencs in
ECACTED

D7 Al Mihdha:

54 Lenaire L. Bigney

SA Robert F. Shaulifs

This document containg neither recommendations nor conclusions of the FBL it is the propaiy of the FBI and is Inaned to your agenay;
it ard #s contents are nol to be disiibuaiad outside your agency.

- e o

. i e of FO-302 of 2 0971472001 [REDACTEDRatchford
apaitment number [RE TED], Al Bayourmi would leave for two or three
menihs &t a time, and would then retum to his family, Duing the

mosk recent depantire by Al Bayoums, he was gone for up fo five

months before raturning Lo his famity at Parkwood. Ratchford was

unstre whare Al Bayourni went when he would leave for months al a

ime. Al Bayeurni and his family owed money when they departed in

June 2001, and his rental file has been forwarded to Resident Group
Services, [REDACTED], telephone [REDACTED],

a collection company.

Ad Bayourn spent much lime either 3t or with rembers of

the isismic Centar of [REDACTED] [REDACTED]. Raichtord provided a copy i a check that Al
Bayournd's wite had writien to Parkweod Apartment Homes. Bank of
Amarica Chack Number [REDACTED!, account nurnber [REDACTED],

MEA-FELCO000852
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wis wrilten 1o Farkwood Apaiments in ihe amount of 878184, The

niama on the check was IREDACTED] Bageder, [REDACTED], telephane [REDACTED].
Al Bayourni had received reference faes for two or thr
ather ranters &t Parkwood Apasriiment Homes, The nar of those

individual reniers shauld be iocated in the rental fle lo 1at

Resicdent Group Servicas. Al of those renters have left Parkwood

Apariment Homes Ratohiond providad that one of thoss ranters

referenced by Al Bayoumi had lefl on Seplernber 4, 2001, Gross

provided Lhat Al Hazirs and Al Mibdhar's rental file would be

incated & thelr main affice o IREDACTED],

A formaer assistant 8l Parkwood Aparment Homes, IREDACTED]

Sabata, who is currently emploved st Padre Gardens, [REDACTED], telephone [REDACTED] would
have known Al Bayoumi and his associates during her tenure &t
Parkwood.

Parkwood Apsriment Homes manapement records syslem was
negative for (REDACTED] Hanioor, date of birth (D08} IREDACTED].
Fives or six current residents of Parkwood Apactment Homes

may be members of tha Islamic Cenler of [REDACTED].

MEA-FELCO000853
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M-INT-C0032880

FD-302 (Rev. 10-8-85)

E

GE/18/2001

at invesiigation on 31801

Liate dictated File # 8/18/01

FEDERAL BUREALI OF INVESTIGATION

Diste of ransoription

{REDACTED] {dentity requestad confidential),

date of birth, [REDACTED], social ity number, [REDACTED],

[REDACTED] divers lizense number [REDACTED], LM.S. number

[REDACTED] [REDACTED], apariment number [REDACTED], [REDACTEDL was interviewad at the Denny's

restaurant, (REDACTED]. After

advising [RIDIRGT_G} nereinatier [REDACTED] of the identities

of the inteneswing agants and the naiurs of the inlervew, [REDACTED

valuntsrily provided the following information:

{REDACTED] met and became acguainted with {REDAGTED] Athazrmi and

[REDACTED! Aimihdhar in 1599, an inroduction by IREDACTED] AFBayoumi. [REDACTED] iold [REDACTED] that they,
{REDACTED] and [REDACTED], ¢
arrived in Los Angeles via United Airkn a5, Los Angeles A:fpn A,

LAK. After a five or six day stay in [R:!’}ACY ED} they came to [RERDACTED]. (REDACTED] was unaware of tha location they stayed int
[REDACTED o how they arrivad in [REDACT ED}. At that time, IREDACTED] was

the Manager/Leadar of a2 Kurdish Mosque, located on [RECACTEDR] REDACTED] was residing in an apartrmant complex iocated
behind a Burger King restanant on [REDACTED] [REDACTED]

and (REDACTEDR| were acquainted through the Mosque mentionad above

[REDACTED] has not had contact with [REDACTED] for approximataly sik o sight

months. [RECACTED] last knaw [REDACTED | was cumenily located in [REGACTED]. working towards a Doclorate degrae from an
unknown

University. [REDACTED] knew that [IREDACTED] was & memier of the Avialion

Board for Saudi Arabia while he was the leader of the Mosque in [REDACTEDL

[RED, CT""" brought [RED. [REDACTED] to an islam Mosgue located

on EREDACTFE‘] fo make tha introduction ta

[REDACTED] [REDACTED] asked [REDACTED] to bacome acquainted with IREDAGTED]

IREDACGTED], acclimats themto tha area and ass5ist in any way in their

affairs.
IREDACTED
[ —
i"a'n.s! Bonzalez [ Gig
]
T’|.v document containg neither recommendations nor conclusions of the FBIL i
it am s contents are not to be distribuied oulside your agency.

i5 the propary of the FBI and is ivaned to your agency,

vl FO-302 of 2 844801 [REDACTED]
g thern, [REDACTED] and [REDAC
1R‘~_)AL I’t .}‘ aDaﬁ'm i to ask a favor of him. ;RE:.JA(; TEDE Wwas I'.‘.f!nq at
{REDACTED] Aparlrment number (REDACTED], [REDACTED], with
sipveral ronmmates. The tavor was to taka them to the United
Alrdines licke: station and ask if the two aigline tickats they had
could be exchanged for a differant fight. [REDACTED] and [REDACTED] had
two round trip United haod tickets in their possession from Bangkok
to LAX with a sel raturn data of approximastely thres months iater,
They had aleady used ene hip each oa the round ip tekets from
Bangkok ia LAX,
{REDACTED] needed (REDACTED] to transiaie o the ticket agant that
ihev wanted 1o trada in the twe rema;:zing flights to Banghkok far a
credit towards two one way tickets to Jiddah, Saudi Arabia. [REDACTED]
c!m ve thaim lo the United Aifines ticket center ocaled in 5
shapping center on [REDACTED], next to a
Starbuck's coffes shop, The tcket agent advised them that the
eaiest couid net ba granted due o the specisl rate thay receivad
on the onginal fight frore Bangkok, [REDACTED] became verbally abusiva
towards the ticket agent, (identity unknown}, as thay depasriad.
[REDACTED n~Jiet‘ that rREDN.. TED] 1ol him not to 12l anyone that they had
{aken an excursion rip to Ralavsia after armving in Bangkak.
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{REDACTED] considered his refationship with [REDACTED] and [REDACTED]
&5 closa on A social and religious basis. However, [RECACTED] had to
miake ral inguiries into thair personal busingss because IREDACTED]
weas very sacrelive. At times [REDACTED] wouid refuse to answer personal
questions asked by [REDACTER] stating seek Aliah's help and finish yaur
private matters secrelly. [REQACTE! id this guota {o IREDACTED] in
Arabic, IREDACTRED] andd [REDACTED] wara abways 1rg*‘her whan associsting
with [REDACTED].
As they became acquainted, [RERACTED] inquired a8 1o how to
ohitain a s0ci ity card a drivers license, [REDAGTED] was
reguested (o msks telephone calis for them to attend Mght lessons
with & ¢ SaMpany, (identity and oty unknown), using an [REDACTED] number in
[REDACTED: [RF—‘DA TED] had the name of the compeany and ielephons numter
writien on & small piece of soratch paper and handed it to [REDATTED
{REDACTED] made the call using a public pay lelephone located auiside
hiz employment and made the inquiry for [REDACTED] [REDACTED] spoke to an
unigentified ma fworking for the flight school of

=T I Lighi lessons, FD-302a (Rev, 10-5-85)

elualion of FO-302 of 3 8418/01 [RECACTED!

The male slats:v that IREDACTED] had 1o have legal status with

the immigration and Naturalization Service in onder to enroli in

the class. Since [REDACTER] snd IREDACTED] had visitors visag’, the
instrucior advised them fo change e visas 1o a sludent visa which

would quaiity them to enrail, The cost of the fliaht ciass was

approxmately $12.000.00 1o $15,000.00 doliars, [REDACTED] made

tefephone calls, al the request of [REDACTED], o Coleman College in

rﬁfﬂrenrsi u anroliment In & compuler class, He also made

its using calling cards a2l publlic telephones o English

iar}guagF & in [REDACTED] 1o enroll [RECAGTED. (REDACTED] was not
interesiad in encolling in any schools.

IREDACTED! was also interested in gelting mamied io an

Arrarican citizen. (REDACTED] used his compauter o obtain information

through several matdmaonial wehsite for [REDACTEDL [REDACTEDR] was manied
and his wifs gave bith to their first and only
{REDACTEDL IREDAGTED] and [(REDACTED were childhaad friends and were raised in
ihe holy city of IREDACTED].

{REDACTED] said his father or family back home was funding his

ciasses and !n‘ ng expenses, RE DAL TED] told [REDACSTED] that ha owned a

business that renled bosts and was spending the profits here

[REDACTED] and [REDACTED] always paid for daily expenses in cash, [REDACTED)
was unaware of their financial aifais i reference (o checking and

savings accounts, Banks, investmant comparies REDACT Ff‘] never

2 [REDACTED] and (REDACTED] entar a business that receives or sends

' transters of money. 1Ri:"‘1“.TF!"J nnvar witnessed [REDACTED) pay any of

their expenses. [REDACTED] oaty ra [RECACTED] and [REDACTED] raveiing
outside San Diegu onca. Ha knew they travalad in the Toyolato Los

Ang haowrviz, "e did not know the pumose of the inip o the
date.
[REDACTED} purchase a bius, Yoyota, Cerolia, for $2,530.00

doltars while in IREDACTED] from an ur .m.mr: individual. [REDACTED]
stated he had received a good deal on the car, [IREDACTED] anly
witnessed [REDACTED] and [REDACTED] dwv:ng this vehicle, [REDACTED] and [REDACTED]
weould regulary attend islam services al several mosqies in the San
Clego area. The grenany mosques in which they sttiended was the ane
off of [REDACTEDL Their apariment was closest (e this mosque,
{RE .JAC TED} navar visitad thern at their aparimeant, however, he knew the
=e (REDACTED] lived in the same complex. FD-302a (Rev. 10-6-05)

, FEQE } altan of FO-302 of 4 8418/01 [REDACTED]

i -‘lsm'{ imately the summer on 2000, [REDACTED] traveled with
[REQACTED] in the Toyola to take IFEEDB.L.TED} 16 the LAX Airporl in Los
Angeles, OA [REDACTED] was retumning (o Saudi Arabia to ba with his
wife and newhom female child, [REDACTED] waveled commercial aitfines
frare LAX on Luthansa Airdine. Aﬁer dropping off [REDACTED] at the

sldd i [REDAEBTEDE whiile he was in [REDACTED]L [REDACTE

O farnily was in

UNCLASSIFIED//FOR PUBLIC RELEASE
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airpart, (REDACTEDR] and [RECACTED| visited tha Fahad Mosque in [REDAGCTED], They retumed o [REDACTEDR| the same day,

Afler [REDACTED] daparted, (REDACTED] moved fmm the apartrnent on
{REDACTED] into a room at the resitencs of [REDAD
prayed together at the residence 0 a room devoled to oy
{REDACTED] had = gified voics for leading the praver ai the residenc

and al the Mosque, [REDACTED] did not reside at the [REDSCTED]

residenca but he visited oftan,

Al the time, IREDACTED] resided with saveral roommates &t the

apartment on {REDACTED]. Both [REDACTED] and [REDACTED] visited that
apartment, n a regulsr basis and often ate dinner and entered in

prayer IREDACTED] ats out with [REDACTED] and (REDACTED] on numermus
oeecssions, [RECACTED] favored ealing al the Liltle Caesars pizza

restaurant in [REDACTED] The rocmmates with [REDACTED] where

{REDACTED Ahsan, [REDACTED] Singab and [REDACTED] Numan, who

cureently resids af the |REDACTED] address. IREDACTED] stated thal [REDACYED]

TED] Shaikh [REDACTED], |REDAC

STED)

and [REDACTED] wers fiends of [RECACTED] and [REDACTED]. At no time did [REDACTED]

and IREDACTED] live at the [REDACTED] address,
{REDACTED! and IREDACTED] did not have fegitimate employment while

in (REDACTED] IREDATTED] attempted to work at the Taxaco pas station at
JRE:)A"‘TE"“ During the thrae week pariod

[REDACTED} worked ai the Texaco as a car wash datailar, [REDACTED] was
amployed at the station and still is currently empleyed at the

Taxaco, [REQACTED] haliavad [REDACTEDI was paid cash because he did not
have a panmit to work. [REDACTED] could not recall the dates of

IREDACTED employment byt nelisverd 1 was after [REDACTED depariad,
[REDACTED! was employad by [REDACTED] Musiefa, the owner of the

Texaco, however, [REDACTED] Khrelwash was [REDACTED] iinmediate supardsor

he are membars of the lslam mosgue, made scquaintance with
H igasgque. FO-3028 (Rev. 10-6-95)

WCTED! and [REDACTED] could have iaken place at the gas slation because
to {FEDnCTEDj ermplyment. [REDACTED] would regularky make long

5its at the Texaco

In December 2000, or Januvary 2041, [REDACTED] mads a visit o

iREDAC-TE’" atthe Texaco siation with [REQACTED] Hanjow, [REDACTED] inroducad

[REDACYED) to [REDACTED] as his long time fiiend from [RECACTED], however,
[REDACTED] currenily fived in [REDACTED]. [REDACTED] alse told [REDACTED] that

{REDACTED! does not known how IREDACTED] was hired, he assumes [RECACYED] and

EREDAG TED] and Shaik,

uation of F-302 of 5 8/18/01 |[REQACTED] [REDACTEDH was alsa helieved thal the acgusintance between

[REDACTED] was 8 pilol and that he, [REDACTED], was going with [REDAGTED] 1o [REDACTED] and attend the same flight school

[REDACTED] attended, [REDACTED] 1ol [REDACTED]

he was maing the visi (o infonm Dim it wouid pe the last visit

pecause he was leaving San Diepo. [RECACTED! and [REDACTED] departed togather
in {REDACTED] Tovota, Corolla

Shortly thereafter, [REDACTED| telephonically contacied [REDACTED|

at the Texaco and stated he was in [RECACTED], and would ba

atiending fight school, {REDACTED] asked [REDACTED i ha knew how
sxpensive it was to ive in [REDACTED] and o pay for Right

schoot [RECACTED] repied that he s ctually going ta attend flight
schootin [REDQACTED] Approxmately, two weeks faler, [REDACTED] again
telephonically contaciad [REDACTED] st the Taxace and advisod that he
was in [REDACTED] sitending fiight school. [REDACTED] did not provide
{REDACTEDT with any furiher delaiis, nor did [REGACTEL] provide IREDACTED] with
a {eiephenas number or e-mail sddress for fulure contact

{REDACTEDI heard & rumior that [REDACTED] had telephonically

contacted & news station in Allazearah and stated that he was st

alive. This tosk place afier his neme was announced a3 one of the

iernnstis,

[REDACTED! i in the Unied States under Somalia Asyium

awaiting resident slian siptus. He cuwrantly is 2aming §7.00

dolfars an hour working as a sepvice station attendant at the

Texaco mentioned above. He altended Grossmont College and s

currently envclled &t San Diego State University working towasds a

bacheiors degree in (DS

MEA-FELCO001428

Filed with TJ
21 July 2021

UNCLASSIFIED//FOR PUBLIC RELEASE

b |

Appellate Exhibit 827 (AAA WBA)
Page 66 of 213



UNCLASSIFIED//FOR PUBLIC RELEASE

{REDACTEDR] denied any participation or knowietue of any
terrorist attacks which have takan place in the Unitad States.
{REDACTED] deniad participation or knowisdge of any future temos
aliacks towards the United States, REDACTED] denied knowledge of
terrorist activities particulary in refersnoe o [RECACTED] and [REDACTED]
or any cther members of his mesgue. FD-302a (Rev. 10-6-85)

ey

Continuation of FL-302 of [REDACTED] § 2/19/01
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M-INT-00145883

FD-302 (Rev. 10-8-85)
o
1282001
at invesiigation on 13/28/2001
Diate dictated Fie # 10/29/2001
by
FEDERAL BUREAU OF INVESTIGATION
Date of wanscrigtion
[Redacted] Raichiord, Property Manages, Parkwood Apsrtmernt
Complex, [Redacted] | telephons number [Redactad]
furnished the follewing information, pursuant (o the execution of 3
Grand Jury Subposna execuled on Westam Mational Proparty
Management.
[Radacted! Al-Bayoumi twiie resided at tha
Parkwood Apadment Complex 41, rom Septamber 1893% through June 2001,
i-ﬁtr-'h'jt.t,ed 'r‘edactesjm&haz i and [Re _«:red; Al-pihdhar to the property
& as his ifands who just recently came 1o the Uniied Staies
M i-‘a? i and AlMindhar wers laoking for an spariment 1o rent
together, so ne during the end of January 2000 or the baginning
of February 2
Ratchiond was ,‘lnr'm,r with Al-Bayoumi and his family and
he siways seamed so pleasant, polite and naver in a hwry, 50
appaared out of characksr, to Ratchiord, when Al-Bayourmi ssemed
ke he was under pressurs, sdament with a sense of urgancy about
renting an apartiment al the Parkwood Compiex o Al-Hazmi and Ak
fdihdhar, This was the firsU e that Ratchiord had seen Al
Bayoumi so § se about anything,
Fatchiond fumist 190‘ 'h“ rer‘ta. agreaments o Al-Haam and
inte the offine with an unknown male who
ce thair English was aot good.

ratped udnsiaie fn li“'ﬂ‘

Ratchiord recalied cafling Al-Bayourni on several occasions advising
hahar di-_i no* have 3 L'edi'

1‘|rr~ Eha? sinog N Blazmi and Al M'-

La;oum *la'eﬁ tni he wu"d bl: i and Cl. g'l f&r li'e'n
Bince Al-Bayounmi wanted 10 gel AlHazmi and A-RMibdhar in

ihe apariment immediately, within a couple of days, Al-Bayoumi
Brought the rental agreemants in for Al-Hazmi and Al-Mihdhar,
Ratchford could not raeal |F she pholocopied Al-Bayaumi's renial
agreement from whan he applied for his apanment o7 if he broughl
onein Regardiass, Al-Bayoumi signed as the co-signer and
guarantor, advising Raichiond thist he couwld vouch forihem, and if
anvihing h;i ppens he wouid take care of il

This d.qum@ cunt:un‘ neither rg
it 1:‘:; 'ts centerds are not o he distribated outside your agency.
a5y

o tion of FO-302 of 2 10/28/20C1 [Redacted] Ratchford
"'Jr‘ or about Fcbt uary &, 2000, AlBayoumni came into the
FParkwooed office snd pe aitd for the deposit and the fral momivs rent
for Al-Hazmi and AMihdhar, by furnishing Ratchiord with a Bank of
Aurening Cas Check number [Redasied] | The cashiars check was
ini the iolal amount of §1.558 00, which ragresented 577500 for the
depast, $8.00 for the insurance and $775.00 for February's rant.
When Al-Bayourmi brought in the cashier's check he was by himseif.
AlBayoumi stated that the cashier's chank was for Al-Hazmi's and
AtMihdhars spartment and he further stated that Ratchford could
trust hirn and that he would take care of thern. After sl the
paperwark was done and Al-Hazmi and Al-Mihdhar were ready o move
it apartment {Redacted] , Al Bayo.u*w said that they do things for their
brothers, infering that what ABayourmi was deing was cullurally
based. This statament was made almost as an afterthought,

mmandations nor conclusions of the FBI it is tha propery of the FBI and is loanad to your agency,
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Raichiord was under the impressian that Al-Hazmi and Al

afindhar ware residing with Al-Bayoumi in his agariment whila they
wers waling to move inte apariment 150, even though she never saw
them thera.

After Al-Bayournt paid for the dapasit and first manth's

rant, a second payment was mads on or about February 15, 2000
the form of 2 Bank of Amedea Cashier's Check numbar [Redacted] in
the name of [Redacted] Al-Mdhiar for $1,0910.00. B was unknown wdiv
AlMihdhar paid 31,010.00, when the rent was 377500,

Iy Aprl 20040, AlhEbchar paig for the rent by weiting a

check from his persenal chacing account al the Bank of America,
sesount nurnber iRedacted] | in the amount of $478.0C.

In May 2000, Al-Mihdhar peid for the rent from the same

personal checking account, however ke wrole two checks ong in the
amount of 8775 00 for the rent, and one in the amount of 52 00 for
the insuranos
Approdimately six months after Al-Hammi and AlMindhar

meved inlg aparimeni [Redacied] | Al-Bayoumi began fraveling a ot Al-
Bayoumi was gone for manths at a time.

When Ratchbord obtained the documentation to fumish i

to s Federal Bursau of investigation (FB1), Ratchiurd determined

that someone had reviewsd and copied the February 2000 deposit slip
and accounting ledger with Al-Hazmi's and Al-Mihahar's psyment
information, due o the fact thal the staple had been removed andd

4 By

[ onenLEation of FO-302 of 3 10V28/2001 [Redacled] Ratchford
stapied, as well 35 someons made a copy of the deposi slip and
siapled the copy to ihe documents instead of the original. The
only two peecple that knew whers to find thess fies and knew the
accounting system ware [Redacted] Sabala, former assistant mansager at
the Parkwood Apartment Complax, who leftin 2007 and [Redacted]
Carpenter, formar assistant manager, whao resigned an Septembar 17,
2001,

Atlached and considered part of this communication are

he payment decuments and lad supporiing the payment of the
deposit and rent for the apartment that Al-MHazmi and AlRMihdhar
stayed in from February 5, 2000 through fMay 31, 2000, The origingl
copies wili e maintainsd i the 1A saction of this file
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M-INT-00 167850
11182002

O Movamber 14, 2002,
{hersinafier BASHD IREDACTED]

[REDACTED}BASHI, aka [REDACTED}
siaphone number [REGAGTED], nall
telephane nurmber IREDACTED], e-mail addrass [REDACTED], date of
birth [REDACTED], place of birth [REDACTED] was inteniewad by
Detective Robert Calius, Mew Yok Palice Depariment, Join

Temorist Task Force and Special Agent Abigail L. Perking, Federal

Bureat of investigation, After baing advised of the identity of

the inerviewsrs and the pwgose of the interview, BAS Hi
veduntarily sgreed 1o be inlersewed and provided the following

infermation:

BASH! was bom in [RECACTED! and was educaled oulside
{REDACTED] in a school sponcored by the Amedcan Peace Corn whare
he first leamed to speak Enghsh. In aopraximately 1978 or 16789,
BASH! movedic  [REDACTED] for studies and retumed to IREDACTED]
around 1986 or 1887, In IREDACTED], BASH! assisted his fatherin
running a franchisze business in which goods were purchased from the
Middle Zast and imported it [REDACTER] As part of this impost
business, BASHI was involved In ihe purchase of auternobiis parts
and second hand cars from Saudi Arabis, parfumes from Yemen, coffes
from Eshiopia, and car pats and second hand cars from Dubak,
United Arab Emirates. Durlng this time, the family aizo owned 8 car
deaiersiig in [REDACTED]. in 1883, BASH! advised that the family
businesses ran into some difficull imes and basically went
defunct.

BASHI stated that in 1693 there were many difficulties in
{REDACTED] and BASH! left {REDACTED) and went to & refuges camg in
Mornbsss, Kanys, BASHI subsaguently found amployment in Jeddah,
Saud Arabia from 1893 lo approximately 1885 with a company calied
iawani, which fall under the auspicss o the Presidency Givit
N (PCA) (he eguivalent of the Federal Aviation
istralion in the United States). Al AL Halawani, BASH! worked
a5 the supervisor of the warshouse. BASHI stated that Al Halawan
was 8 business which sold chemicals which he spacifiad fo be
gomestio detergents, BASHI stated that although he worked S A
Halawani, his paycheck came from PCA From approxmately 1995 o
1897, BASHI sdvised that [REDACTED] Baraka had the contran! for PCA
antd was respensivle for running the operations and maintanances for
ihe Saudi Airporis. Al fhal BASHI et under the Al
MNavigation Support System (ANSS) and he was the supenvisar of
ifatenal Management which dealt with the procurernant of spar &
parts. BASH! provided the narmes of scme of the managems noat
Dalish at that e as follows: [RECACTED] Kamil, owner;
{REDACTED] Khalaf, President; [REQACTED] Ghamel, upper management
of POA;  [REDACTED] Al-Saimi, Directior General of Alrways
Engineenng and the divect su ar of BASHI'S dirsat Lins
supervisors. BASHE identified the following Amencans employe sl
PLA during this tims as REDACTED] Coombs, [REDACTED] Wallace,
[REDACTED] Leach and IREDACTED] Pany, BASH| stited that
{REDACTEDT Coombs and RERACTRED] Wallace were his diredt fine

{FOF page 1]

supervicors.  BASH! stated ihal he wsa naver involved in tha
financing or pavicll and furiher that his satary was paid by PCA
HASH! staled that he had no specific background of experiencs prior
hired by PCA for that position, but the fact that he spoke
English fuently opened the door to his getting the job. BASHI
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SASH was asked apout whether he was aware of any

Wickbacks paid by FOA or Daliah for coniracts of pr DULTe e
during the time that he worked at PCA. inftially, BASHI stated
that he would not know whether that happened, but t hen admittad

that he was aware of such practices cccurming thera. BASHI statar
that it is a nermal course of business and common practice in the
Middle East for kickbacks to be paid  BASH| stated ihat he was
aware that money was regularty siphonad from PCA and diverted 1o

upper managerment of PCA by manipulating invoices {rom

subcontractors ke Dallah AVCO Trans Arab (a joint venture formad

between Dallah Al Barska Investment and Development and AVCO
Electronice), These inveices would be covered or marked on the

honks a3 inoal procuremant, Le. services from the local gconomy

which couwld not be traced.  BASHI siated that he and biz hoss
(REDACTED] Coombs would have to pul their heads togethar and maka

5 decision about how o handle thase requ 5. As an ax ample,

HASH stated that the President of PCA may call REDACTED]
Ak Director General of Alrways Engineering ai PCA and

reguest cash. Al Salmi waould then come fe Coombs and BASHI, and
HASH! would create a ficliious purchase arder for SEIVICES
providad by Dallab AVCO. The purchase onder was then approved by

Coombs and then by Al-Saimi, and BASHI would have nn Turther

nvolvarnent with it BASH! stated that this practice was common & i
PCA, Dallah and AVCO. BASH! stated that typically { fies contract
which Dalian and AVCD had with PCA was for & tarm of three yaars,

nated that Dallah ang AVCC lost the confrac] arcund 1996,

BASH! slso described what would be considersd "other
aliowances” al PCA, BASHI sialed thal i was basically providing
3 bonus or raise through the payment of monies {0 somsane wh ich
wouid not be run theough tha payrall system. BASH] staled that for
example. an "other aliowance” could be covarad in the books as
reirmbursement for termpaorary travel of & business trip.

Subsequent i AVGO having the contract with FCA, & man

named [REDACTED] Hannah, an {REDACTED] born American whao was the
principai of ERCAN Engineanng {a [REDACTEDR] company) was awarded

the contract with PCA. BASHI was not aware of the teason why the

AV contrant was taiminaiec, BASH descrbed Hannah as & whesier

and deaier. BASHI siated thal there were three Unied Siat €5
companies which were competing for the contrsct, and BASHI and
Coombs Rl hal & company by the name of AMMAR should have
received the conlract,  Insiead, ERCAN obtained the confraci
against their recommendations.  BASHE stated thal Mannab had a

{PDF page 2|

relationship with sorme of the upper management at POA, spacifically
a man named {REDACTED] diast name snknewn). BASH| stated that
Hannabi had to "grease the hands™ at PCA 1o oblain the contracl
BASH! stated that Hanna was invobied in the siphoning of IHORIEE
from PCA and divarting portians of # to the uppar management of
CA. BASHI relayed an example where Hannah was supply ing
glectronics which would have cost approdmately $110.000 in the
competilive markat, but he charged PCA §500,000. BASHI brought
{his Issue to Hannalt's atlentien, st which time Hannah threstened
{0 et BASHI fired if he made an issue of it. BASH! stated that o
aveid losing his job. he processed the invoices as he was told.

Eatil was asked whalher ha knew a man by the narme
|REDACTED! Al-Bayoumi, and he advisad that A-Bayoumi was a student
in [RECACTED] BASHI stated he was aware that {REDACTED] Hannah
provided [REDACTED] Al-Bsyoumi approximnately 810,000 in cash per
monih at the bahest of Al-Saimi during the tima that he Hannah)
had the conlract with PCA. BASHI was aware thal in order to
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conceal these cash payments to AlBayoumi, Hanna used cash
genaratad by his car wash businass and & diner he gwned to funnal
H payments io A-Bayourni  Additionally, [REDACTED] ALSalmi at
PCA simdlardy provided & monthiy stipend to Al-Bayournl of

approximataly 55,000 per month.. BASHI was not sure whether those

stipends were paid simuftaneously or not. BASHI ad g that
AlBayourni was paid a salary Fom PCA and his job Was

Accaunts Audior, even though he did not aciually work there, The

payment of Al-Bayoumi's salary was handled by payiod . BASHE
atvised that he was aware of these paymerts 1 AbBayourri, bt was

noet directly iInvalved with tham. When asked why Al-Saimi wo uld

feet any obligation to 1ake care of Al-Bayoumi, BASHI surmised that

AlBayoumi had either & family connection wheraby & favor was

calied in to Al-Balmi o take care of him or that AlBayvoumi had

something to hald over someone's head causing tese paymants lo ba

made. BATHI siated that these payments ware handlad on a personal
ievel and did not to his knowisdge have the sanctioning or

mvolvement of the Savdi Governmenl.  BASHI also siatad thal

another incentive for Al-Balimi 1o take care of Al-Hay aurnd was a

rumaor that ha (Al-Baveumi) was sialed to take over an upper leve!

management position held by [REQACTED] Karii, aka " [REDACTEDY at
PCA

BASH described AlBayourmi as a religicus person who
prayed a ol Al-Bayoumi was very involved in his mosque
ArBayouri talked a ol about his sludies and discussed with BASHI
fis infentinn {0 retum to [REDACTED. BASHI recalled at one point
in 1808 AlBavoumi asked BASH! to spealk to Al-Saimi to halp him
gel exdendad for ancther year in Amedca. BASHI advised { hat
although he knows AbBayoumd, he did not consider him te be a

friend. BASHI! advised that he never head ABayoumi mak 2 any
anti-Amencan comments, Dt BASHI feit that Al-Bayouwrm: likely would

not rake such 3 commnent in front of him. BASH] was as ked who
{REDA 31 Badkuok was, and BASHI siated that he is IREDACTED]

Ai-Bawumfs’brc‘.her-in—law. BASHE adhvised thal Badkuek is alsa

{PLF page 3]

empioved at PCA. BASH! was mise asked i 10 his knowladoe Bad HaH
had any legal raining or iF his employment was cennected 1o the

iagsl department of PCA. BASHE had no kaowiedae of Badkuok avar

having any fegal backeround and furiher stated thal Badkuok was not

ermpioved in the legal depariment ai PCA

BASHI was aiso asked if he had any knowisdge of tha
folflowing individuals and or organizations wha were respensible for

suppling monies o {(RPEDACTED] Al-Bayourni: REDACTED] Az,
{REDACTED] Baker, [REDACTED] Hamnden, [REDACTED] Javed, [REDACTEDL
Alammoudi, [REDACTED] Harbi, [REDACTED] A Hassan, REDACTED Saleh,
IREDACTEDY Al-Khamaja, [REDACTED Hakin, [REDACTED] Rabbah,
[REOACTED] Sharjah, and the Sana Ball organization.

BASHI was unable ta supply sny information on the aforamentionad
persons and siganizations.

BASHI was asked whether he knew [REDASTED] AlRasheed,
BASHI slated that he was & IREDACTED] who was ihe Direcior of
Biores and Properly at PCA which basically invoived logistics and
progeiy manasgament. BASHI siated that [REDACTED} Al-Rashaead has
nothing to do with payrell or financing at POA. BABHI stated that
[REDACTED! Conmbs was good friends with {REDACTED] Al-Rasheed and
the twe of them fravalad fogether quiie & bit an business. BASH!
stated that he never raveied with {REDACTED], but recalled mesting
him in London one time a number of yasrs ago. BASHI stated that ha
goes nol know anyons by he name of IREDACTED] Al-Rashead. BASHI
was shown a photograph of {REDACTED] Al-Rashead, bul he advised
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that he did nol recognize the photograph. (The pholograph of
{REDACTED] Al-Rashead will ba placed in tha 14 sssociated with this

F-302 ) BASHD was asked whether he knew any of the sons of
{REDACTED] A-Rashead, and he stated that the oldest son was narmat
{REDACTED], i not know any of REDACTED] nther ¢

o

o

although he knew that IREDACTED] had other chidren.  BASHI
recalled that [REDACTRD] Coombs purchased & laptop computer for
Khalia,

BASH! was asked aboul when ha first came 1) the United
Siales, and he stated that on May 21, 2000, he el Navobi, Kenya
o come o the United Btates where he filed for political asylum.
BASHI advised that on August 20, 2001, BABH! Rled his application
for 8 green card and & waiting to hear from the immigration and
Maturalization Service regarding his application. BASHI advised
that he has 8 wife and two children in [REDACTED] and he hapes o
bring them i the United States soon. BASHE advised that he
lled Globsl Marketing
stics located at his home address, [REDACTED), which invehwes
vent or movernant of goods within the United States, BASHE
stated that as part of this busingss, he travels {0 Atlanta, Geargia and Minneapolis, Minnesota and mainfy ships ciothing. BASHI stated
that he relies
mainly on the {REDACTED] community for his business contants,

BASH! advisad that ha was leaving town today {Novemhar
14, 2062} 0 go o [RECACTED] to visil his cidest sisler vwho he has

{FRF page 4]

not seen for fourteen years and who is in the hospital thers
suffering from Parkinson's disegse. BASH! gdvized that he intends

o remain in London far approximately twe weeks, at which time he
expects to ratum o [REDACTED]. BASHI supplied the foliowing
contact nurnbar in London IREDAGTER]. Upon the conclusion of this
interview, BASH] added thal thera are similar systernic comuption

aclivities Bke that which are oocurring at PCA &t a company in
[REDACTED] called BAMAMA which is asscciated with Dallah At Baraka. This company is run by a British citizen from Pakistan,
[P page 5]
e e PO o
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MHINT-O0168583
Q3012004

FO-302 (Rev. 10-6-85)

i T

FEDERAL BUREAU OF INVESTIGATION

Date of ransaripton
ot

{REDACTED] AL-THUMAIRY, Saudi Arabian, dale of birth
=0, was Intersewed by [PEDACTED) &1 } [REDACTED] Da
st A &

THUMAIRY's emplowment with
Affairs, is work sl the Saudi Aratrs
Fahad Mosgua in Los Angales, b
and assocdates, AL-THUMAIRY retummed iste on the night of
F2f2502004 10 pravide addifional information regarding individuals
with whorm he bad contact in Los Angeies.

bl
Tig in ine United Siates, travel.

A detailed report of the inferviews was prepared by Snall
and Da.

invastinztion on
02/23-2572004 [REDACTED]
Date diciated

Fitgl
oy T PR SR
by NYPD Det, Robar F. Sassok
This document conbzns pether recommendatiens nor oonclusions of the FBL His the propery of the FBI and i3 loaned to

YOUS BEency,
it ang &3 contents are nol fo be distibuled culside your sgency.
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FL3-202 iRy, 106853

o

FEDERAL BUREAE OF INVESTIGATION

Dt of oa

phion 0941552001

Khouri, SPHR, Vice
FProperty

Presgident . Human Q@%GMTLF“

8 Execubtive 2614

Facsimils

zed of the
the inters

wing information:

5745, telepho
il address
terviewing ag ¥
frer furnished ti

iew and

Or ar am“' 2000, Khalid M. Al-Mihdha

his i maved inko the Swood :\_[)dI T
at & Apa 3, San Diego, California. Ao
to applications, Al-Mihdhar and Al-Hazmi were residing

Bayoumi's resider
22 Mount Ads, Apartm

e at the same apartm- 'ut ca‘.np] e

located at is2. E‘-"*c‘r to ding at Al-

Rayoumi's residence, Al-Mihdbar an -Hazmi wrobke
from udi Arabia. LeBayoumi o¢ i 5 Aﬁ

was noted

Hazmi and no emplaoyn

19990879050005 showed that
iasued on angd expired on Ta“’lf ?"
Al -Mihdhar
Number iz
that it 1 on April
20600, Al-Hazmi'‘s date of b;
geport Number iz BR73SE7.

} August G, 1876 and

el b

The rterm “f the lease
Bayoumi as the
Apartment 150,
Acco 09000~
checking accoun

The following written

down for unknaown

on February 13, 2000, a lrmdm itten 30 day Intent to
Notice was signe mi and Al-Mihdhar to vacate on
'j.',%K 2000, however it was rescinded and they moved out on May

{mwestigation an 0%3/14/2001 @ Trvine

Date dictaed 09 /15/2001

by SAz Robert F. Shaul, Denaire L. Rigney:dlr

ed 0 your sgency:

MEA-FELCO00TER!

iendations #0r conclusions et poopery of the MR and s e
oy

buted oulside yoar
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Contitmation of

On 09/14/73001 Page cdes
i in the amount of $63§.14 owed to them. They

ched ©o th
obtained. The original

file.
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!!-302 (!ev. 10-8-85)

<o

FEDERAL BUREAU OF INVESTIGATION

Date of ranseription 081 3/2001

date of birth, August 5, 1978, social secunty numoer, 124101,

California drivers license number D181362, LN.5. number
AQ75628802, 1415 E. Lexington Avenug, apartment number 146,
El Cajon, Califomnia, 92019, was interviewad at the Denny's
restaurant, 6970 Alvarado Road, La Mesa, California. After
advising Mohdar M. Abdullah, hereinafter Mahdar, of the identities
ot the interviewing agents and the nature of the interview, Mohdar
voluntarily provided the following information:

Mohdar met and became acquainted with Nawaf Alhazmi and
Khalid Almihdhar in 1898, after an introduction by Omar Ahmed
Al-Bayourni. Nawaf told Mohdar that they, Nawaf and Khalid. had
arrived in Los Angeles via United Airlines, Los Angeles Ainport,
LAX. After a five or six day stay in Los Angeles they came to San
Diego. Mohdar was unaware of the location they stayed in Los
Angeles or how they arivad in San Diego. At that time, Omar was
the Manager/Leader of a Kurdish Mosgue, located an Magnalia Street
in El Gajon, CA. Omar was residing in an apartment complex located
behind a Burger King restaurant on Balboa road, San Diegoe. Mohdar
and Omar were acquainted through the Mosgque mentioned abave.
Mahdar has not had contact with Omar for approximately six to eight
mantis. Mohdar last knew Omar was currently located in London,
Enaland, working towards a Doclarate degres from an unknown
University. Mohdar knew that Omar was a member of the Aviation
Board for Saudi Arabia while he was the leader of the Mosgue in San
Diego.

Omar brought Nawafl and Khalld to an Islam Mesgue located
on Saranac Sireel, Lemon Grove, GA, to make the introduction to
Mahdar. Omar asked Mohdar to become acquainted with Nawal and
Khalid, acclimate them to the area and assist in any way in their
affalrs.

Inveshigation on al

F"W Date dictated
: £z dig

by

an&m San Diego, Califormia

Frank Teixeira

Rl

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and s loaned to your

agency;

it and its contents are not to be distributed outside your agency.
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-35)

-

FEDERAL BUREAU OF INVESTIGATION

Date of ranseription 0841 7/2001

identity,

was interviewed in apartmen by Special
Agents of the Federal Bureagtigyestigation. After advising|
of the nature of the int(er\riew.u'flﬂfa ovided the following

information:

-Spoke

n lish and
of Apartment]

imited Engligh.
weighbor

and spo
as ranslated b

mwas shown two single phot of OMAR AHMED AL-
BAYOUMI and MANAL AHMED BAGADER. ecognized the photographs
of both individuals and indicated that they both [ved in the

Apartment across from the pool apartment 152,

tated th A -
BAYOUMI and BAGADER new AL and BAGADER Ihruugh-
casual conversations wit and occasional contacts with

the parents. The last !imﬁed seen BAYOUMI was at the pool,

ecalls one fime that AL-BAYOUMI's san had come 1o
the swimmil | locatad in the apartment complex, directly in
wAL—BAYOUMI's apartment apartment #152. AL-BAYOUMI tald

at "my father has a meeting with another man and hiz mother
is in the house.”

.&mﬁem that April 2001 w jast timejrad
spoken to AL [o]8] -BAYOUMI 1ol oing to

ul 7 seven years, During the fast few
aw AL-BAYOUNMI's kids while they were in

-said that an some nocasion ad seen unk
males UM weanng turbans going into AL-BAY! s apartment. &
was shown an auﬂve photographs depicting five males of r

eastern descent. ecognized photograph number 3 thiee and

Investigation on at

File Date dictated

. 4]
by SA Elvis Teu Ulufanua

This document confains neither recommendations nor conclusions of the FBI. Itis the property of the FBI and is loaned to your

agency;
it and its contents are not to be distributed outside your agency.
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number 4 four, Fheotographs 3 and 4 depicted KHALI
ALMIHDHAR and HANI 5. H. HAMJOUR respectively staled that UM
number 3 had visited AL-BAYOUM| & few times in the past. On one
occasion, inJune wne AL-BAYOUMI was away on travel, UM #4

visited BAGADER it nol know whare LIMs 3 and 4 lived or
whether they came fram the same apartment complex

ograph of OMER BAKARBASHAT was shown -.o_
that AKARBASHAT once or twice in February 2001,
ﬁslate E] w UMs 3, 4, BAKARBASHAT, and AL-BAYOUMI all

ogelner before. stated that there wsed to be a lot of people

who wore furbans, y had just come from the Mosque, would

visit AL-BAYOUMI. recalled one unusual UM because he grew a

thick beard, wore a lurban, was skinny, approximately 40 to 45

years of age, and wag different locking than the rest of the LMs.

Fsmu that BAGADER, and her kids left the apartment
complex ouring the second week of June, 2001.
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FEDERAL BUREAU OF INVESTIGATION

Date of ranseription 081 8/2001

On September 16, 2001, Omer Salmaln Saleh Bakarbashat,
address 8451 Mount Vernon Way, Lemon Grove, California, social
security number 626-11-1836, date of birth June 22, 1973, hereafter
Omer, was interviewed. |t should be noted that Omer was previously
interviewed on September 15, 2001, as well as having undergone a
polygraph examination on September 15, 2001, After being advised
of the idantity of the interviawing agents and the purpose of the
interview, Omer valuntarily provided the following information:

Omer was advised of his constitutional rights as set oul
inin form FD-385, Omer understocd his rights and declined to have
legal representation present. Omer then signed the FD-385, Advise
of Rights Form. The FD-335 was placed in a 1A envelope, along with
this report.

Omer is currently employed at the Texaco service station
at 4925 Spring Street, La Mesa, California. Omer's immediate
supenvisor is lyad Salameh Khreiwesh. The Texaco gas station is
owned by Sam Mustafa. Omer gels paid seven dollars an hour and s
paid in cash, as he does not have a legal right to wark in the
United States. Omer entersd the United States on a student visa
and does not have a permit to work in the United States. Omer has
never filled out a United States tax form for his employer or for
his awn tax purposes. Omer opined that his employer does not claim
taxes for his sarvices. Praviously, Omer worked at a Texaco
service station lncated in Pacific Beach, California, as well as a
Chevron station in Lemon Grove, California. Omer understands that
Muslafa has owned all of the aforementioned service stations,
howeaver, Omer advised that Mustafa recently sold the Cheavron
station.

Omer knows of three other individuals who are paid with
cash at the Texaco service station in La Mesa. Omer has a friend
that warks with him at Texaco named Mohdar Abdullah, wha g paid by
check. Omer is not aware of the stores merchant account number.

Cmer arrived in the United States in 1998, wherain he
resicded with a host family Melani Kent, 4055 Honeycutt Street, San
Diego, California, telephone number 618 483-4064. Upon arriving

Investigation on at

Fil

by

08162001 San Diego, California

Date dictated
081 7/200

SA Wade L. Dudley:maj

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your

agency;

it and its cantents are not to be distributed outside your agency.

MEA-FBI-00012580

L]
Whbake bonar DWW By LRGPl & Na kPl B D s mbt

PR R T e

Filed with TJ
21 July 2021

Appellate Exhibit 827 (AAA WBA)

UNCLASSIFIED//FOR PUBLIC RELEASE

Page 81 of 213



UNCLASSIFIED//FOR PUBLIC RELEASE

[PDF page 1]

FD-302a [Rev. 10-6-95)

Continuation of FD-302 of  Omer Bakarbashat ,On09/16/2001 |, Page 2

at San Diege, Omer enrolled and attended ELS Language Centers/San
Diego. Omer's conlact person for ELS Language Centers was Tanya
Martin. Director of Home Stays.

Subsequent to residing with the Kents, Omer moved lo a
hause on 7200 Saranac where he resided for approximately eight
monthe. While residing at 7200 Saranac address, Omer had three
roommates, Jamal N. Albahsan, Mohdar Abduliah, and Sameer Singab.
Omer then moved to 7546 Parkway Drive, where he resided for
approximately one year to a year and a half. Whil living on
Parkway, Omer roomed with Ahmad Numar, who was sludying to geta
Barber's license. Omer resided on Parkway until approximately ong
maonth ago, wherein ha moved to B451 Mount Vernan Way whera he
currently resides. Omer denied ever living with Nawat Alhizimi or
Khalid Aimahdhar.

Omer currently has no legal right to be in the Uniled
States, as his student Visa has expired. Omer has been focused on
trying to renew his Visa so as to improve his life and stay in the
United States. Consequently, Omer has not socialized, nor has he
made strong friendships while in America. Omer advised that since
his Visa has expirad. he is not able to retum to Saudi Arabia and
therefare has no place to go. Omer stated that his Visa was issued
from Yemen and that he is a citizen of Yemen, although he has never
been to Yemen. Omer's parents were citizens of Yemen, and
therefore through his birth, Omer is currently a Yemen citizen.

Omer attends a Mosaue by Balboa, as well as a Mosgue in
Lemon Grove. Any socialization that Omer participates in is done
through the Mosque. Omer has seen Mawal Alhizmi and Khalid
Almahdhar at the Balboa Mosgue. Mawaf and Khalid were very close
friends and ware always seen together. Khalid did nat speak
English well, nor was he interested in learning. Omer last spoke
with Nawai in approximately January 2001, wherein Nawaf advised
Omer that Khalid went back to Saudi Arabia. Since that time, Omer
has learmed that Nawaf went to Orange County and then to Arizona.

I an effort to stay in the United States, Omar was
trying to enter a contractual agreement, wherein he would marry an
American citizen, thereby enabling Omer to stay in the United
States. Omer advised that in typical circumstances an individual
would pay $500 to agree to a marriage and continue paying $250 a
manth while marmed. Typieally there would nat be a romantic
imvolvement between the two individuals and that it was strictly a
business agreement. Omer was hopeful he would be able to find an
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American citizen who was Saudi Arabian and legally marry, but has
been unabla to do so.

Omer approached a female co-worker named Rebecca Joa
Carlsen, who went by Becky. Before Omer could propose to Becky,
she advised him that she would not be interestad in that type of
arrangement, Omer advised that Nawat was also interested in
obtaining a wife. Mawal asked Becky to marry him, however Becky
rejected his offer.

Omer advisad that Mawat and Khalid lived average lives
and did not spend a lot of money. Omer had no knowledge of Nawaf
and Khalid having jobs.

Omer was asked about the organizational structure and
operations of a terrerist group that would be able to carry out a
terrorist act of the magnitude of the Warld Trade Genter/Pentagan
airplane attacks. Omer provided the following descripfion:

Far an operation like the attack on September 11, 2001,
it would take approximately 50 people to plan and pertorm. There
would always be a backup contingancy and would never rely on ong
individual.

The individuals wheo hijacked the planes were Known as
Shahied, which is translated as meaning "maore than a hero and doing
it for the sake of God.” The Shahied would be recruited over a
long period of time. The Shaheid wauld be recruited from thair
hame country {Saudi Arabia. Afghanistan, Pakistan, or some Middle
Eastern country).

There would be at least two individuals in each region
whao would provide the money for the operations. These
Individuals would probably be approximately 40-50 years old,
successiul businessmen, and very wealihy. They would utilize their
businesses o launder monay inlo the Uniled Stales.

There would alzo ba an individual outside the United
States to smuggle the monay to the businessman insida the United
States. That individual would also have a backup in place ta
ensure the plan would not fail.

There were also Individuals In place to organize and
supply the hijackers with their individual needs. such as flight
dacuments, ilight plans, and other eguipment needed carry oul the
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operations. There would probably be approximately tour fo five
individuals organizing the operations. The location of these
Individuals would probably be in Arizona.

IF weapons or explosives were to be used in a lerrorist
operation, they would be purchased In the United States. This
would be done due fo the difficulty of smuggling equipment into the
United States versus smuggling money into the United States

Omer was asked if he knew anybody involved in this
operation or if he knew anyone who would be likely to participate
an operation of this nafure. Omer denied having any knowledge of
participants or kely participants, The mierviewing agents asked
specifically about Sammy Muslafa, wherein Omer opined that Sammy
would not have done this job due to him not caring about the Islam
religion. Omer further stated that Sammy is not stupid and that he
has teo much ta loose ta participate in an operation af this
magnitude. Sarmmy has a wife whe is Muslim and two to three Kids.
Sammy is Palestinian and has brothers and sisters residing in
Palestine.

It should be noted that accompanying the aforementionsd
interview, a consensual search was performad wherein several
documents were found. A review of the documents with Omer ensued
and the following is a list of the documents, as well as Omer's
representations and understanding of the infarmation contained in
the documents {a copy of the documents are attached and the
originals weare placed in a 1A envelopa):

Document Contents

Mohammed Babker - Omear's brother,
Richard - a friend of Melani Kent, also hosts
studenis from time to time.
Ahmad M. Numan - a former roommate of Omer.
IF address - May be Mohammed's but is not sure.
Other names are English students who attendad the
same classes as Omer.

2 Bank of America - Omer's banking account.
Mike Ossamah Abadallua - Supervisor at Texaco.
Ramez Moaman - Omer's co-worker.
011-966-26720811 - Omer's sister's telephone number.
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Document Caontents

3 Fumar - resides in downtown San Dlege.
Alsadia, hotmail.com - is Omer's nephew.
Moe - telephone numbers for Mahamed,
Bank of America - Omer's bank account.

4 Khilad - student at ELS Enalish Language center
located at 1200 Civic Center,
Abdullah - student currently residing in Texas.
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Abdurahman - also a student.

Osama - a student who lived in Virginia.

Anhmed - an American who converted to Muslim and
resides in Riverside.

Sameer Singab - a friend when he lived at tha
Saranac address.

703 379-2983 - Another telephone number for Osama

[ An e-mail regarding Omer's host family.

7a, 7c An e-mail list of the ELS class 103-4 for
conversalion purposes.
It shauld be noted that there is no document 7h.

8 An e-mall address for information on how to correct
visa problems.

) 858 569-4293 - Telephone number

10 A wire transfer documenting Omer's younger brother
sending him money.

11 Wiring instructions.

12 Photocopy of telephone cards - Omer stated he makes
his long distanca phane calls with the use of phone
cards. He typically buys phone cards from various
places, but commonly purchases them through the
Mosque and Arabic merchant stores. Omer customarily
uses a Smart Card, which is purchased from the
Mosque.

13 Directions - telephone numbers, and telephane card
numbers.

o
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Document Contants

14 A car rental agresmeant - Omer listed his Saudi
Arabian address as his current address due to not
having a driver's license In America. Omer statad
that he does have a licanse to drive in Saudi
Arabia. The attendant at ABC Rent-a-Car advised him
to use his Saudi Arabia address so as to be able to
rent the car.

15 Jamal M. Albahasan - former reommate while at
Saranac Sireet #38, La Mesa, California, for eight
months, Alse bought a car approximately ons year
ago and put it under Jamal's name due to Omer having
no driver's license in the United States.

Omer was shown some driver license photographs letterad A
through II. A copy of the pertinent photographs are included with
this report and the originals were placed in an 1A envelopa. Omer
provided the following information about the following photegraphs:

Photograph Name Comments
A Abdusattar U. Shakh  Individual is a Doctor and
also built the Lemon Grove
Mosque
B Abbadi Azeddine Omer sees this individual
MEA-FEI-00012584
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frequently at the Balboa
Mosque. Cmer believes
Azeddine is from Morocco and
lives across the street from

the Mosque. Azedding has a
very bad lemper and gets upsel
quite easily.

D Omar Ahmed Al-bayoumi This individual was studying
to ba a CPA at University of
California at Berkelay. His
tamily lives in San Diego,
Califernia. Omer met him at
the Masque while living in
Balboa. Omer believes Al-
bayoumi to have moved la

Britain.
[PDF page &)
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Photograph Mame Comments
a Shariff Abdoliah This individual works for some

type of governmant agency on
El Cajon Boulevard. Omear has
met this individual a couple

of times. Shariff is known to
attend the university Mosque.
Omer went to this individual

to assist him with his Visa
problems.

S Osama Mahmud Mustafa  Owner of Texaco gas station.
Used to own Texaco, Chevron
and Pracision Tuning in
Escondido. This individual is
very greedy and is a
millionaire. This individual
goas by the American name Sam
or Sammy.

X Ahmad Mahmoud Numan  This individual was a former
roommate while on Saranac and
Parkway. Was trying 1o obtain
a license as a Barber.

Gurrently does not have a home
and spends a lot of time with
his brother on Amay Drive, La
Mesa, California. Cmer bought
a car from Ahamd. Ahamd is
from Jordan, is married, and
his wife and three children

who live in Jordan. Ahamd is

a very caring individual and

is facusad on how he can
support his family. Omer
advised that Ahamd is getting
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his Barber license so he can
make mora monay o suppart his
family.
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Photagraph Mame Comments
Y Rami Mohammad Al Rami used to work at a Texaco
Agsal station. s not serious about
being a Muslim, he dates a |ot
of women and drinks alcohal
Rarni receives his pay from
Texaco via check. Ramiis
Palestinian and lives near
Linda Vista Road. Rami knows
Sammy Mustafa
BB Nidal Afif Haddad — Omer saw him when he worked at
the Chevron stalion in Pacific
Beach. They participated in
small talk. The relationship
is strictly a customer
reflationship. When they
communicated it was in
English, although he does
speak Arabic. Nidal is
Lebanese.

It should be noted that at 1:10 p.m. the interview was
stopped for a lunch break. Omer was also permitted to pray from
approximately 1:28 pmn. to 1:34 p.m. and another break was taken at
315 p.m. When the agents retumed from the break, at
approximately 3:40 p.m., another team of invastigetors took over
for the duration of the interview. For the contineation of the
interview, réfar to FO-302 as mamorialized by Frank Teixeira.
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FEDERAL BUREAL OF INVESTIGATION

Date of transcription

Omer Salmain Saleh Bakarbashat, date of birth, June 22,
1973, Social Security number 626-11-1838, 8451 Mount Vernon Way,
Lemaon Grove, California, was interviswed at his residence. After
advising Omer Bakarbashat, herein after Omer, of the idenlities of
the interviewing agents and the nature of the interview, Omar
woluntarily pravided the following infarmation:

Omer became acquainted with two individuals the first
narned. Nawaf Alhazmi and the second Khalid Almihdar, approximately
one to one and a half years ago while attending Islam religious
sarvice together. They prayed together at a Mosgue located at 7173
Saranac, San Diego, California, CA. Omer described his
relationship with the two men as casual friends not close triends.
Omer could not provide any specific datails as to the individuals
personal information or their daily activities, excapt that they
wara not employed. Omer was unaware of the mans’ source of income.
Omer was unaware of any flight school training taken by the two
men. He did not know if they were commercial aidine pilots. Omer
denied being a pilot nor had he ever taken flight lessons. The
last contact Omer had with the individuals was approximaltely the
beginning of the year 2001. Nawaf iold Omer that Khalid had moved
to Saudi Arabia and he, Nawaf, was moving to Arizona. Mawaf did
not infarm Omer of the city in Arizona or the reason for moving to
Arizona. In July 2001, Omer made an inguiry with his landiard,
Abdussattar Shaikh, as to the current whereabouts of Nawaf ar
Khalid, which was met with negative results. Omer would have
communicated with Nawaf through the internet or by telephone.
Omer's e-mail address is Omer_USA@Hotmail.com.

MNawaf and Khalid together approached Omer for assistance
in leaming the English language in which Omer helped Nawal.
Khalid was not as interested in learning the language as was Mawaf.
Nawaf was particularly interestad in improving his communication
skills with the American public.

Investigation on at
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Omer was bom and raised in Riyadh, Saudi Arabia, All of
Omer's immediate family still resides there. He has five brothers
and two sister and his parents are both alive. Omer obtained a
computer science degrea while studying in Jordan. In 1998, Omer
entered the United States on a student visa oblained from Yemen,
number 0281358, He was hosted by an American family in San Diego
in order to attend and learn English at the ELS Language Center,
located at 3rd and Civic Cenler road, San Diego, CA. Omer could
not recall the host family last name. Melanie and her son Robin
hosted Omer at their residence on Honeyoutt Avenue, San Diego, CA,
for approximately six lo seven monihs. He altendad the English
Language Center during that same time period.

After dropping classes at the language center he found
residency through friends at the Mosque. He moved into an
apartment at 7200 Saranac straet, San Diego, CA. He resided there
for approximately eight months with other members of the Mosque,
hawever, not the same tima period as Nawaf or Khalid. He then
moved into an apartment that was going to be vacated by Nawaf and
Khalid. Omer enterad into a verbal agreement with the two men to
stay in the apartment which was located behind a Burger King
restaurant off Balboa Avenus, San Disgo, CA. The two men
apparently had 2 dispute with the apartment manager and vacated the
apartment prior to the expiration of the lease. At the tima Omar
resided in the apartment, which he claims it was approximately one
month, the lease remainad in the name of Mawal and Khalid.

The next place of residency was at 7546 Parkway Drive, La
Mesa, CA, inwhich Qmer lived there for approximately one and a
half years. At that lime he moved to his current residence in
which ha pays $400.00 dollars a month for a room. Omer described
his residences as places to live and be shared by mambers af the
Mosgue. Omear has 530,00 dollars in his checking account and
$300.00 dollars in a savings account, bath accounts are with the
Bank of America, Lamon Grove Branch. Omer claims not to have any
additional monies or investment accounts. He is currently employed
at the Texaco service station located at 4925 Spring Street, La
Masa, CA, as a sarvice attendant. He earns $7.00 dollars an hour
and is paid in cash because his social security does not allow him
to work. His passport has expired and is currently out of status
with the United States Immigration and Naturalization Service.
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His employment was obtained through the advise of the
leader of the Mosque. Shelkh Aulagl, in which he refered Omer to
another membar of the Mosgue named Sammy Mustafa, Mustafa owns the
Taxaco Service Station and other businesses in San Diego. Omer was
immediately hired by Mustata at the Chewran station in Lemon Grove,
CA. Whan Mustafa sold that Chevron station Omer was transferred to
the current Texaco station. Mustafa owned two previous Ghevron
stations, one was the above mentioned station and the other was
located on Terrasanta Boulevard, San Diego, CA, Mustafa stil
owns a Chevron slation in Pacific Beach, CA, and a Precision Tune
mechanic shop in Escondido, GA. Omer has worked at all of
Mustafa's businesses except for the Pracision Tune. The manager
and Omers” immeadiate supervisor at the Texaro station is lyad
Khreiwesh.

On this date, a friend and co-worker named Mo hdar
Abdullah, informed Omer that Nawaf and Khalid had been identified
ag the pilots who had flown the plane inte the Pentagon as a
terrorist attack. Omer was unaware how Abdullah acquired the
information. Abdullah also was a friend and religious member of
tha Masque where Omer, Mawaf and Khalid attended. In addition,
Abdullah at ane time resided in the apartment at 7200 Saranac
Streat. Omer could not recall it Abdullah was ever a roommate with
Nawaf or Khalid. Abdullah curently resides in an apartment
complex next to the Lexington Green complex located at the corner
of Lexington and Gina, San Diego, CA.

Omer denied any participation or knowledge of any
terrorist attacks which have taken place in the United States.
Omer denied participation or knowledge of any future terrorist
aftacks towards the United States. Omer denied knowledge af
terrorist activities particularly in referance to Nawaf and Khalid
or any other members of his mosque.
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FEDERAL BUREAU OF INVESTIGATION

Date of transesiption  09414/2001

50565 Special Agent SA Denaire L. Rigney and SA Roben F.
Shaul, Federal Buraau of Investigation FBI, San Diego Fisld

Office, conducted the following investigation in relation to the

Twin Towers Bombing investigation. Helly Ratchiord, Community
Manager, Parkwood Apartment Homes, 6401 Mount Ada Road, San Diego,
California 82111, telephons 858268-1133, pager 819331-3458, and
Jim Gross, Manager, Risk Managemeant, Western National Praperty
Management, B Execulive Circle, Irvine, California 92614-6746,
telephone 949862-6251, cellular telephone 949293-4699,
714285-2249, were interviewed at the office of Parkwood Apartment
Homes. After being advised of the identity of the interviewing

agents and the nature of the interview, Ratchiord and Gross

provided the fallowing information:

According o Parkwood's propery management records
gystemn, 6401 Mount Ada Road, apartment number 150, telephone
B858279-5819, was rented by Mawai Al Hazimi and Khalid Al Mihdhar
in February 2000, Al Hazimi and Al Mihdhar were recommended to the
property manager by Omar Al Bayoumi, also know as aka Omar Al
Bayaemi, another tormer resident of Parkwood Apartment Homes.
Bayoumi co-signed with Al Hazimi and Al Mihdhar for apartment
number 150, Al Hazimi and Al Mindhar vacated apartment number 150
in June 2000. Ralchiord described Al Bayoumi, Al Hazimi, and Al
Mihdhar as students. Al Bayoumi also occasionally paid the rent
for Al Hazimi and Al Mihdhar at Parkwood, and always seemed to have
cash available.

Ratchford has been the property manager al Parkwood
Apartment Homes for three years. Parkwood Apariment Homes contains
175 rental units. Ralchlord’s immediate supervisars name is Sleve
Adams, Regional Property Managsr.

Al Bayvoumi, Social Security Account Number SSAN 616-76-
B8543, cellular telephone 858277-B343, resided in Parkwood
Apartment Homes, apartment number 152, Al Bayoumi moved into
aparttment number 152 with his wite and children four in June
1889, Al Bayoumi vacated apariment number 152 on June 23, 2001.
Ratchford recalled that Al Bayoumi or his family members had
mentiongd moving o Kosove. During Al Bayoumi's residence in

Investigation on at
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