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MILITARY COMMISSONSTRIAL JUDICI ARY
GUANTANAM O BAY, CUBA

UNITED STATESOF AMERICA AE 523M
V. RULING
KHALID SHAIKH MOH AMMAD; Defense Accessto Curr ent and Former
WAL ID MUHAMMA D SALIH Joint Task Force-Guantnanmo Medical
MUBARAK BIN ‘AT TASH; Providers

RAMZI BIN AL SHIBH;
ALI ABDUL AZIZ AL,
MUSTAFA AHMED ADAM 2 April 2019
AL HAWSAW |

1. Procedural History.
a On 17 Augug 2018, he Commisgon ordeed the following:

Unless he Govemment invokesa privilege unde M.C.R.E.
505 or 506, he Government will provide the Defense with the
names, military emal addresses, and military telephore numtersfor
al peasons dentified by pgudonym in the Accuseds medicd
records provided in dicovery. If the Government cannot locate the
identifying information for any of these individuals it will notify the
Commisson. The Government will (1) invoke a prvilege unde
M.C.R.E. 505 or 506, of2) provide the identifying information to
the Defensg, or (3) otherwise notify the Commisgon it cannotlocae
theidentifying information, not &ter than 90days from theisuane@
of this Order.?

b.On 12 Novembe2018, he Government filed an ex parte motior? requesting the
Commissonisae a potedive orde and povide other relief pursuant to Military Commissia
Rules of Evidene (M.C.R.E.) 505 and 506a proted the chssfied and govemment information
implicated by he Conmisdon’s Order. Specificaly, the Govemment aserted that any
information thatidentifies a aurrent or former JTF-GTMO medical provider and then asaiates

that provider with a cetanee b clasified (See M.C.R.E. 505) any information thatidentifies a

L AE 523JOrder, Mr. al Baluchi's Motionto Compe Produdion of Idertities of Witnesses Referred to by
Psudonyn in Discovey, daed 17 August 2018.

2 AE 523K GOV), Government Motion Invoking Piivilegeand Seeking Prdecive Orderand Other Reief under
M.C.R.E. 505 and M.C.R.E. 506 in Resporse to AE 523J Qrder), filed 12 November 2018
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current or former JTF-GTMO medicd provider butdoes notasciate tha provider with a
detainee is government information privileged fom disclosure to the Accused orthe pubic. (See
M.C.R.E. 506).
c. TheConmisson examined the Government’s ex parte motion in camera Themotion
requested the Conmisson:

(1) Maintain, unde sed, al true nanes and contad information of aurrent and
former JointTask Force-Quantanamo JTF-GTMO) peasonrel who ae identified by pgudonym
in anAccused s medical recads,and which are saredwith cleaed Defernse ttammemnbers ard
the Commission;

(2) Direct the partiesto use wique medcakrecad identifiers (UMIs) (assgned
by the Govemment and subnitted to the Conmisson in AE 523K (GOV), Attach C) in place d
true nanes for such medicd providers in all future commisson-related filings, commission
proceedings attorney notes, and clent discussons

(3) Approve the UMI subsitutionsas adequat and in compliance with the
Government's digovery obligations undeapplicable law and the Conmisdon’s Order; and

(4) Authorize the Government to relay the alvisement of rightsand
responsililitie s (Advisement) (subnitted to he Commissonin AE 523K (GOV), Attach. D) to
JTF-GTMO personrel before releasg their true ramesor contact information tocleaed

Deferse tammenbers 3

31n AE 52X (GOV), the Government informed the Commissi of additiond information investigators ugdin
their efforts to lacae ard velify the coractinformation of medcal provders sibjectto the Canmission's Order in
AE 523J The Commission has reviewed this related documert, consisting of aletter from Admira Kurt W. Tidd,
U.S. Navy, (former) Commander U.S. SuthernCommard, daed 19 Getobe 2018.
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d. TheConmisgon examined the material in AE 523K (GOV), indudingthe undelying
clasgfied information, the Government’ s proposed subsitutions and the Government-proposed
Advisement.
e. In examining the undelying clasdfied intelli gence information and the Government-
proposd subsitutions, he Conmisgon conddered theories of deferse* advaned by Counsl for

Messe. Ali,° bin ‘Attash ® ard Hawsawi.’

2. Law.
a. Discovery of, and Access to, Classified Information by the Accused.

(1) Before the Govemment may request to “delete, withhold, or otherwise obtain
other relief with resped to the discovery of or access toany classfied information,” the
Government mug provide the Commisgon a delaraion invoking he United Sates' classfied
information privilege and stting forth the damage to nationalseaurity the discovery of, or acces
to, such chssfied information reasonably could be epected to cause.® This declaraion mus be
signed by a “knowledgeable United Sates official posssng authority to classfy information.”®

(2) The M.C.A. empovers themilitary judge to then aithorize the Government to:

(1) “delete or withhold spedfied items d classfied informaion;” (2) “substitde asummay for

4 AE 156COrder, Governmert's Ex Parte, In Camera Motion and Memorardumfor Secord Proedive Order
Pursuart to M.C.A., 10 U.S.C. § 99p4, and M.C.R.E. 505 daed 8 May 2013.

5 AE 156F PAA), Defense Ex Parte Resporseto AE 156COrder, filed 22 May 2013.

6 AE 275 (WBA), Ex Parte and Under Seal Mr. bin ‘Attash's Notice of Reasons Suppoting the Releag i Defernse
Coursd of Clasdfied Information Material to the Prepaation of the Deferse, filed 7 Februay 2014; sipplarted by
AE 275C (WBA), Ex Parte and Under Seal Mr. bin ‘Atash’s Notice of Reasam Suppoting the Reéase b Defense
Coursdl of Classfied Information Materid to the Prepaation of the Defense, filed 1 June 2015and AE 275C (\BA
SUP) Ex Parte and Under Seal Mr. bin ‘Atash’s Notice ofReasos Suppoting the Rekase of dassfiied
Information Material to the Prepaation of the Defensg, filed 10 &ine2016.

" AE 1560 (MAH), Mr. Hawsawi's Ex Parte and Under Seal Resporse to Order AE 156 GAE 0730AE 1562,
Requeting Theories of Defensg, filed 2 May 2014;AE 1560 (MAH Sup), Suppemen to Mr. d Hawsawi’s

Ex Parte and Under Seal Resporse to Order 156 JAE 0730AE 1562, Requeding Theaies ofDefense, filed

2 March 2015

810 US.C. 8 H9p4(a)(1); seeaso M.C.R.E. 505(f)(1YA).

91d.
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clasgfied information;” or (3) “substitue a tatement admitting relevant fads thet the classfied
information ormaterial would &end © prove.°

(3) The M.C.A. requires the Conmisgon gant a Government request to subsitute
asunmay or a gatement admitting relevant fads “if the military judge finds that the sunmay,
statement, or other relief would provide the accused with subgantially the same ability to make a
defense as would disovery of or access to he spedfic classfied information.”*!

(4) However, “[ u]pon anydetemination by the milit ary judge autharizing the
discloaure of gpecific classfied information unde thg se] procedures . . . , hetria counsl may
movethat in lieu of the disclosure of such gecific clasdfied information, the military judge
order . . . ay other procedure or redadion limiting the disclosure of spedfic clasdfied
information.”*2

b. Protective Orders.

(1) “Upon moton of thetria couns, the milit ary judge shell issue an ordeto
proted againg the disclosure of any clasdfied information that ha been disclosed by the United
States b any accused orcounsd . . .13

(2) “Thetemns of any sich protedive order may include, amng oher things,
provisions (A) Prohibiting the disclosure of theinformation except as authorized by the milit ary
judge; (B) Requiring staage of maerial in a manner gppropriate for the level of clasdfication
assdgned to hedocuments b bedisclosed;” 14 and {F) Regulating the making and handling o

notes taken from meterial containing classfied information . . .."1°

1010 US.C. § %49p4(b)(1)(A-C); see also M.C.R E. 505(f)(2).

11 M.C.R.E. 505(f)(2)(C).

1210 US.C. § %49p-6(d)(1)(Q; seedsoM.C.R.E. 505(h)(4)R)(iii) .
1310 US.C. § %49p3; seealso M.C.R.E. D5(e)

14M.C.RE. 05(e)L)(A-B).

15M.C.R.E. 505€)(1)(F).
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c. Government Information Privileged from Disclosure (M.C.R.E. 506).
(1) “Except where disclosure is required by an Act of Congess, goemment
information isprivileged from dislosure if disclosure would bedetrimental to publc interest.” 16
(2) " Government information’ includes official communication and documents
and oher non<lassfied information within the aigtody or control of the Federal Government.”’
(3) “The privilege may be chimedby the headof the execuive a military
depatment or govemment ageny concemed.”8
(4) “If the government agrees to di€lose government information to he déense
subgquent to a chim of privilege uncer this rule, the milit ary judge, attherequest of the
government, shall enter an approprate protedive orde to guard againg the mmpromise of the
information dislosed to he ddense.” 9
(5) “The defense may not dislose any information known or belkeved to be
subject to a daim of privilege under thisrule unless tte military judge autharizes sich
disclosure.”2°
d. Accessto Witnesses. R.M.C. 701y) sates that“[e]achparty shall have alequate
opporunity to prepareits case and no @ity may unreasonably impele the acessof another

pary to a withess a eviderce’”

16 M.C.RE. 506(a)
17 M.C.R.E 506().
18 M.C.RE. 506(0.
19 M.C.R.E. 506(q).
20 M.C.RE. 506(h).
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3. Andings.

a.In AE 523K (GQOV), the Government provided the Commisson with sveral
atachments and incorporated by reference evidence contained in prior filings as well as witness
testimony taken durng previous £ssonsof the Commisson.

b. TheGovernment atiached asgned delaraion (523K(GOV), Attach B)) and
incorporateda ceclaration byrefererce 2! These declaraionspropely invoke he United Sates
classfied (M.C.R.E. 505)and ngdtive information (M.C.R.E. 506)privileges and st forth the
damages to retional seaurity and the pulic interest that discovery of, oraccess to, he undelying
classified and sersitive information rea®nably could be expecidto caise 22

c. The dceclaratonswere signed by knovledgeable United Satesofficials possssing the
autharity to classfy information.??

d. Thetrue nanes and ©ntad information for current and brmer JTF-GTMO medical
providers ascciated with detaneecare (hereater, “medical providers’) congitutes clasified ard
sensitive government information privileged fom diglosure to the pubic and the Accused. The
true rmmeswill be disclosedto cleaed Defernse Counl.

e. The eidence offered bythe Govemment in sugort ofits moton proves ared and
subgantive threatto the safety ard well-being of medicd providers, shouldheir true ramesor
contad information be dislosed to detinees a the publc. This threa extends to he family
membae's of those medicd provides. Furthermore, thethred is persistent and unlikely to abate

over the course of this litigation.

21 Citing AE 014 GOV), Attachment B, Declaraton o General Doudas M. Fraser Commander ofU.S. Southern
Commard, daed 24 Octobe 2011 (fled in cameraandunderseal).

22502 10 U.S.C. §8 H9p-4(a)(1) and 94P-6(d)(4); see also M.C.R.E. 306(c).

3d.
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f. The Government’s proposed subsitutionsof UMIs in place of true nanes for current
and former JTF-GTMO pesonnelidentified by pgudonym in the Accused’s medicd records are
anadegate alemative to discovery of that clasified information to tre Accised

0. Thedisclosaure of all known true nanes and ontad information for current and brmer
JTF-GTMO medical providers ascciatedwith detainee are, givenony to cleaed Deferse team
membe's via seded and clasdfied discovery, will providethe Accused with subsantially the
same ability to make a @ferse aswould the Accused s drectacess to the underying classified
information 24

h. In indances wherethe paties hold nanes or contad information of medicd provides
in swch a way that they are notasscciated with any detanee,the wse d additional admnistrative
protective measures is recessary. The additional adminigrative protective measures will protect
theidentities and pevent the addental disclosure of govemment information piivileged from
disclosure.

i. Current and brmer JTF-GTMO medical providers ascciated with detanee @re are
potential witnesses who possssknowledge ofclassfied and snstive official government
information béongng to he Department of Defense and have signed nondisclosue agreenent.
These patential witnesses leamed thiscdasdfied and nsitive information in the course of their
official duties. The Govemment retains an important interest in maintaining control over the
disclosure of such information, and will be dforded a oppotunity to advise these current and
former government enployees of their rightsand responshiliti es as poential withesses and

holders of classfied and snstive official information prior to disclosure to the Defense.

24 S0 10 U.S.C. §§ 919p4(b)(3) and 949p-6(d)(2).
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j. The Commisgon examined the Government’' s proposed Advisement and has modfied
the Advisement to prevent ary inadvertent apeamance hat it waseither encairaging a
dissuading witnessparticipation. Modified Advisement) (See Attach. A of this Ruing).

k. Informing the paential witnesses of rightsand responsbiliti es, ascontained in the
Commissions Modified Advisement, approprately proteds the flow of classfied and enstive
information withoutunreasonably impeding Defense access b withesses o eviden®@.?®

|. The cbssdfied disclosure of identifying medicd personnelinformation, the assgnment
and u® of UMIs, and the alvisement of potential withessesin accadarnce with theModified
Advisement, will give the paties an adequate opportunity to prepare their cases
4. Ruling. Having consdered the Govemment’ s moton, proposd substutions, he theories of
deferse, and any materials that may be incorporated by referernce a otherwise atacted, the
Commisson nles that AE 523K (Gov) is GRANTED IN PART as provided in thispaagraph.

a. TheGovernment may assgn UMIs toall JTF-GTMO peasonnel asaiated with the
Accused s medical recads. The asigned UMIs will be wisedin place @ true ramesin all future
unclassfied commissionfilings, commission poceedings and duing client discussons.

b. TheConmisson authorizes the Government to convey therightsand esponsbiliti eg
asatticulatedin the Modified Advisement, to aurrent and brmer JTF-GTMO medicd providers
ascciated with detaneecare.

c. Within 21 daysafter being afforded an oppatunity to conve therightsand
responsiliities (asatticulatedin theModified Advisement) to a arrent or former JTF-GTMO
individual associated with an Accused’s medicd records, he Govemment isordeed to produce

thatindividual s rue nane and ontad information to the Deferse in a cbsdfied speadsheet,

25 See R.M.C. 701().
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alongwith the asignedUMI. The clasified spreadsheet will behandled in accordance with
Protedive Order #1 and isordeed to e seded.

d. This orde does notabrogat the Govemment's continuing obigation o produe
discovery required by he Rules for Military Commission

e. With the exception of the Modified Advisement found & Attach. A of thisruling, this
Commisson eds and peserves the Government’s entire ex parte, in canmera presenaton
(includingthe Govemment's moton, e undelying classfied information, he poposd
subgitutions and ay other atiachments, hcluding any attachments hatmay beincorporated by
referance) in the records of this Commissonto bemade avaiéble to an gopell ate courtin the
eventof anappeal

f. This Rulng shall berea in conoonane with Protedive Order #5 26

So ORDERED this 2ndday of April, 2019.

4

K. A PARRELLA

Cabnel, U S. Marine Corps
Mlitary Judge

Attachment:
A. Modified Advisement

26 AE 523L, Protecive Order #5 daed?2 April 2019
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Attachment A
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Advisement Email of Rights and Responsibilities for Potential Witnesses Identified by
Pseudonym in Accused Medical Records

Dear Sir or Ma'am,

The Military Judge in United States v. Khalid Shaikh Mohammad, et al. (the "9/11 case"),
has approved the below advisement and classification guidance so you can understand your
rights and responsibilities as a potential witness regarding your medical care and observations of
the Accused, as well as the use of a four digit, "unique medical-record identifier" (UMI) that you
have been assigned that will substitute for your true identity.

The Government is committed to seeking to protect your true name and contact
information, and to preventing their disclosure to the Accused or the general public, consistent
with the lawful proceedings of military commissions. Following this communication, defense
counsel possessing security clearances will be provided your true identity and contact
information and may seek to reach out to speak with you.

There are two protective orders already in place in this commission that will safeguard
your personal information and the Military Judge recently issued a third specifically pertaining to
your situation. This third order, "Protective Order #5," approves the substitution of your true
name with a unique, randomly-generated functional identifier (such as "Dr. X4YZ" or "Corpsman
J2TM") to be used  in all commissions-related documents and proceedings going forward, to
include, but not be limited to, any notes, correspondence, filings, or references made in open court.
Defense counsel may share this information only with their own cleared defense teams, and they
are not permitted to share your true identity or contact information with their clients or any
member of the general public. The full list of true identities matched to pseudonyms on detainee
medical records remains classified and has been ordered to remain under seal by the Military
Commission,

Your unique medical-record identifier is "Corpsman J2TM." While the cleared defense
counsel will know your true identity and how to contact you, should you agree to speak with
them, all conversations and any notes derived therefrom shall substitute "Corpsman J2TM" for
your true name. This will permit conversations regarding the health care you provided to their
clients, or your observations of their clients, over an unclassified phone line. Use of your real
name in regard to your medical treatment of certain detainees who are now on trial could
otherwise make the conversation classified, which is why the substitute must be used in order to
communicate over unclassified networks.

Please know that if the Defense does contact you, your status is only that of a potential
witness, and that at this point the Defense is only gathering information. Regarding any requests
for an interview, you have the absolute right to participate in an interview by the Defense team.
You also have an equal right not to do so, if you choose. During the initial telephone call, you
are free to ask the Defense team questions about the subject matter of the interview, who will be
participating on their behalf, and any other questions you believe will assist you in making a
decision whether to ultimately consent to an interview. Although you are not under
investigation, you also may have an attorney join the call if you choose. You can retain an
attorney, or you can ask that an attorney from JTF-GTMO join you in the interview. Again, the
choice is yours to make. If you would like to speak with an attorney, including an attorney with
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are free to do so. You may contact them at
sing vour unique medical-record identifier

5 ET.

The Department of Defense has given approval for you to disclose information, should
you choose to do so, regarding the treatment you provided. or your observations of, the detainees
who are currently on trial. Doing so in tandem with the use of the unique medical-record
identifier you have been assigned will allow you to do so in an unclassified setting. You may not
reveal the true identities of any other United States Government personnel you may have
interacted with while working at JTF-GTMO, or any other classified information vou may have
learned during your time as a medical provider, unless you are communicating in a classified
setting with proper protections for the discussion of classified information.

To the extent the Defense seeks information outside of the scope of the medical treatment
you provided, or your observations of the detainees who are on tnal you should cen:ult with the
ITF-GTMO Staff Judge Advocates Office, Litigation S
information. You may send your questions
using your unique medical-record identifier (

Special Agent
TCIU
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