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1. Timeliness: This motion 15 timely filed under R.M.C. 905(b)(2), which provides that
jurisdictional defects in the charges and specifications may be raised at any time during the
pendency of the proceedings.

2. Relief Sgught: The Defense secks dismissal of this case for lack of subject matter jurisdiction
under the Military Commissions Act of 2009 (MCA).

3. Qverview: Under the MCA, this Commission may try the accused for the specified crimes
only if these offenses were committed “in the context of and associated with hostilities.”
“Hostilities” are defined in the Military Commissions Act as “any conflict subject to the laws of
war.”

Under well-cstablished international law, a conflict is not subject to the laws of war
unless it exceeds a minimum threshold of intensity. State practice—which directs what becomes
the law of war—before 9/11 demonstrates that governments treated conflicts between themselves
and small armed groups like al Qaeda as “terrorism” or as some other crime, rather than as armed
conflicts, even when those groups were larger and nndertook more sustained campaigns than al
Qacda. Historical examples of state practice iHustrate this fact, as does the United States

Government’s own behavior before and on 9/11.
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Even if one accepts that hostilities now exist, the charged offenses must nonetheless be
dismissed because nuder the Law of War as it stood on 9/11, no one could be prosecuied for war
crimes as a result of actions that took place before hostilities began. Since Mr. al Hawsawi is
charged only with actions that took place before 9/11, and since there were no hostilities at that
tirne, the Commission lacks jurisdiction to try him.

Mr. al Hawsawi’s alleged misconduct, because they were not carried out during hostilities,
were therefore not subject to the laws of war. And because the Military Commissions Act
confers jurisdiction on this Commission only for offenses that were committed “in the context of
and associated with hostilities,” this Commission lacks jurisdiction to try this case.

4, Burden and l of Proo

Commission has jurisdiction. RM.C. 905(c)(2)B).
5. Facis:

a. M. al Hawsawi has been charged with seven specifications, all based on his alleged
involvement in the al-Qaeda “planes operation” on September 11, 2001, According to the
charge sheet, the acts alleged were committed “in the context of and associated with
hostilities.”

b. The Government has further alleged that this attack was planned by “the al-Qaeda
organization.”

¢. The Government has made specific allegations against Mr. al Hawsawi in connection
with Charge 1. All the specific overt acts alleged against Mr. al Hawsawi in sapport of the
attacks of 9/11 predate the actual attacks of that day.

d. For purposes of the instant motion only, the Defense requests judicial notice of the

3
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facts detailed below.!

Mau Mao Emergency, Kenva—31952-56,

e. The Mau Mau (or Mufiimu) were an armed political movement in Kenya that sought
the end of British rule over lands of the Kikuyo people (att. B, p. 420-21). Its membership
exceeded 11,000 at its peak in 19533 (att. C., p. 261), falling to less than 4000 by the end of
1954 (att. C, p. 269). It had a command structure, with “generals” and “field marshals,” but it
was never effectively unified under one commander (att. C, p. 243, 248; att. B, p. 420).

f. Man Mau attacks killed about 1851 civilians and wounded another 942 {(att. , p. 84,
att. B, p. 420), with another 600 government security forces killed and 729 wounded in the
fighting (att. B, p. 420). The most prominent attack was an organized assault on the settierment
of Lart in 1953, in which almost 1000 Mau Mau fighters took paxt (att. I, p. 137-39), killing
74-84 persons and wounding 31-50 (att. D, p. 141 att. C, p. 126, 128). In the course of the
fighting. over 10,000 Maun Mau fighters were killed, with another 2600 captured and 26,000
arrested (att. B, p. 420).

g. The British government did not recognize the Mau Mau uprising as a “war” or
“rebellion,” but only as a “civil disturbance” (att. C, p. 114). They responded to the threat by
outlawing the Mau Mau organization and conducting a large nomber of criminal trials in
civilian courts, including “Special Emergency Assize [criminal} Courts” staffed with
experienced magistrates (att. C, p. 152). These trials were for offenses such as murder,
unlawful weapons possession, or consorting with the outlawed organization (att. C, p. 353-54).
These led to over 1000 execntions {against 240 comumutations and 160 successtul appeals) and,

at peak, almost 18,000 persons in prison convicted of Mau Mau offenses (att. D, p. 353-56).

' The Defense previously sought, but was denied, expert assistance to establish such facts as
these. See AE 421C (Ruling) (Ex Parte and Under Seal), dated 5 Oct 2016,

-
o)
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h. The Lari massacre, in particular, led to 19 criminal trials with 309 defendants, of
whom 236 were acquitted or otherwise released (att. C, p. 157, 176).

i. The government also engaged in collective punishments (mainly cattle seizures) and
security detention {(att. C, p. 355-56).

Provisional Irish Republican Army, Morthern Ireland—1969-2001

§- Inthe 1970s and 80s, the Provisional Irish Republican Army [hereinafter “IRA”]} was
a political, armed organization that sought the reunification of Ireland (att. B, p. 285}. Its
membership fluctuated between 100 and 800 members (att. E, p. 100, att. F, p. 253). It was
organized in a disciplined cellular structure designed to prevent government penectration, with
all cells reporting through a chain of command to an Army Council that made strategic
decisions and issued binding orders (att. G; att. B, p. 290; att. H, p. 95-96).

k. Between 1960 and 2001, the IRA killed about half of the approximately 3500 people
killed during the entire conflict in Northern Ireland (att. B, p. 288). A thorough tabulation from
1969 to 1993 shows the IRA as having killed 1755 persons during that time (att. I, p. v-vi, 206),
and that its killings focused primarily on British forces (att. 1, p. 196-97). Examination of the

charts from this tabulation for the years 1977-81 reveals the following figures:

Year Number of Attacks by IRA Number Killed by IRA
1977 64 70
1978 39 56
1979 56 93
1980 39 45
1981 49 59

(att. 1, p. 100-132, 206).
The largest attack in this period was the killing of nineteen British Army Soidiers by

4
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rernote controlled bombs in August 1979 (att. I, p. 117). From the 1970s through the 1990s the
IR A developed and deployed a wide and sophisticated range of weapons and tactics (att. H, p.
97-109).

. The British Government outlawed the Provisional IRA in 1973 (att. F, p. 263; att. J,
p. 180} and permitted their trials before civilian magistrates (instead of juries), in “Diplock
courts,” the same vear (att. £, p. 120; att. J, p. 183-84). From 1972 to 1976, convicted IRA
prisoners were granted “special category” status, in which they were exempt from some prison
regulations (att. K att. J, p. 193), though the British governrent never considered the prisoners
as “political” rather than ordinary prisoners (att. J, p. 193). When, in 1976, the British took
away certain prisoners’ privileges from the IR A which resulted in IR A members being treated
as any other prisoners, the IRA protested (att. K, L). The British government paid no heed to
the IRA’s vision of itself as more than common criminals; rather, the government continued to
ireat the IRA’s actions as terrorist acts punishable as ordinary crimes handled under civilian
criminal statutes—and not as war crimes. {att. J, p. 179, 183; att. L),

Brigate Rossi (Red Brigades), Halv—1969-88,

m. In the 19705 and 1980s, the Red Brigades were a political armed organization that
sought to overthrow the Halian State, with about 400-500 full-time core members at any given
time (att. M, p. 18}, though approximately 1300 members or former members were in prison by
1989 (att. B, p. 379). They were organized in seif-sufficient “columns” and Regional
Revolutionary Committees, all falling beneath a central Strategic Directorate (att. M, p. 17-18;

att. N, p. 61-62), with separate “fronts” to provide logistical and propaganda services (att. N, p.

61}
n. Between 1974 and 1988 the Red Brigades committed at least 50 “noteworthy”
5
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attacks, as well as 47 assassinations, 19 “kneecapping” assaults, and 13 kidnappings (att. B, p.
578). During the “years of lead” (1977-79), tervorist groups in Htaly, of which the Red Brigades
were the most prominent, committed 6670 “acts of political viclence” (att. N, p. 183), though
precise numbers attributed to each group are hard to come by. The Red Brigades’ most
prominent operation was the kidnapping, “trial,” and killing of former Prime Minister Aldo
Moro, involving a carefully planned ambush by ten experienced militants drawn from
throughout the organization {att. N, p. 102-03, 110-11; att. B, p. 577).

0. The ltalian State responded to the threat using civilian criminal law. Members of the
Brigades were fried for ordinary crimes, including crimes such as creating, promoting, or
joining terrorist organizations or “armed bands” (att. N, p. 212}, In 1987, kalian prosecutors
attempted to try 253 members of the Brigades and similar organizations (who had previously
been convicted under other civilian criminal laws) for “waging an armed insurrection against
the state.” All were acquitted of that particular offense because ltalian law did not recognize
“domestic terrorism” as falling within that additional category of “waging armed insurrection
against the state.” (att. O).

Aum Shinrikve, Japan—1989-19495,

p. In 1995, Aum Shinrikyo was a religious organization with approximately 40,000
members, including 9,000 in Japan (att. B, p. 59). It organized itself in governmental fashion,
with a Ministry of Defense that was to organize its “Army,” a Ministry of Health that controlled
its own hospital, a Ministry of Constroction to acquire land and buildings, and similar divisions
{att. P, p. 51-56). It sought to establish itself as a new government in Japan by coup d’état, for
which purpose it manufactured 10,000 rifles (att. P, p. 65, 68) and also acquired other arms and

training for some of its members in Russia (att. P, p. 58).
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q. Aum Shinrikyo members carried out the following attacks:

- 4 Nov 1989: Killing anti-Aum lawyer Tsutsumi Sakarnoto and his family (att. P, p. 48).
- Mid-November 1993: Attempted poisoning of a rival religious leader, Daisaku Ikeda
{att. P, p. 82-83).

-9 May 1994: Adempting poisoning of Taro Takimoto, a lawyer who assisted
disaffected Aum members (att. P, p. 83).

- 27 June 1994: Release of Sarin gas in Matsomoto, Japan, killing 7 and injoring up o
500 (att. P, p. 87, 100).

- 28 November 1994; Attempted poisoning of Mr. Nobory Mizono, an attorney who was
helping an Aum escapee (att. P, p. 182},

- 12 December 1994: Poisoning of Mr. Chyujin Hamaguchi, who was thoughtto be a
police spy {att. P, p. 184).

- 4 Jannary 1995 Poisoning of Mir. Hiroyuki Nagaoka. father of an Aum member who
tried to get him out of Aum and created an anti-Aum organization to help Aum victims
(att. P, p. 183).

- 1 March 1995: Kidnapping and muorder of M. Seishi Kariya, brother of an Aum
member who left the organization (att. P, p. 139-40).

- 20 March 1995: Release of Sarin gas in Tokyo subway (12 dead, 3796 injured) (att. P,
p. 153-54).

- 5 May 1995: Attempted poison gas attack at another Tokyo subway. This attack

failed because the device was discovered early; it was planted in an area where hundreds of

thousands of passcngers pass every day. (att. P, p. 187).

r. The successful Tokyo subway attack required ten operatives: five drivers and five

attackers (att. P, p. 199).

s. The Goveroment of Japan prosecuted 118 Aum Shinrikyo members for involvement

in these attacks and other crimes. The prosecutions took place in Japan’s criminal courts for

civilian offenses, such as murder, attempted murder, kidnapping, and violations of Japan’s

cxplosives control law {(att. Q, R).
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Al Gaeda and the United States,

t. According to the 9/11 Commission Report, al Qaeda had perhaps “a few hundred”
members at the time of the 9/11 attacks. Mational Commission on Terrorist Attacks Against the
United States, The 9/11 Commission Report 67 (2004) [hereinafter 9/11 Commission Rept.]. The
Government has provided a translated paraphrase of a letter by Mr. Mohammad, suggesting that
al Qaeda was organized in a top-down fashion, with major decisions to be made by Osama Bin
Laden himself, in consultation with a council of advisors. (att. F)

u. Before the 9/11 attacks, al Qaeda had carried out three other attacks against the
United States: The simultaneous bombing of two U.S. embassies in Africa in August 1998,
with 23 dead and 5000 injured (%/11 Commission Rept. 70), the attempted attack on the USS
The Sulfivans in January 2000, and the successful attack on the USS Cole in October 2000,
with 17 dead and 40 wounded (9/11 Commission Rept. 190).

v. According to an interrogation summary of Mr. Mohammad provided by the
Government, the 9/11 attacks themselves involved only 35 persons {att. 8).

w. In response to the embassy bombings, the United States indicted and tried four
persons for their roles in the attack. All four were convicted under civilian statutes on 29 May
2001, and sentenced to life imprisonment Iater that year. In re Terrorist Bombings of U.S.
Embassies in East Africa, 552 F.3d 93, 101-02 (2d Cir. 2008).

x. In a Presidential Radio Address {14 October 2000) occurring after the Cole attacks,
the President acknowledged that the United States was not at war. Remarks of President Bill
{linton at the Memorial Service for the {/.5.5. Cole in Norfolk, Virginia (18 October 2000) {(att.
Ty ("Their tragic loss reminds us that even when America is not at war, the men and women of

our military still risk their lives for peace. Iam quite sure history will record in great detail our
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triumphs in battle, but I regret that no one will ever be able to write a full account of the wars we
never fought, the losses we never suffered, the tears we never shed becanse men and women like
those who were on the I7.5.5. Cole were standing guard for peace.”).

y. On 9/11 itself, President Bush announced his intention to bring the persons
responsible for 9/11 “to justice” using “the full resources of our intelligence and law enforcement
communities.” President George W. Bush, Address to the Nation on the Seprember 11 Attacks
(Sept. 11, 2001).

7. In December 2001, the Government indicted Zacarias Moussaoui in a civilian
federal court under civilian statutes for conspiring to commit the 9/11 attacks. Mr. Moussaoui
was convicted in federal court of the crime of conspiracy to commit acts of terrorism. See

United States v. Moussaoui, 382 F.3d 453, 457 (4th Cir. 2004).

1. Standards

The charges against Mr. al Hawsawi are all specified in Subchapter VI of the Military
Commissions Act of 2009, Section 950b{c) of the Act provides that “[ain offense specified in
[subchapter VIII] is triable by military commission under this chapter only if the offense is
commitied in the context of and associated with hostilities.” (emphasis added). This language is
jurisdictional on its face. The Military Commissions Act defines “hostilities” as “any conflict
subject to the Law of War.” 10 U.S.C. § 948a(9). Thus, this Commission has jurisdiction only if
the 9/11 attacks were part of a “conflict subject to the Law of War”

Under the law of war more broadly, law of war commissions such as this one have

jurisdiction to try only war crimes or breaches of certain military orders. See Hamdan v.

9
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Rumsfeld, 548 U.S. 557, 597-98 (2006). Under the Principle of Legahiy;2 moreover, the law of
war cannot be redefined in the moment and made to apply retroactively, and war crimes
tribunals do not have jurisdiction over cases created by the retroactive modification of the Law
of War. See Prosecutor v. Cerkez, Decision on the Motion to Dismiss the Amended Indictment
for Lack of Jurisdiction Based on the Limited Jurisdictional Reach of Articles 2 and 3, No. IT-
095-14-T, 1999 W1 33916901, at 920 (Int’l Crivn. Trib. for the Former Yugosiavia 1999)
{acknowledging the Principle of Legality as limiting the Tribunal’s jurisdiction to try war
crimes, and doing so even though that principle is not specifically mentioned in the statute of the
ICTY).

At the time of the events of Septersber 11, 2001, the accepted standard for determining
the existence of armed conflict (i.e., a contlict subject to the laws of war) in a war crimes tribunal
was laid down in Prosecutor v. Tadic:

The test applied by the Appeals Chamber to the existence of an

armed conflict for the purposes of the rales contained in Common

Article 3 focuses on two aspects of a contlict; the infensity of the

conflict and the organization of the parties to the contlict. In an

armed conflict of an internal or mixed character, these closely

related criteria are used solely for the purpose, as a minimum, of

distinguishing an armed conflict from banditry, unorganized and

short-lived 1nsurrections, or ferrorist activities, which are not

subject to international humanitarian law.
Case No. IT-94-1-T-7, Judgment § 562 (Int’l Crirn. Trib. for the Former Yugoslavia 1997)
(emphasis added); see also Protocol Additional to the Geneva Conventions of 12 August 1949,
and Relating to the Protection of Victims of Non-International Armed Conflicts (Protocol H), art.
W2), June 8, 1977, 1125 U.N.T.S. 609 (provides that armed conflicts do not include
“disturbances and tensions, such as riots, isolated and sporadic acts of violence and other acts of
a similar nature.”).

Thus, for the Law of War to apply to a conflict, that conflict must meet a minimum

threshold based on its infensity and the organization of the parties; “sporadic” attacks and

10
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“terrorism” do not trigger the laws of war. See, e.g., U.S. Department of Defense Law of War
Manual (2016), Section 3.4.2.2 (p. 83), Distinguishung Armed Conffict From Internal
Disturbances and Teasions (“situations of internal disturbances and tensious, such as riots,
isolated and sporadic acts of violence, and other acts of a similar nature do not amount to armed
conflict”).

The treaties establishing the Law of War provide no specific formula for determining
whether a given act of violence exceeds the threshold. Therefore, the Commission should
examine cusiom, that is, the practice of states before 9/11, to determine whether the conflict
between al Qaeda and the United States exceeded that threshold before 9/11 itself. The law of
war is defined by looking to the “‘universal agreement and practice’ both in this country and
internationally.” Hamdan, 548 U.S. at 603 (quoting Ex Parte Quirin, 317 U.S. 1, 30 (1942));
see also The Paquete Habana, 175 US. 677, 711 (1900} (“[Tlhe laws of nations . . . rest] Jupon
the common consent of civilized communitics. It is {in} force, not because it was prescribed by
any superior power, but because it has been generally accepted as a rule of conduct.”); Kadic v.
Karadzi, 70 ¥.3d 232, 238-39 (2d Cir. 1995) (“We find the norms of contemporary international
law by ‘consulting the works of jurists, writing professedly on public law; or by the general
usage and practice of nations; or by judicial decisions recognizing and enforcing that law.””
{citing Unired States v. Smith, 18 U.S. (6§ Wheat.) 153, 160-61 (1820))); United States v.
Schultz, 4. CMR. 104, 114 (C.MLA. 1952} (“| TThe common law of war has its source in the
principles, customs, and usages of civilized nations”). Customary international law is “created
and sustained by the constant and uniform practice of States and other subjects of international
law. . .in circumstances which give rise to a legitimate expectation of similar conduct in the

future.” International Law Association, Statement of Principles Applicable to the Formation of

11

Filed with TJ Appellate Exhibit 488 (MAH)
3 February 2017 Page 11 of 242

UNCLASSIFIED//FOR PUBLIC RELEASE



UNCLASSIFIED//FOR PUBLIC RELEASE

General Customnary International Law (2000), guoted in Barry E. Carter, Phillip R. Trimble, and
Curtis A. Bradley, International Law, 120 (4th ed. 2003); see also Statute of the International
Court of Justice, Art. 38. Consistent state practice is the most objective way to determine the
meaning of an ambiguous treaty. See Trial of the Major War Criminals before the International
Military Tribunal, Nuremberg, 14 November 1945—1 October 1946, vol. XX11, p. 557-39
(1948)) (acquitting Admiral Donitz of breaching the international law of submarine warfare, in
part by examining the practice of other states).

In Hamdan v. Rumsfeld, the Supreme Court examined the law of war and implicitly
recognized that no one may be found guilty of war crimes based on actions taken before the
beginning of hostilities. Thus, in questioning whether Hamdan’s alleged five-year conspiracy
was properly seen as a war crime (and thus within the jurisdiction of the Presidential tribunals at
issue in that case), it noted that

All but two months of that more than S5—year—long period preceded
the attacks of September 11, 2001, and the enactment of the
AUMP—the Act of Congress on which the Government relies for
exercise of its war powers and thus for its authority to convene
military commissions. Neither the purported agreement with
Usama bin Laden and others to commit war crimes, nor a single
overt act, is alleged to have occurred in a theater of war or on any
specified date afier September 11, 2001, None of the overt acis
that Hamdan is alleged to have commitied violates the law of war.
These facts alone cast doubt on the legality of the charge . . .

Hamdan v. Rumsfeld, 548 U.S. 557, 598-600 (20006).

11. State Practice Before 9/11 Demonstrates that the Law of War Did Not Applv to the

Conflict Between al Qaeda and the United States, Either Before 8/11 Or On It

State practice prior to 9/11 strongly disfavored finding armed conflict between small (or

even large) private groups, such as al Qaeda, and states. As a noted international law scholar

wrote in 2004,

12
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[Ulntil now, terrorist acts by private groups. . have not customarily
been viewed as creating armed conflicts. The United Kingdom
stated when it ratified Additional Protocol T: “[i]t is not the
understanding of the United Kingdom that the term “armed conflict’
of itself and in its context denotes a situation of a kind which is not
constituted by the commission of erdinary crimes including acts of
terrorism whether concerted or in isolation.” The British and
Spanish campaigns against the Irish Republican Army (IRA) and

Euskadi ta Askatasuna (ETA) have not been treated as armed
conflicts under IHL {International Humanitarian I.,awii.‘%

Marco Sassoli, Use and Abuse of the Loows of War in the ‘War on Tervorism, 22 Law &
Inequality 195, 202 (2004), citing, inter alia, Leslie C. Green, The Contemporary Law of Armed
Conflict 53-54 (M. Sinclair et al. ed., 1993) (“[Alcts of violence committed by private
individuals or groups which are regarded as acts of terrorism. . .are outside the scope of “THL”).
France made a similar reservation to Additional Protocol I, understanding that the term “armed
conflict” did not apply to criminal acts including terrorism, whether concerted or in isolation.
See France, Reservations and Declarations, Protocol Additional to the Geneva Conventions of
12 Angust 1949, and Relating to the Protection of Victims of International Armed Contlicts
{Protocol 1), 8 June 1977, para. 4 (4 April 2001 ).4 The French statement, and the British
statement quoted above are in keeping with the practice of States before 9/11.

Thus, the Mau Mau rebellion involved over 10,000 fighters (versus the “few hundred”
estimated al Qaeda members on 9/11), and its assault on Lari was carried out by thousands of

men in contrast to the nineteen 9/11 hijackers (out of thirty-five involved persons in all). While

> “Law of war,” “law of armed conflict,” and “international humanitarian law” are synonymous.
See Chairman, Joint Chiefs of Statf, Instruction 3810.01D, Implementation of the Dold Law of
War Program, para. 5a & n.1 (2010).

4 -
https://ihi-
databases.icrc.org/applic/ihl/ihl.nsf/Notification. xsp?action=openDocument&documentid=D804
1036B40EBC44C1256A3400489782.
13

Filed with TJ Appellate Exhibit 488 (MAH)
3 February 2017 Page 13 of 242

UNCLASSIFIED//FOR PUBLIC RELEASE



UNCLASSIFIED//FOR PUBLIC RELEASE

the Man Man organization was limited due to rivalrics between its commanders, it sustained
combat operations for four years, killing and wounding over 4,000 persons, and sustaining over
10,000 deaths itself. Yet the British consistently treated the Mau Mau “emergency” as civil
unrest rather than armed conflict, not only in word but indeed. They treated membership in the
organization as a crime, arrested more Mau Mau than they killed or captured, and held large
numbers of civilian trials (in which acquittals and reversals on appeal were common).
Moreover, the British engaged in collective punishments, particularly the seizure of cattle,
punishments only allowable outside the Law of War, as shown by a United Kingdom Law of
War Manual from the same era. See 2 International Comumnittee of the Red Cross, Customary
Internarional Humanitarian Law para. 3770 (2003), quoting United Kingdom, Military Manual
§ 647 (1958). Thus, although from its intensity and the organization of the Mau Mau
themselves, the Mau Man emergency resembled a war far more than al Qaeda’s conflict with the
United States before 9/11, the British government nevertheless handled the Mau Mau under
civilian criminal statutes,

The Red Brigades and Provisional Irish Republican Army were closer in size to al Qaeda
before 9/11, reckoning their numbers in the hundreds. Both were as well organized as al Qaeda,
and both maintained intense campaigns against the governments they opposed far longer than
the three years that separate the embassy bombings and 9/11. Both also attacked far less
sporadically than did Al Qaeda, with monthly, weekly, or even daily attacks. Yet both were
outlawed by civilian statutes and prosecuted before civilian courts. In deciding how to treat
these groups, governments steadfastly refused to treat them as political or military combatants.

Aum Shinrikyo’ s conflict with Japan in some ways bears a closer resemblance to al

Qaeda’s with the United States before the 9/11 events. It focused on a small number of

14
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ambitious single attacks, injuring hundreds or thousands at a time, rather than a constant barrage
of smaller attacks. Its attacks required only a few operatives, but did damage out of proportion
to their numbers by matching the method of attack to the vulnerabilities of the targets. Aum
Shinrikyo was two orders of magnitude larger than al Qaeda before 9/11, and it organized itself
as a shadow government—indeed, its purpose was to replace the Government of Japan itself.
Yet the Japanese Government never treated the Aum Shinrikyo attackers as anything but
criminals, to be tried for murder and other crimes in civilian courts under civilian statutes, and
hanged or imprisoned per civilian decisions.

These responses were typical worldwide—indeed, it was a common complaint among
private armed groups that they were being treated as criminals rather than combatants.” The
United States itself followed this practice. Thus, L. Paul Bremer 1, U.S. Ambassador at Large
for Counterterrorism,” in a 1993 book based on the proceedings of a 1989 conference, left no

doubt about “an American perspective on the Western approach to counter-terrorism:”

> “Members of the Irish Republican Army. .. called for many years for their members who had
been imprisoned to be granted prisoner of war status; however, they were viewed ouly as
“terrorists’ and dealt with under domestic legisiation. Similarly, the Indonesian

government. .. applied domestic criminal law when dealing with GAM members.”” Noelle
Higgins, The Regulation of Noa-State Aciors: Promoting the Application of the Laws of War to
Conflicts Involving National Liberation Movements, Human Rights Brief, Fall 2009, at 12, 16.
{Gerakan Aceh Merdeka, or GAM, was a separationist militia allegedly responsible for terrorist
attacks sach as a 2003 concert bombing on Sumatra.) See also Churchill Ewambue-Monono,
Respect for International Humanitarian Law by Non-State Actors in Africa, 88 International
Review of the Red Cross 905, 921-22 (2006} (“The need to promote justice was also a strong
argument used by the racist governiments in southern Africa to justify their failure {o respect
members of liberation movements as having prisoner-of-war status, despite the special
agreements by those movements to respect IHL . . . In Rhodesia, the Government of fan Smith
stated in January 1977 that it would not grant POW status to members of the various liberation
movements . . . arguing that as Rhodesian citizens they were liable to legal prosecution and
punishment by hanging for their terrorist acts”™).

® Paul Bremer served as U.S. Ambassador at Large for Counterterrorism from 1986-89. Att. J, p.
355.
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Another important measure of our overal strategy is applying the

rale of law to terrorists. Terrorists are criminals. They commit

criminal actions like morder, kidnapping, and arson, and countries

have laws to punish criminals. So we have sought to delegitimize

terrorists, to get society to see them for what they are—criminals—

and to use one democracy’s most potent tools, the rule of law,

against then.
{att. J, p. 255, 258, 355). This approach characterized the American response to attacks by al
Qaeda, both at least until 9/11, and (o some extent even after it

Thus, the United States responded to the bombing of ifs African embassies by obtaining

indictments and conducting prosecutions under civilian law in federal court—prosecutions that
cnded in death sentences a fow months before 9/11. The bombing of the U.S.S. Cole was less
deadly than the embassy attacks, and did not cause an appreciable change 1o the U.8. posture
towards (sama bin Laden or al Qaeda. On the day of the 9/11 attacks, the President spoke about
bringing the perpetrators “to justice” by mobilizing “law enforcement” as well as intelligence
assets—for those were the normal terms governments used about attackers they called terrorists.
Theu-Assistant Secretary of Defense Douglas Feith wrote afterwards in his memoir, War and
Decision,

Early interagency discussions among lawyers clarified that the

1949 Geneva Conventions on the laws of war applied to conflicts

between ‘High Contracting Parties’ to the Conventions — and al

Qaeda was not such a party. I heard no one argue that the

Conventions, as a matter of law, applied to America’s new conflict

with al Qaeda. . 7
Douglas J. Feith, War and Decision 160 (2008) (att. U).
Indeed, the Government indicted its first 9/11 “conspirator,” Zacarias Moussaoui, in a federal
civilian court three months affer 9/11. Thus, the Government’s new doctrine——the one that

converts the 9/11 attacks into an armed conflict subject to the laws of war—was not in place on

G/11 itself, but had to be invented afterwards.
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In limiting the Commission’s jurisdiction to “hostilities” to which the Law of War
applies, Congress cannot have meant to assert new theories to it a “State practice” that no
government, including the United States, had practiced (or even preached) before the attacks. In
fact, Congress explicitly recognized the importance of nof {rying the detainees based on any
novel theory of criminality: the MCA asserts that detainees may be tried for the crimes defined
in that Act because these were fraditionally triable “under the law of war.”’ Furthermore,
federal statutes “ought never to be construed to violate the law of nations, if any other possible
construction remains.” The Charming Betsy, 6 U.S. 64, 118 (1804), cited in United States v.
Yunis, 924 ¥.2d 1086, 1091 (D.C. Cir. 1991) Since, as noted above, international law prohibits
refroactive changes to the Law of War, Congress should not be read to have intended to violate
that prohibition here. Accordingly, to “retrofit” the MCA with any post-9/11 Law of War

theory runs afou} of congressional intent and customary international law itself.

" See 10 U.S.C. § 950p(d) (“Because the provisions of this subchapter codify offenses that have
traditionally been triable under the law of war. . this subchapter does not preclude tnal for
offenses that occurred before the date of the enactment of this subchapter...”} The MCA also
claims that i codifies offenses that have traditionally been triable by military comymission, but
this amounts to the same thing, because “law of war violations” constitute the only legally
cognizable basis for trying (Guantanamo detainees by military commission. See Hamdan v.
Rumsfeld, 548 U.5. 557, 597 (2006). And such violations are only triable by commission if
committed during the war, i.c., during the period when the law of war applies. See id. at 398,
Thus, later events — such as the U.S. war in Afghanistan — cannot “reach back™ to 9/11 to make
the law of war apply.

¥ Mr. al Hawsawi is also protected against ex post facto laws by the U.S. Constitution and
Common Article 3 of the Geneva Conventions of 1949. The Constitutional prohibition i3
categorical and is not imited to actions against U.S. residents or citizens; it applies to this
Commission. See American Law Institute, Restatement (Third) of the Foreign Relations Law of
the United States § 722 (19873 (“An alien in the United States is entitled to the guarantees of the
United States Constitution other than those expressly reserved for citizens”), Boumediene v.
Bush, 553 11.5. 723, 743 (2008) (foreign nationals litigating in U.S. courts enjoy Constitational
protections if they protect persons as well as citizens; this includes substantive protections such
as due process and structural guarantees such as separation of powers). See Hamdan v.
Rumsfeld, 548 U.S. 557, 632-33, 645 (2006) (Common Asticle 3 forbids “the passing of
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Thus, in defining “hostilities” as actions “subject to the laws of war,” Congress expressed
its intent to apply the laws of war as they actually are. This stance continued with the 2009
Military Commissions Act, the purpose of which was to try to bring the military cominissions in
line with constitutional and international law .’ By recognizing that the 9/11 attacks were not
“hostilities,” and dismissing on that basis, the Commission will be complying with the intent of
Congress as well as Constitutional and international law.
1. Cenclusion

The Commission should dismiss the case for lack of jurisdiction due to the absence of

hostilities.

7. Beguest for Oral Arsument: The Defense requests oral argument. RMC 905(h).

8. Witnesses: None.

sentences and the carrying out of execations without previous judgmeunt propounced by a
regularly constituted court, affording all the judicial guarantces which are recognized as
indispensable by civilized peoples”; “regularly counstituted courts” must give the same
protections given to a country’s servicemembers at court martial); see, e.g., Unifed States v.
Gorski, 47 M.J. 370, 373 (C.MLA. 1997), United States v. Lilly, 34 M.J. 670, 676 (A.C.M.R.
1992) (applying U.8. Constitution’s prohibition on ex post facto laws to court-martial
procecdings).

¥ “In its 2006 decision in the Hamdan case, the Supreme Court held that Commmon Article 3 of
the Geneva Conventions applies to the Guantanamo detainees. .. The Military Commissions Act
of 2009 is intended to meet the standard imposed by the Supreme Court’s ruling in Hamdan and
should help ensure that convictions obtained through military coromissions will hold ap on
appeal and will be perceived as fair by the American public and by the rest of the world.”
Senator Carl Levin, Chairman, Senate Armed Services Committee, 155 Cong. Rec. $10663-02,
510664 (Oct. 22, 2009) (remarks on introduction of the Military Commissions Act of 2009); see
aiso Conference Report on H.R. 2647, National Defense Authorization Act for Fiscal Year 2010,
155 Cong. Rec. H10561-01, H10858 {(OGct. 7, 2009} (o discussing the MCA and considering
whether a constitutional provision applied to the Guantanamo detainees, the conferees
“encourage[d] the Secretary of Defense to give appropriate consideration to this decision in light
of Common Article 3 of the Geneva Conventions, which requires that military commissions
afford “all of the judicial guarantees which are recognized as indispensable by civilized
peoples.””). Defining “hostilities” in conformance with customary international law — as the
2006 MCA failed to do — is part and parcel of the 2009 MCA’s effort to comply with Common
Article 3.
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The Prosecution opposes the motion as to the

. . - th
morning session of the 257 of January 2017.

10, Attachments:

Al

B.

F.

G.

H.
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Certificate of Service;
BExtract from Sean Anderson & Stephen Sloan, Historical Dictionary of Terrorism

(3d ed. 2009).

. Extract from David Anderson, Histories of the Hanged: The Dirty War in Kenya and

the End of Empire (2005).

. Extract from Fred Majdalany, State of Emergency (1963).

. Extract from Thomas R. Mockaitis, British Counierinsurgency in the Post-imperial

Era (1995)

Extract from Martha Crenshaw, The Persistence of LR.A. Terrorism, in Terrovism in
frefand (Yonah Alexander and Alan O’Day, eds., 1984)

Exiract frorn Benedetta Berli, Armed Political Organizations: From Conflict 1o
Integration (2013)

Extract from Brian A. Jackson, Provisional Irish Republican Army, in Aptinide for
Destruction: Vol. 2, Case Studies of Organizational Learning in Five Terrorist Groups
(2005

Extract from Malcolm Sutton, Bear in Mind These Dead: An Index of Deaths from the
Conflict in Ireland 1969-1983 (1994)

Extracts frown David Bonner, The United Kingdom’s Response (o Tervorism, and L.

Paul Bremer, [, The West's Counter-Terrorist Strategy, in Western Responses 1o

Terrorism {Alex P. Schmid and Ronald D, Crelinstein, eds. 1993)

. Extract from Phil Scraton, foreword to Feargal Mac lonnrachtaigh, Language,

Resistance, and Revival: Republican Prisoners and the Irish Language in the North of

Ireland (2013)

. Extract from Peter R. Neumann, Britain’s Long War: British Strategy in the Northern

Ireland Conflict, 1969-98 (2003)
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M. Paul 1. Smith. The falian Red Brigades { 19691984 1: Political Revolution and
Fhrears 1o the Stare, in Armed Growps: Stadies in Narfonal Security,
Counterterrorism, and Counterinsurgency (Jeffrey H. Norwitz, ed., 20083,

N. Exsracts from Robent C. Meade, Jv., Red Brigudes: The Story of Talian Terrorism
(15903

O. Charlcs Ridley, Mass Trial of lalian Red Brigades Ends in Acquittal, UPI{Oct. 13,

1989), hitp:dfeoww sk conyArchives/ 19896/ 13 Moss-riel-of -lishian-Red - Brieades-

cnds-in-acquittal/ 147 1624254400/

P. Extracts {rom Anthony T. Tu, Chemical Terrariso: Horrars in Tokyo Subway and
Matsumore City (2002}
Q. Jop Hongo, Last Tricd Brings Dark Aum Era to End, Japan Times. Nov, 22. 201 1,

hitpo/fwww dapaniunes.coapfnows/ 201 1 V22 relforenee/lest-nab- brines - dack -aume

eru-to-end/
R. Tomohire Osaki, Ex-Aum Shinrikye Member Kaisuya Takahashi Gels Life in Prison
Over 1995 Sarin Aituck, Japan Times, Apr. 30, 20135,

bt/ wenw dapantimes.coapfmews/ 20 308 natonal/enime-desaWaune-diivers

takahashi-gets-life-term-role-95-sarin-atiack-iokyo-subway/

T. Remarks of President Biil Clintan at the Memorial Service for the /5.5, Cole in

Norfolk, Virgima (18 October 2600}
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U. Extract from Douglas 1. Feith, War and Decision: Inside the Pentagon at the Dawn of

the War on Terrorism (2008)

/sl

SEAN M. GLEASON

LiCol, USMC

Detailed Defense Counsel for
Mr. al Hawsawi

isit

JENNIFER N. WILLIAMS
LTC, JA, USAR

Detatled Defense Counsel for
Mr. al Hawsawi
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CERTIFICATE OF SERVICE

I certify that on 3 February 2017, I caused to be electronically filed AE 488(MAH),
Defense Motion to Dismiss for Lack of Subject Matier Jurisdiction Due io Absence of

Hostilities, with the Clerk of the Court and caused the same to be served on all counsel of record

by ¢-mail.
/sl
WALTER B. RUIZ
Learned Counsel for Mr. Hawsawi
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CHAPTER SIVE
Provisional Irish Republican Army

Brian A. lackson

Introduction

Even a cursory examinarion of the operational history of the Pravisional lrish-
Republican Army (PIRA) reveals ample evidence of organizational change.and evoli-
Hon, T}'sr(:-ugh g nmrlv Hhyear hiswﬂr the gmup has altered its tacrics, manofac-
tured now weapons, modified | its targeting practices, and significantdy changed its
oW Structure o 1mp1'm-r: H3 secu. rrtv PIRA has also devored ﬂgmﬂcant efﬁ}rr tior cle
cumventing or defeating S}T.‘gtﬁﬂ}_.b-x‘&[‘ld technologies deploved by security forces in
theiz vounsesterrorism cffors
PIRA stands out from other terrorist organizations in both the quality and’ scope
of its fca.mlng eagablltties Hogan and T aylor nore thac* *the rentarkable evoluticn of
this organisation has heen characterized by internal learning; an excepeional ability to
adapr, reorganize, and restructure, and Thc unprcaa;vc dcvcinpmcnr of a Iw;crh{v <fFi-
cient and myulti-dimensional support apparatus” {Horgan and Tavior, 1997, P 27
Orher assessments, however, paint a more co_mp_léx, if ot contradictary; picture.
Jo Bawyer Bell, & ﬂ:scamher who spent mapy years studying the group, raised serious
l’ﬂ:\i\ s abilicy o learn and s desive oo change its modes of opera-

questions abaut
Bl wadrche | ;
“spent divdde ririnel o consideration of serategic options of tactical inidatives, . ., The
Army Council orthe individaal vohunreer . . . rarely [contemplaced] the sppropriate
means 0 achieve the (-ug-:in'izatimmi goals” {Bedl, 1993, PP 26-27). Such an assess-

ment seems ta supgest 3 PIRA that barely shought, much fess feazned.
‘This chapter examines {}rg.\mntmna] fcarning within PIRA in a varicry of areas,

':C.‘!}]').\El"'i.‘\nt..d b‘} p’!ﬁ[ 'l'i’ﬂll‘llpﬂ(lﬂ 5y 'U"ICI A% & rcsuit., [P}.Rfk

including

* (Ipeeations and ractics

* Trahsing

* Logistics

* Intelligence and operational security

Jamwon, dran A B, Jorn S SR, Bl Amit o Caekboton Wrime 2 Tees Bodc TR0 anratiow iam m n s T moorn o [ eanka Moo, Ui ML Copoak on, D005 Pruts sy Wvh, 30 carvans oR T
ST I AT arprlioe AT naend
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This analysis is intended o develop a berrer undersranding of the grosp’s learning
efforts, including the areas in which & chose o learn; the resulrs of its azrempes do so,
and, where _p’:}s&i}nie? t'hclp_m(:ts.'sbs 'ri}rsmgh whitch i carried oot it*s-lt:;arrﬁng'éfﬁsrt.-.'. it
directly confrints the apparent contradistion: noted above. As the discussion will
show, PIRA's fevel of success at learning and innovation varieds though in most areas
it weas exl:::-:mti}' supcessful, sonte of fts efforrs were more mixed. As 2 resule, the pvo
viewpoing shoold be viewed as complementary, racher than eontradistory. And the
apparent conflict benween 'Eh_cm should :b'é-.sccn as a dcmﬂnsrratigrn-. 05-(?}0&[’5 ?ﬁcufa}' af
muking broad statements about an oiganization’s capacity o learn across all areas,
subjects, and technologies:

Background

Violene conflict over Brividh tovolvement in Ireland has a history that reaches back
decades. Even as the political landscape shifted—e.g., the British withdrew from che
majority of the idand in 3921 {the part that became the independent Republic of
Ireland in 1948}, and the island was geagrqph'ical'l_}- p-.xrtitismcd- rex Form Northern
Trelzad—sinlent conflict pcf.sisn:d at vagted fevels of intersity, Confict in Northern
Treland beoween Loyalist@; {supporers of continued Enplish invohement) and Re-
publicans (opponents of English involvement who desire unification of Northern
I:ift-i;md w'itj).'tha frish ch&ub'!i{.) clainted many lves t-‘]}muginmt- the VEATS Gf'viuit.ricr,
Complicating che political elements, the conflicr is also a religious one. The division
Between Loyﬂists ind Hc_pu’bncuns is also a division berween P rotestants and Carho-
lics, making much of the vielence @5 much aboue brutal secrarianism as about
the poiitical goals of the opposing sides ff:.'oogan. 1993, pp. 3--28; Drake, 1991,
Pp- 4344,

CPIRA eamie” intn Being in 1969, sphintering from the resc of the Republican

“movement due to differences m polmmi and mitlitaiy stmtc'gy {Bell, 1498k, PP
367-368¢ Diake, 1991, P 443, I uprmrcd as an msnrgrnc terrarist orirm‘n?'ms)n uneil
the late 19905, carrying out aperations and supporracrivities in N(;rrhcf n Ieeland, in
thé Frish Republic, an the Britsh mainlasd, and i other areas, mdudmg contisental
Eurape and the United Seates.! Sinee PIRA AEF eed to a ceasefire in 1997 as part af
the regicnal pmcc process {Jane’s W orld Insurgencv and Terrotism, 2004}, mare-
limited terrorist operations have been continued by splinter groups such as Real IRA

and Continuity IRA.

U The xaar majoray of PIRA servorist operitiony were caried out in Northem lrsland and on the Bridsh main-
lond.
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i i e

Goals and Strategy
PIRA’s goals and sorategy were defived by the long history and philosophy of the
Trish Rc’puhiié:&m mavenient. Ta a 1981 l'n'%ef'r\sitw,_ a s.;poktxm:n relared PIRAs goals
ro events that securred mare than 60 years earlien: SO alm [is] to force s British
withdeawal from Ireland and to establish a Democratic Socialist Republic based on
the Faster Proclamarion of 1916? {RA Inrerview: leis Talkv o o Membey of the
IRA"s General Hcadquarre.rs St:ﬂ'}"_’"‘ﬂ)sl,-p. 423 As it pm’s.'ucﬂ these gt:.ﬂs. the groug
sought to mameain the ;ﬂftgianw'ﬁf'tht Catholic pi:}'p'ui arion in Northers frelund and
the Republic, ixs pun‘mﬂ support commnmr} PIRA also strove @ maintain an lmage
as i potent mih{ar} foree {Crenshaw, 1984, Sitke, 2003, ds'awmﬂ' o chublican
traditions that called for ph%u.ai force as the means through wbich the godl of Irish
unificacion should be pursued (Smith 15}‘97 PE- 14-19}. G e A 2
Understanding thae ir lacked the mpabdm to directly mui‘mnt thr Brmnl} mibi-
garily, PIRA opted for weesorism and insargent vielenir. ﬂm gronp’s implementation
of tHi.s.strateg)-'is artleulated in The Green Bﬁm&, alP I’RA'poilcy and tmining_.man’uﬁ:r’

f. A war of attrition against enerny perwounel which is almed at causing as many
<casunlties. and deaths as pnsslbie so-a5 1o create a demand from their people &
hame for their withdrawal,

1. A bombing campaign atmed at making theeremy’s Hnancial interest in our
country unp_;_’gfimh}a while ar the same time _cufhing Ion_g_mrm finnacial in-
VesUment i oW coLniry.

3. Tw make the Six Counties a5 av present and for the past several years ungov-
eraahle excepr bv colanial sihieary nale.

4, To sustain the war and gain Supprit for s ends by Natioral amad Internatonal
propagandas and pi;bimt) CANPRGHES.

5. By defending the war of hberation by punishing criminals, collaborators and

informers {quoted in Coogan, 1993, p. 420}

“An alleged PIRA leader sumaarized the group's stratepy rither more sua:incti}' ay

“hiatrt:r-in_g on wuntil the B feave™ {Dieake, 1991, 45

In aeder to act, a terrorist organization must be able 10 organize people and resources,
guther information abour its environment and adversarics, shape 4 strategic direction
for actions of its members, and chaovse ractics, techniques, snd proceduses for
achieving strategic ends. PFIRA addressed these requirements chrough o multifevel
management serucruze. Lhe highest level of decisionmaking was che General Army

TFhe {veen Book Bsted the duries and ssponsitilies of YVolunereos, s well v axplaining thy hiscozy oF the
movament, tle rules of milivy aogagesient, wod anu dnteorogation tachaiques” fellins and MelSovern, 1908,

PG
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Convention, “an atganised nveering of delegates . .. [drawn] from other struceures
within the orgamsation” (Horpan and Taylor, 1997, p. 4). The Convention cleered
the 12-membier Armv Exceutive, which elecred the severi-member Armvy Counal.
The Army Council was in charge of defining the organization’s stearegic and actical
direction. From its seven members, the Ami}' Council chose a chairpeison, a secre-
r.a‘r}-*,..an'd- a chief of staff. The chief of seaff wae the prim;ir}' au't‘harity within P'I'RA,:
The decisions of the Armiy Councit and tes chief of stafl were tmplemented by
the General Hc;&dq{i.a-rl:-‘qm' {GHQ} and two upcr’ati‘omﬁ divisions, the Northeny
Compmnd and the Southern Command, which controlied operations ix Norzhesn
Ireband and i the Republic, respectively. The GHQ, based in Dublin in the Repub-
lie of Irekand, was divided into e departments, as shown in Figure 5.1, Over tine,

the structure of PIRA% operational units chianged in respanse 1o the group’s externa
security environmeat. Inittally, FIRA was buile as a quast-milicary organization con-+-
sisting of battalions and brigades, As long as PIRA concrolled agcas with sympachetic
p(;pdlatim’ns_%. tlmse-c(.)m_p'cmcnts cz-pf:ra.te'cl. ope’nl}'._,_ buar such DpEaness could not be

masneained under prassu re from SeCarity Yorces and was discarded lager in the g;_‘cvup’s

Figure 5.1
Organizational Structure of the Provisional Irish Republican Army

:lﬁ@l‘.{f_!?.[ Asmy Cu'rl\.v_a_nt.ian1

[ Army é;ecuﬁws ‘
l. Armny Ci;f.'mc-‘i I
|

| Gensral Headguanrters J

General Headquarters Staff 3
R e
: o Foreign Dperstions |
Rpg PR England Cepartment
Finance Traming
Enginsenng’ meHigense
Education Pubrhcity
I 1
] Noythern Command | | Sawthern Command |
S, P —— A A
[ AmweseeaceUnis | [ Acwe serwczinits |

SCOUIRCE: Ad'a_p&ed fram information in Horgan and Teylon 1957,
RAND HE320.5
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career. In this strucrueal transidon, which will be discussed in more detail below, the
quast-milirary organization was replaced by a comparemiented, cellular struceure,

Operations and Tactics

A]L?;uaah PIRA spist off from che al fready npn:ranmmi Irish. Repﬂbhmn Army (which
coﬂtmued to exist afongside PIRA as the “Official {RA™), the group’s inieial mpabdir
ties were quite lieited: “Initially, the principal militasy acrivity of the [PIRA] was
stoneithmwing and sonetimes petro] bombing” {Coogan, 1993, p. 281). Bur as
weapons became more available and die group evolved, PIRA’s repertoire expanded;
within months, it included firearms (Coogan, 1993, p. 282}, and it pmgrtssod
ward what would eventially become significant npioswe-s expertise. In time, PIRA .

branched well beyond giuss and bombs ve become known for the variety of tactics
and WRAPONS it wsed f‘l'h:( m*ciy Bi;llclmg operational and tetical mp*ibllirsm rcqu!rcd
that the group make advances in weapons technology wid usage as well as in the
planning and execution of vperations.

Weapons Tachnologies and Usage

Ardifferent points in fs history, PIRA faced different constraings on s ab-iiiry o ad-
quire and use weapons :tchnologies “When it began rercorisc opttations; tts armis
were Hmired: “Ie is literally trive, for instance, that in August 1969, the only weapons
known ro he available to {PIRA} were ten guns (L.oogan, 1993, pp. 278-2 ’9} This
\Old WOs gfﬁduﬂ]i\’ ﬁiied thcug}l iniugims 01' h.lrll{s i‘rﬂn’l Jbioad\ l'lofﬁbi‘ ffoﬂ'l thc
United Stacess interactions with sources in the Middic East, pamcuiariv Ls.b}*a‘ and
the inzernational arms market (Bell, 1987, pp. 56, 2563, The oxga.mzation & ACCESs O
WETIES WS, I’!&)“ﬂ't\"ﬂio ilﬂ}“ﬁﬁl.l b‘v 3 1E|.Lk Gi' EXPCLKtSL iﬂ o dﬂ\.!dﬂdi‘ f}.()!lilififtaf“ Areas I!lc

*-Iumwitc@'gc--!‘tc(llﬂ-rt(?-'tﬁ--c" eeiste deals in the intesnational arens s;nrl{et 'md TR I H

“fully get the weapnns thraugh dhe international shipping svstem. As noted by Bell,
“The GHO lacked foreign contacts and foreign allies; had lictle knowledge of the
nature and problems of sﬁcg al armx eraffic noe the diplomatic resources o purchase
Yepally’” whar was needed. As a result, a siring of failures and abortive plovs oe-
curred—and in sonie cases recetved wide-_pui)licic}-’ {Bell, 1098k, p.--_)_f FAIES
Counterterrorism officials interviewed for this study indicated thae by the later
‘stages of lrs operational career, PIRA had more than 30 varieries of weap-
ons—including mortars and rockets—as well as numerous methods to lay and dero-
nage expfosl\re-s, advanced sniper tactics, etc., that it could draw on to mount opera~

31h same of theve fgitipes, the geamps ek of expernise may have bevn eracerbared by disect intervention of the
seeguy forces: I would appear i several 2aves the Jrupposed] arms soure was, 45 tact, Baigeh Intefligeace oe
aganss shersof ™ {Bell, 1998k, p 2920
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tians. This was partially the result of improvements in the group’s ability to obrain
weapons through procurement, including stocks of sophisticated weapons such as the
Armalire sifles thar the group made a df:'f;m‘o tradeniark of ite mi!-itaf}"ai:t'i'irii:i'::fs, ek
vanced explosive devices, and gowsrful military-grade machine guns. When the
group could not gain access to desired weapaons, it turned to manufacturing them
internatly, producing its own explosives when stocks ran shore, engineering and con-
structing its-own moerrs, and even seeking to manufacmre its vwn antiaireraft mis-
sttes (Bell, 1998b, p. 438).

Ajtimngh PIRA has used a wide variery of innovazive attack forné, theee types
of weapons ustate the group's learning activivies particutarly clearly:

¢ Expios'ivcs

. Gi’cn‘a&c ].;‘l!:ti'l‘:l‘! CIs

» Sqrfam—tjo-air missiles

Thiese are discussed 1 roen below. The discosstor examines the ciscunistances that
drove PIRA innovation in cach sype of weapon, the group’s organizational learning,

cfﬁ)rt&, ancl, to the extent _pugsib]c.. measures of the group‘s SUCEESS,

Explasives: Continuous improvement to Improve Device Safety and Competitive
Learning to Maintain Group Capabilities
PIRA developed a reputation for its capabilicies with explosives and the application of
Rd\r&nctd.E.Ec:]}!'foiﬂ_giﬂ.s .Elll ‘hc Cﬂl‘lsrru-'ﬁti‘)ﬂ- aﬂ'd Use L'!E”hﬂﬂ‘lbs-. ir!i.ﬁf.&, -ill}d L}lfl'ic'{' dC‘
Vi':cs. 'Thts_c (\\i‘!db‘litlcﬁ {;C\’Clt)iﬂcd over ﬂin_c. 4534 S'CS“-it Cll: an il‘tcnﬁl:- ieﬂrn i-l}ﬂ Pfc":cﬁs
\‘U;[hii} thﬁ ﬂfi‘c\up

Drivers of Innovation. In the cardy 19705, PIRA bombs were basic, unseable,
g"'l.fl‘(i"ﬂii'll{}ﬂ[- A5 dﬂ}-'i FEross £

fhf uff?‘i'}} i{s{'l} as t‘hf"}’ W tQ'][V'(Jfgﬁtb- onC account {)t
imE t?m.ph RQI'JKC[ }]()‘\’ f_h(‘ F’IU}IW rate {fc)m t;lff de\l!:ltﬁ' d‘f'
ft:mnd gmup sembeis’ willingricss to use then: “Deople wha vohuntesred o work
With -e’.‘L.Pi(:Isi\f-s wera rcgaldtd e‘ther N n'lltt}- i)r{):‘css(){s. Lo o 'Stark, r;!\'ll}g n'!-ld be Ll
Callse t:)q_)lt)z;iyels, comnmercial and Home»;nad‘:, were dangerous and unprcciictﬂhi}e- and
had cost [PIRA] persons their lives. Result—not many people wanted 1o work with
explosives” (O'Doherry, 1993, p. 69}

The losses went beyond simply reducing the willingness of volunteers to plant

bombs. Occasionally, she accidents dlaimed che tives of experienced vererans, such as
Jack McCabe who “was mixing ingredients for a home-made bomnb in Decembes
1971, using a metal shovel on a conerete garage floor. The predicrable result was

4 Pesvnndd tnservizw with law endorcement o aiale, England, March 2003,
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a spark and a premarure explosion” {Geraghry, 2000, p. 203} Later, PIRA Inst
Brendan Burns, one of s mast exper'imced hombemakers (Colling and MeGovern,
1998, p ¥72Y, and rcpnrtcdh' nc:afiv fost Seamius Twomt‘v a leader in rhe Belfast
PIRA, “due to a small ml\undersmndnw abour where and subiir thie b would he
faid” (Geraghoy, 2000, p. 87).

The expins-wes, fatbures were caused b:,-' the mature of the designs' as well ag the
feveb of expérti'qc of the individuals tovalved in mannfactucing them. Fisst-person ac-
cournts of PIRA expfosw:c Gpemtmns describe a, range of errors, mciudlng &)rgﬂtmg
to sef the timer before armmg the device {O Doimrw, 1993, p. 155} faitutes 1o rest
circuitry, problems with statie electricity, and failuses of volunteers ro follow safery
pracices “in'the name of t}ipcditnce of aut of ignm‘anc«:’.“ {Bell, 19980, p- 39 2).8 The
res-h‘it_ of the _shﬁrtcmnin.gs in-tcchnc_iiog* and techn’iq'ue. wa_s_-a.;..gdi_l:_.gn;;‘_chf ;_Qrgani_z:afip_n :
that “was worse than [that] inflicted by the British Army during the h:igizr ofis
bonibing opesatians” {Bell, 1998b, ?392]

As the group impr(s\-fecl irs s’kiﬂs_, the P;-'.icc it paid in fatalities frs}i:.x.prematurc

detonaiian dmppcx{ Frem 31 in 1973 and 17 in 1974 10 tay or Fewser 2 year 'by 1678,
Exen :\Ft:r:!c[j usti'iig t%ﬂeﬁ.ﬁgu!’-ts for the appruurnai‘r Jeved of the ;J(:i'ﬂihihg np&:ﬁti{).ns
oxcorring each year, the drop in vearly Fatality rates remains (data from Sutron, 2004,
and Police Service of Northern Ireland, n.dd. In facy, b}' 1993, such farstities had
breome sa rare thar whea & PIRA bomber way killed in an operadionally botched
iaohﬂﬁng. of a fish Simp on the Shankill Road, cheee were inigial spccttlal:i'a‘m"i chat his
dearh naust have been deliberare {Siike‘ 2003},

Facalitics caused by premacure detonation were oinly one of the drivers of inno-
vatton for PIRA. The other primary driver was che need 5o respond to changes in the
security and countermeasures of the group’s adversaries. Both the British Army and
law rnfc;r-:cm-.;m organizations devored considerable resources to developing and de-
?nm?{;g\' te sdefeat PIRA's activities: These deploviments seriousty de-

of the group’s operations by -lsmlti-ng the effecriveness of its

explosive devices, Key efforts were focused on ingerfering with PIRA's capacity te usc
l’mrti'{:u}.ar deronation mechanising (discussed n detat] hefow), -Rcrs_pom:fing.'ru these
changes; therefore, was 4 oajor focis of PIRA explesives innovation,

Explosives innovation. As its aperations expanded, PIRA had to learn what was
required fo meet its need for basic cxpinswm marerials. In some areas, the group
could steal whit it needed from construction, mining, or other industeial sices

ina morbid em?}'ale af arga, sirational learning, MeCGabe :ep»)s:eé;}‘ p.msed o che derale of wﬁ»\: he ad b J;tpened
finm fis desthbediw pr:’vum ather group mtmgtn frorn reprating his cristake {Coogay, 1993, p. 2750

S0t war connponplice 1o wark ar Bombs adth base bands instead of wearing sublber gloves dod 4 lat ’*F the
} (‘ung rﬂ.ﬁ;fle\.{ \'\_’ tlﬁll"{'rs NOFE g‘:»;‘.[ we &\nl‘—ig "(n%‘ e [m{!‘? Lli '}Tﬁr&(‘ ";!4“. }‘“SQ §»i1\"8| dlrey \n.adt' L}
whets the two wives rvewed the by goanspleniy g she dresit and dercbian T she Bpmib? _"i'rzw-i.pgf-..sﬂ

L850
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(('Callaghan, 1999, p. 58). However, those sources could nox susrain the proup in-
definitely, 5o by 1972, PIRA had extensive explosives manufacturing eperations in
place {Foreign and Commonwealth Office: Rc-pﬁl}lié of Treland Dc;}*irfﬁMﬁt 17
Same PIRA units speu;tismd in explosives manufacture, supplyving larger por-
tions of the organization. One bomb Factory, staffed by chree people, was tasked to
produce “wo tons of fertilizer-based gxp]mwcs every week . . . [to supply] the Mid-
Ulster Brigade of the [PiRAL Souch Derry, East Tyrone, Scuth Fcrmésmgh Marth
Anerimn, Narth. Au‘n.igh and West ]"crmauagii O C.&fiaghan, 9‘}9 . 89}, Such an
nduserial appmach allowed the g group to adope large, vehicle-based expiusnw devices
as a cesnteal vactic, When PIRA received significant quantities of the plastic explosive
Semtex from Libya in the mid-1980s, t?u- satericl canstraines on its operations
shifted again. With less need ro work on its ability to-make explosives; ___thq.:gf_qup.:--

could increase the range of devices it constructed (Harnden, 2000, pp. 242-243).78

PIRA is more hro;sdi}_f known for tnpovation in-the destpn of explosive: dewses,
r&]’.th oy tl}.ﬂn. C.‘\'.Pi-ﬂs-i'ﬁr'-fs "1‘-11&1!:1‘:1‘@:1&5. thci:ﬂsei\r—ﬂs. lniriﬂll}'—, the gi[ﬂ.lp uﬁﬁd. {.?I)l'n}_)af-a;l"l\'éi}"
lm-snphist‘i(:mm;if g!a&t_){i.l_w andd nail [)‘(').n;‘t_i_!_s ) ;al:t';l_l‘_.fk--;.':c_(:m'isy Forces. A}t]’lﬁgmgﬁ- it con-
tinued to use such hand-thrown devices—"colfec jar”™ bambs combining a small
armnaernt (‘:F Cxpll}ﬁivc& ilf].d. Sl‘ faprlt} Were @ Corstant 'li(l.(np(lncilt Of its RFSCI‘RIIU t]lm‘t
dt‘:\vibfs hﬁ;.i (jl‘.‘h"{!\" lﬂfﬂgﬂ I)'! i,\di't,]i.ui.'il ¥ sl’IIU\"fl GXPIQ!S}VC& rdql.{ifﬂ thf t}\ft]\\{'r Ty i}t‘
close to the rarger and expose hinto vansiderable visk.

To profect volunteers and increase the chances of Qpﬂrat’ic}naf sucicess, PIRA
ﬂdop[cd ™o tE'cl‘anf Ogiﬁ thﬂt CQlfid $€Pﬂri{{f thf :tﬂl:m,rist From t}\f dffﬂmtiol) L'lf't'}lc
explosive device in distance, time, o borh:

1. Remote manual detonation. The bomb is set off by an individual, but technnology
moves the bomber away from the bomb.
2. Auromatlc detonation. The bomb does not require intervention to be detonamd.

Remote Manual Detonation. Qne of the carliesr detonation mechanisms
qdﬂpttd IJ\" I"TR-IA. RS i.h«ﬁ f5L1 i.‘»? i(.‘fl" L(]mn’lar‘ﬂi w;r{:&, REXLL lli‘f’ l)nf\lcd ia El‘b‘bld d{'re‘.'
o, whn,h allowed & bomber to sef uﬂ a bomd from some distance away, Frequentdy
used for mines planted under roads to attack security force vehicles, long commuand
wites sometinies tnok sdvancage of the border between Northern Ireland and the Re-
public to prevent securiry-force pursuit,

7 1t should benored thar PIRA mads * nuamber of innovanoas in che formulaion of ea.pzmh-i— mrvrariabe themo
sebves, busth @ mstch the maesialythey kad avathibleand improve the propertizs of -:xr.osw:\ Fos their opeva=
b-.)ﬂ‘ Il\ f‘i?.e TR ey '\_}F q"‘?{_?' .{.\\l.'i \.U ﬂ“"}i{l “1{ ll‘j»ibb{uu {'\i Lcitﬂ{f\ t‘fp'fﬁ ‘J} I.ﬁ"h]\:jd. fll("fl\]ﬂ“(?n I?? Ll'll\:' "fp\.\.LL.
innmvatiands that sies NE: nau be dizassed hese,

B Perrnad inservisw with a formes secui ty forces member, England, March 2004,

3 Porgvmal sverview with law enforcement officials, Northern freland, Manch 200
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f’kif}l{]llgh 1.0}”1‘11’1‘3&!}({ X\’BCS ﬁap.u"m: J BU{TI{)C{' h’t)i‘]"l tl‘lﬁ })0(1‘!{1\ t;}c‘v S‘U]l Pi‘O\a K;C‘ &

E &ﬂulbh, liﬂiﬁ b( SrWesn filt‘ RSN

wd Lmie chiee m:par'ztxon (ilst.xnu The buried wire
-L\mki also br. detected; PD{CI)UQ“}F :,omi)mmmnv an opcr atibn. This drove PIRA Hn
1 N o 1

oy 'Y Itg

-cxpi‘nrr: regiote detonation, b-‘v:g‘imiingw b remiote-esntrnsiled ot radbrgys

£y ! £ '.:1ght}«f,
2000, e 208: Urban, 1992}, PIRA ¢ Arse rransmiviers were hased anva cmnznercia[
it designed fosr siadel airphtfiesior boaty. To counter chis new’ pactic, security Forces
began transmiteing jamo e frequenciss, preventing dero-
nationor prematarely - detonsring PIRA bombs {“Haﬁ}den, 2000, p. 3637 bx.bmy
1992, p. 112). PIRA answered this innovarion by adopring more-sophisticated
tmrm svm: hes: {(ger'\ghn, .Z%mﬂ I_x 4\ M

C{C({}I}"{tk!l’] Oi' A {'t‘iﬁ(_it‘:*(.()ilt[()l](fd b()H}b Ytpt!f{f(ﬁﬂ L HI’YCJ.{ R g B S

across the mém specnunn ~.Uncc ti}f SecHrity i'mces ;timmed al heqaemv, PIRA imd:
o seek ont R.OEW Brea of the spectrum- o thx‘?n“itltUtE its gstp:&w;fitms.” }‘nst-

PRESOD. NArativi desciibe how PIRA tesr-*d new rmhnoh)viu fo dnsire that theit g

1 &Ea cmdd Pcﬂt‘tl‘it{. thc sm.uﬂt\' £ Atermeasiures ( ,oﬂms '»md

kic(;evtrn? 1998, pp E35-156) For hiése Tnnoneadon effbreg, PIRA drew on ﬁxpt‘r»-
tise within the ;yumrm:’rf_k»ﬂ SeCror (EEH 1998a, o 1981 and on sxperts from: ﬂ)mu%
and within dwe milivey McKindey, 1984). An American. engineery Ricliard Johison,
developed Mthe i ingentous ideaof using the Weather Aiett Rudio frequeney e trigeet
[FIRA] bombs: -iiye {systen ] c. s wWas unigue o’ North Anierica. lts frequency of
162.55 MHz was siot in wse in Hurope and was therefore o cless chainel for the
[FERA} {Geracrhts, 2000, p. 2084 Harndeh, 2000, [

However, as PIRAs dcvacu‘ becume more sophism.ateé aid veed 111;.1'&151;101‘.

specialized components, they alse vau{:d ways for the authorities o track down
‘the group’s activities and link it outside consultanes to terrotism (Harnden, 2000,
P 3507 Neuth

199673 The 'iﬂ'(:re;xsing Qpec‘ifkitv"»&.nd sophisticacion of the devices

‘ruhﬁaiﬁvms mivin make it pi)sstbk o CHSUIMVERL: csmntmrmeasurrs, l}ut it PIRA’
re.xu}mcalng} way compmmised the tounteimeasires dould be quicklyupdateds “Onice
a [PTRA] :-Adlo»bom-b had failed to detonats, the army vould rerrieve the weipoty and

PR ER

1z

me 2 - Case Studies of Organizati

st Groups {3, Santa Morica, US: RAND Comoration, 26

ter. Aptitite 7o U st ebrary. Wieb. 25 January 2017
vod.
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PP 155 }56 lf})) T pn}tﬂ:\‘ i‘t*; ahiliti(:".‘ PIRA }md Xes §em‘t i‘mw fo prc TERE r}‘m

h’c;m vaﬂ -rma such evhdenice, thcmhwc,

3T ;3‘3}‘!}1fﬂiﬂg T() prt:w.nt M'C(»lifﬂ‘v t(} XEE
({altnid ﬁu!nl)& WS U“Thﬂk’d \Klfh ’mif»dntruct ﬂlt‘:(h’inihnlﬂ T mnm: ’lé’.ﬂﬂhf f}itﬂi’

failing to detonate (Harnden, 20060, p. 20).

Parndﬂx:ia‘.nn_}r, as the bombs g(_)i: mie and winre advanesd; PIRA Y dvierall capa-
bility became legs robust—a single device faitlure could resulein security forces hab-
blmg the group’s capabilities for an extended penm{ Because of these potential
vulnerabilities, PIRA sought ro broader irs repertoire of remote detonation techuolo-

glesy exploring alternative options such as the usx: of radar &etectms and poi;ce radar

guns, photographic wnies wriggered by flashes of ilght,

sarage-door apeners; wnd even pm]ectiie detonation,” fey sfmomw WO mecﬁ phtfs:‘:‘-’
t and ser off 3 bomb (Geraghry, 2000, pp.

-mgcthfr o complete a iuma ciea
2092105

Evcn 38 'd-cfjttq s.'biéq;am.ﬁ-mmrc ‘Ign:ci Fiatatay ﬁ&vmnxﬁ, PIRA ges

vation technolo

rained oider féﬂirﬁmidg, ¢ for use when needed. Asa ;:‘1:«51:1':}'!':'3 while different transaites
methods sere being used, command wires were being used aswell, This allowed the
Fronp s;"vx‘]c‘ thy roixv}i bothold and new asies iatei;t»vc':ntration methsdewere _pk:‘?nm
trated and rendensd int:rfmtw:: {Usbas, 1992, p. 113} B

Automatic Detonation. To enable bombers to- fsmpe, PIRA alsoiused timing
devices to delvy detonation. Begmnm« with clocks and watches {O'Callaghan; 1999,
pp. 8 82-83) and<imple chenical’ dei:n frechanishys {Gemaghtv, 2000, p. 207), PIRA
shifted xo much morte acenrate timers tken from others devices or deveimpfd feom
scratch, The group buile timers that could delay detonation for weeks or months,
techsology used inan Atrempt on Lhreen hhmbeth in 1977 (Glover, 1978} and &
1984 attack oy Prime Miutster: '\/thgas‘ct Thatcher at a Parcy confercnecin Brighton..

B PIR At exptorf. ;
T bombs‘ alchough'sf

sf‘ ehm‘l

Sommonw ;
- Pihn mEnh 8;5“_G$ i

El’“'ﬂl‘ﬂ i
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441 Inathers I harrshiad sk

s mewh wt ]me @ nimze» T3S
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TIRA also adopted movement-triggered devices to detonate bombs placed under cars,
rargeting the individuals who owned the vehicles. These devices were reporredly im-
proved with asdstance frony other Irish terrorise proups, which may have obrained
the teahn(}loktgy from groups outside the region (Drake, 1991, p. 48‘ O Ballance,
1981, p. 237).

A key development' in PIRA rimer technology was the adoprion of the

;\-‘Icsm,tpark timer, a small pocket timer markesed o help people track the time re-
mairitng on their merer when t_he_y 'pa_r.ked their cir. The simers were: very sccurate,
and the group acquired « large number of thens.® Because of the suitabilit_? and
availability of the Memopark timers, PIRA relied on them for an extended period
and was not forced. to iinovare as dramatically in timer technology

Just as PIRA had specific cells pro-si:iicing explosives materials, it alsosinstirution

alized production of the bombs’ electronic components, It developed nearly stan—
(latdi?l.‘d t’i!‘ﬂiﬂg aﬂ.d POV"(I" {]ni{Q"(I]at l‘!’:c lni“taﬂ' f‘t{ls CQ“](I u;f B33 fo:‘"thC"shf;f
COII]P"TIIC'[}(Q l-i'\ t_he;r Upﬁi"{tiﬁ.{ig' Th"; ]fvf'i (}F Strll')ili’[\*’ J.llD\\'c—d !'}1(-‘ grt)lip o iﬂ( (}rl\} i
rate standard: mitu devices oo its hambs, suchas m:ismmr ]q_ghn o assure thar the
I.‘l:i]"ﬁi«) mh.PfﬂPﬂf;}' ‘BeT i‘)r&)ﬂ: Jf“"{l‘[g,.aﬂl_l Eix l!Sc-&ELQ(}de} Lln'lﬂfs ti‘i-ﬂi “’(Jui& AFE:
the bomb alier a set amount of tme had Pass.cd.]?- The smbizir}-'- of device construc-
t;(}[l als() f'ililbl‘.l:d‘ C{}f}fi'ﬂ‘liﬂ'lls lln;j r(}vcl\lei}t‘i‘l‘ t]“c dfvil‘.ﬁ 0Over Tinlﬁ, Si"ﬁc‘e fllﬁ SR
1adividuats were i}miding many gencrations of explosive deviers

‘thhough security Forces indibased thae eee wete fosr bapdets ta cxpandmw
ph’ot’*uct{t}n (li thl".'. “nits “ithls} thC gIDUP— Qlli:f" COmPﬂf&l:lVC}}_g' Slinpiﬁ Sk!}iﬁ AET
needed [ro manufacture the devices], . . . we would novexpect FIRA to have greac
déffculey i1 expanding production and we expect this ta happen” {Glover; 1978)—
such expansion was not observed. Discussions with law enforcement and former se-
curity forces members indicated char signatures of individual bomb-makers could be
; mus..h of the conflicr. This suggests that PIRA decided it was more

Er.\r.k :d thrcmg

pecialists’ knowledge through the nrganization by the foem
"'-of the devices they built, racher than broadly teaching many group membess to make
bombx for themselves.
Although the use of tdmens and delays before detonation improved the safety of
volunteers, it also prOYidi‘d security foroes with the :ﬂ}iiity o focate and defuse the

7 fhid,
B Lf‘.trlm_ﬁ_li Interviews with 5 Farmer seouriny foivces member and 2 Taie entarcemigns official, Engiard, _\im:h
2008,

T oagn . ot . x4, - L7 3 -
 These vaterytnoatm devices weer incoiporaed pnza mannally derowacsd bonvbe us wall s heby ansurs the sty
of the vilunsears planang them fperenal inrerview with 2 law enforcemens official England, March 2004}

A6 emralf?’eﬁ nmu“‘)cm: ng of sh. l.lrl-:u's 1}1\.«»«\1 the secuty Forves o hurii ”i inforay ':.*n on individuad

"l'l < \nmf

‘? 76). Comments by intenviesrees

stiggfmf':i s_fmr ﬁ:is m:\ii;mz‘d ti:n;agb-j:-ur ri*.e g:.\:'mp'.s gageer.,
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devices (Jenkins and Gersten, 2001, p. 19). This required additional learning by
PIRA and led to another area of tcchno]ogi(.,ﬂ s.qmpt:titmn berween irand the seco-
rity forces; i.ey baillding in tamper-sesistance or “hnoby trapping” deviees to prevent
bombs from hr:lng &chlscd. The innovations reportedly included the use of light-
sensitive devices in detonatore (O Baflance, 1981, p. 169} and elecromagnetic traps
thar would ser off the bomb if 2 meral detecror was used to Lyt taeate its hiding
place (Geraghry, 2000, p. 208).

Building Expertisa. PIRA's if.:-ng- .npér_\uionai hismr_y and the 'a'bii.ir:; of its bomb-
mukers to nmintain their freedom and increase their expertise were critical to the
i)tg;iili.z‘it:idll,& !v:arn'i'n'g c‘ipabi;iin" “The rviture terrorists, im.'iudin}_r for instance the
feading bomb-makess, wic usually sutficiendy cuining to avaid arrest. They are con-
tinually learning from. mistakes and clcveiopmg their expertise: We can thercfar& X
pect to see increased professionalism and the greater exploication of modern technol-
gy For torrorise pusposes” (Glover, 1978}, The ability of these individuals to operame

in. .E}It‘ ﬂ(}mpafﬂti\“ﬂ Sa{ﬁry' {if:tl].if RCP‘! l}il{‘ i}g Ift‘tand -[:(}E'. a -si’_gniﬂ(::l-nt Por{iuil: Oitzlf
grog P_.’s career was also i_mp‘ur[:_mt-_‘ interviewees indicated thas the gronp wsed test-
Fitih% r'angr's i tt"lt Rt‘.‘publsc arul t}\ ar t}‘i:m't:. were Frr:q iTerif i‘cpnrts’ €27 if.]C'.l] a.t'x.r]nju'ltics
of un,cxp}aincd c;ﬁ_.plua.i(sns' in the siddle of the n}@t. It would '(,ml-_\,' be muoch lacer
that the crater thar tesulted from an expesimnent would be discovered in a remore for-
st oor I?c(l('i.id m Tﬁstﬁ \}\’i:‘rc" d]w ffpi)l‘ LEKll‘;'”&lJ.rT'iC(j. QUL iI] f}’(c b{’rﬁjff &(\Utiriﬁs WI!C!’{: o
curity forces’ consrol was weaker—"South Armagh's strategic position on e bordes
ﬂild thﬁ {Pﬁf.ﬂ'l,lﬂ:{ﬁble ’Sfffngd’l Of aIn‘iﬁ'd Lepub];cﬁilibn} ,t]‘cif-ha\ff m_ﬁl!}t thar [k h.*ﬁ
long been the place where new weaporis and prototype bombs have been tested afeer
being produced by the PIRA]'s Dublin based engineering departmiend” (Harnden,
2604, p. 19}

The vrganization alse instrured processes to investigate failures, which cnabled
it in l-.-::a.rn fh)m its m;s.rﬁk:s Though ot all sich investipations produced results

: 2152}, thie learning provesses were a route for the group
to lmdcrsmnd :mni ,uiipt to seourisy forces’ s.i'r'mg-;e and innovations {Collins and
;\‘ic(sowcrn, 1998, Pp- 3(}2—3(:5}.

Measures of Learning in the Use of Explosives. A number of measures could be
used t gauge group learning in explosives. PIRA successfully carried our several sig-
nificant rechaological uh*mgcs adopring new deronation mechanisns and cech-
nigques, Smaller ssodifications in the construction of devices, such as the incorpora-
tion of safery devices Inro timing and power units over tinie, are also an indicardr of

¥ Purennal  nrernews with formecsernn 1y Forces members, England, Maech 290¢,
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