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MILITARY COMMISSONS TRIAL JUDICI ARY
GUANTANAM O BAY, CUBA

UNITED STATES OF AMERICA AE 118M
V. RULING
KHALID SHAIKH MOH AMM AD, Defense Motion to Abate Proceedngs
WAL ID MUHAMMA D SALIH Pending Complance With
MUBARAK BIN ‘AT TASH, Protedive Order #1

RAMZI BIN AL SHIBH,
AL ABDUL AZIZ ALI,
MUSTAFA AHMED ADAM 25 April 2019
AL HAWSAW|

1. Procedural History.

a.0n 9 Bnuay 2013, M. Ali (ak.a a Baluchi) and Mr. bin ‘Attash, noved? the
Commissonto abae the proceedings unil the Government addressed four specific information
security process isses.? The Deferse agued these isstes must beesolved for themto comply
with the Commissiois Rotecive Qrder (PO) #12 which addesses the handling of classfied
informaion.

b. The paties argued the matter before the Commisson in open esson on 20 and

21 March 2017% closed sesson on 23 Mirch 2017° and @ain in open esson on 25 Mirch

1AE 118 (WBA, AAA), Motionto Abate Praeedngs Rernding Compliancewith Protecive Order #1, paras 3.a-d,
filed 9 &nuay 2013.

2 The remaining Accused laterjoined the motion in whole orin pat. See 118 (Mohanmad), Mr. Mohammad s
Notice of Jonde To Joh and AdoptAE 118 (WBA, AAA), Motionto Abae Procealings Perding Compliancewith
Proedive Order #1, fled 17 &nuay 2013;AE 118 RBS), Deferse Notice of Jondea To Jon and AdoptAE 118
(WBA, AAA), Deferse Motionto Abate Preeedngs Rerding

Compliancewith Proedive Order #1, fled 18 &nuay 2013 AE 118 MAH Joinde), Motion of Mr. Hawsawi to
Partially Join and Suppemert Mr. bin ‘Attash and a Baluchi’s Motion to Abae Proceedhgs Pendng Compliance
with Proedive Order #1, fled 23 &nuay 2013 {oining fully asto the bag motion’s requested relief, satemert of
law, and argumert; and joining in part as to itsfads and providing supgdemertal fads and attachmerts).

3 AE 013BBBB Third Amended Pratecive Order #1 To Praect Agairst Disclosure of National Security
Information, dated 6 dly 2015.

4 Undfficial/Unattherticated Transcript of the USv. Khalid Shaikh Mohammad, et al., Motions Healing, Dated
20 March 2017 fom 3:47 PM. to 428 P.M., at pp. 1478714816,and 21 March2017 from 8:58 AM. t010:14
A.M. a pp. 1480-25.

5 Trarscript Dated 23 March 2017 fom 9:34 AM. to 11:37A.M. a pp1531416.
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20198 and cbsed sesg0n on 26 Mrch 2019. Duing the latestoral argument, the Deferse

represented thatonly one ofthefour original issues sgecified in AE 118 emain unresolved -the
lack of Deferse acces tocurent relevantsecuity classfic ation guides (SCG).” The Deferse
stated thatthe lack of SQGs leals to hreeproblems: (1) results in anbiguity and alack of
uniform guidance as envisioned by Execuive Oder (‘EO”) 13526;(2) generaes inadvertent
spills of clasgfied materia; and (3) has a chilling effead uponthe Deferse teans calsed by lf-
censorship. TheGovemment, in tun, agued that the Deferse has akad/ beengiven adegate
classificaion gudarce, the isste wasprevioudy litigated ard decidedin AE 054C (a& least with
regectto the Central Intelligence Agercy’s (CIA) SCG,® ard secuity reviews recesarily
require sgnificant ime given the anountof administrative resources avail able and the volume of
information requiring review.®

c. During oral argument, and in respong to quetionsfrom the Commisson, the Deferse
indicatedthat they typicdly use ource material whenderivatively clasifying Defense work
product According to e Defense, the primary difficulty arses when they combine material, and
in doing so, unknoimgly change the overdl clasdfication. The Defense stated thet this isse
primarily arises in the context of the CIA Rendition, Detention, andinterrogation (RDI)
program, and o alesser extent, with respect to issies related to conditionsof confinenent.
Finally, the Deferse stessedthat the scuity clasificaion review proces takesfar too long,

sametimesupwards d ore yearto get material reviewed

8 Transcript Dated 25 March 2018 from 9:01 A M. to 10:18 PM. at pp. 228622307

" Trarscript at p 22287.

8 AE 054COrder, Mr. d Baluchi’'s Motionto Compd the Produdion of Discovey, daed 31 May 2013.
® Trarscript at p 14806.

Appellate Exhibit 118M
Page 2 of 9

UNCLASSIFIED//FOR PUBLIC RELEASE



UNCLASSIFIED//FOR PUBLIC RELEASE
2. Andings of Fact.

a. The Deferse Teams which fall administratively under the Departmentof Deferse
(DoD), includecleara personnelwho routinely and in accodance with applicalde law receve,
posgss denvatively classfy, and/ar diseminate classfied information as part of their official
duties. Additionally, ead Defense Teamhas an asgned Deferse Information Security Officer
(DISO) whos assgned duies include, fa]sgst[ing] the Defense with gpplying classficaion
guides,” and “[a]ssst[ing] the Defense in peaforming their duty © gply derivative classficaion
markings pusuant to EO. 13526 § 2.1).”1°

b. In litigating the AE 396 ries, this Commissioprevioudy recaynized “the
classfication review processenvisioned by [PO#1] is notfunctioning n atimely manne.” 1
From this, he Conmisson ordeed the Government to “obtain classfication review for al
discovery for which they wereunsue of the classficaion.”!? Nevertheless, the proces o
secuity clasgfic ation review for Defense work productremains protraded; now including issies
with the Government faili ng to ncluderequired indruction for informétion it produces as
Originator Contolled (ORCON) to the Defense.*3

c.On6 ne2013, n respone to the Conmisgon's protedive order for classfied

information in effect at the time,** the Convening Authority (CA) issued amemorandum'® to

10See AE 013BBBB a 8.

11 AE 396G Trial Conduct Order Pending Classfication Review, daed 5 line2017 &8.

214,

13The DoD Manua (DoDM) 520001-V2 states “[t]he oiiginator[of information marked ORCON] shall include a
point of cortactwho canmake ORCON release deteminaions an dl i nformation marked ORCON. Include,at a
minimum, name or paitiontitle ofthe coad and a cumrt telephone nunber” See DoDM 5200012 (2012, 1-
117at 89.

14 See AE 013AA Amended Protective Order #1, To Protect Against disclosure of Nationd Security Information,
datd9 February 2013 para. 6h “To the exend the Defense is nat cettain ofthe chssficaion ofinformation it
wishes to disclose, the Deferse shdl follow procedues esthlishedby the Offic e of Military Commissians for a
detemination asto its classficaion.”

15 See Memorardum from CA to Defernse Coursel, Subject Clarificaion of Deferse Qassficaion Review Requeg
Procedue, daed 6 1ine2013(CA Memorandum) fourd & AE 013HH (AAA Sup), Mr. a Baluch’s Supplemert to
Motion to Amend AE 013AA Prokedive Orde #1 to ®cue Privilegal Aassficaion Review, filed 7 ine2013,
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Defen® Coungl setting forth the procedure for Defernse Teans to oltain clasificaion reviews
of Defense work productwhen they wereuncettain of the chssficaion level. Soecificdly, the
CA direcied Deferse teams toforward thework productto the Diredor, Office d Special
Seaurity, Washingon Headquaters Service (OSSWHS) (or arepresenative d that offi ce) and
consicer the information clasgfied until ndified it is nd classfied. OSS-WHS would then
coordinate with the relevant Original Classficaion Authorities (OCA) “or other approprate
agerty, asnecessary, regarding appropriate clasificaion.”*® This procecure remans ineffectto
date.

d. AE 013BBBBY’ is the protective order currently in effect to protect against tre
disclosue d clasified information (PO #1). Paragraph 4.d ofPO # 1 incorporatesthe CA’s
procedure and povides protedionsfor the attorney-client ard ather Deferse privilegeswhenthe
Deferse els classficaion review through OSSWHS:

d. To the fullest extent possble, the clasificaion review procedure mus presive te

lawyer-client and ather related legally-recagnized privileges

(1) The Deferse may sulmit documens to tre Chief Secuity Officer, Office d

Special Secuity with a request br clasification review. If the Deferse claims rivilege

for a dowment subnitted for classficdion review, the [D]efense shall banna-mark the

doaument “PRIVILEGED.”
(2) The Chief Seaurity Officer, Office of Speia Seaurity, shall consut with the
appropriete OCA to obtin clasdfication review of doawments subrnitted for that pupose.

The Chief Secuity Officer, Office d Special Secuity, shall nat disclose  any other entity

any information provided by a DISO, including any component of the Office of Military

Commissionsgexcept that the entity may inform the military judge of any information that
presens a curentthreatto loss élife a presens animmedate safety isste in the detention

Attach C. This memorandumwas amodification of an earlier CA memorardum onthe subpd. See Memorandum
to Deferse Coursel from the CA ertitled “D efense Classificaion Review Requeg Procedure” datd 20 Fekruary
2013 a AE 013HH (AAA), Defense Motionto Amerd AE 013AA Protecive Order #1to Secue Pivileged
Classfication Review, filed 2 May 2013, Attach. C.

16 CA Memorandum.

17 AE 013BBBB Third Amended Pratedive Order #1 To PraectAgairst Disclosure ofNational Secuity
Information, dated 6 dly 2015.
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fadlity. This does not irclude adminidrative mattes necessary for the maragementof the
seaurity responsiliities o the Office of Military Commissions.

(3) Submisgon of document for clasgficaion review shall not be ondrued to
waive, limit, or otherwise rende ingpplicable the atbrey-client privilege or work product
protedions?®
e. The procedures br privilegedDeferse clasification reviews establshed by the
CA Memorandumand PO#1 hae resulted in excesive celay in the clasificaion review
process
3. Law.

a.Burden of Perauason. As Movants, he Acclsed bearthe burden of proving any facts
prerecuisite o the relef they seekby apreponcerance of the evidene.*®

b. Saurity Clasgfication Guides:

(1) Executive Order 13526 (2010) (Applicableto all executive branch agencies).

Execive lranch gercies“with original classfic ation autharity shall prepare clasificaion
guides o fadlit ate the prope and unform deivative classfication of information.” EO 13526 §
2.2 (D10),1-37.2° SOGs “shall conform to gandards contained in diredives issied unde this
order.” EO 13526 § 2.2Moreover, “[e]lachgude shall be approve persorally and in writing by
an official who: (1) has program or supeavisory responshility over the information oris the
senior agercy official; and (2) is authorized to classfy information originaly at the highest level
of clasification prescribed in theguide.” Id. Exeautive lranch gercies“shall establish

procedures o ensure that cbssficaion gudes are reviewed and updéed as provided in diredives

isaied unde this ader.” Id.

181d. at 8.

1I9R.M.C. 905€)(1)-(2).

20 Derivative chssificaion’ mears theincarporating, paraphrasing, restating, or geerating innew form
information thatis aready classfied andmarking the rewly developed mateiial corsisent with the chssfication
markings tha appl to the sourceinformation.” EO 135268 6.1.
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(2) 32 Code of Federal Regulations (C.F.R.) § 2001.15 (2010) (applicable to all
executive branch agencies). Clasdfic ation guides stall a aminimum:
(1) [i]dentify the sulect matte of the clasdfication guide; (2)
[[]dentify the [original clasdfication authority] by name amd
postion, or pasonal identifier; (3) [i]dentify an ageng pointof-
contad or pointsof-contad for questions regading the
clasgfication guide; (4) [p]rovidethe dag of issuan@ or last review;
(5) [s]tate precisely the ekments of information tobe poteded; (6)
[sltate which clasificaion level aplies to each elenment of
information, and, when useful, specify the ekmens d

information that are unclassfied; [and] (7) [s]tate,when appicable,
specialhandling caweas.

32 CF.R. § 2001.15 (@10).

(3) DoDM 5200.45 (2 April 2013 Incorporating Change 1, Effective 6 April 2018
(applicable to Department of Defense Components). The Under Secretary of Defense for
Intelligence “hall . . . owersee he DoD Information Seaurity Program, which includes the
devebpment, didribution, meintenane, revision, and @ncdlation d seaurity classfication
guides.” DoDM 5200.45(2013) para 4.a. [@patments unde the ontrol of the DoD with
original clasdfication authority shell: “ (1) [i] sste and diseminate seaurity clasgfication
guidancefor eadh sydem, plan, program, projed, or misson involvingclassfied information
unde their jurisdiction;?* (2) [r]eview secuity classificaion guidance sswed uncer their
authority once ewery 5 yeas toersue curerncy and accuacy, or soorer when necessitated by
significant changes in pdicy or in the sygem, plan, progam, piojed, or misson, and upda the
guidesasrequired:?? and (3 [r]evise, whene\er necessary for effective derivative dassfic ation,

the seaurity clasdfication guies issied under their authority.” 23

21 DoDM 5200.45, paz 4.(1).
221d., para. 4.b(2).
21d., pam. 4.b(3).
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4. Analysis.

a. During oral argument, the Defense acknowledged thattheir need for SGGs is argely
drivenby the inefficiency and delay ascciated with the curentsecurity clasdgficaion review
proces for Defense work product. TheConmisgon conairs with this &sessnent. Given the
current condruct and padice, DISOs cannot effectively perform their assgned duies becaise
they lack acces toeither a SG5, or an acessble pointof-contad with whom to disuss gaurity
clasgfication review questions The airrent pradice promulgated by he CA Memorandumand
the Commisson in PO #1 drect the Deferse Teans t forward all work productrequiring
secuity clasgfication review to represenativesof the OSSWHS who rve ascauriers for
distribution of the material among tre various irtelligence agencies.?* This has resulted in an
unpredictable and time-consuning process hatinhibits the aility of the Defense teans tofile
timely pleadingswith reasoreble assuance of proper classfic ation makings.

b. At this d4age, the Conmisgon béieves that ordeing production ofthe SG5s may not
be the mog useful means b addess Deénse cacems about obaining imely clasdgfication
reviews of their work product Assumingthe SGGs doexist, the Commisson recognizes that
mary of the cerivative clasificaion decisionsatissie ae likely nat addressedin a shgle
comprehensve guide, bu rather require deliberation and efledion by tepetinent OCA. On the
other hand, the status quo will continue to impedethe smooth progressof this Conmisson,
patticulary asthe ca® gets closerto trial. As such, the Commisgon finds some action is

requiredto make he Deferse clasificaton review proces mae eficient

24 Neither the CA Memorardum ror the paagaph4.d of PO#1 make mention of the DoD Seaurity
Classfication/Declasificaion Review Team (SCDRT) who, by its very definition, would seem to warrant a certral
role in this process
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5. Ruling.

a. The Defense motion toabae the pocealings ending he povision of SGGsis
DENIED.

b. The Deferse notion for production ofrelevant SOGsis DEFERRED, pending an
asesmentof the measiresto beimplemented pursuant to § 6below.

6. Order.

a. Effective 14 husinessdaysfrom the dae of thisorde, the Defense will no longer send
Defense work product or seek classficaion guidance from the OSSWHS, butingeadwill usea
walled off security review teamestablshed by DoD Seaurity Classfic ation/Declassific ation
Review Team(SCDRT).

b. In orderto minmize the adminidrative burden assaiated with formal seaurity
classificaion reviews, Defernse Teans will makerea®nable eforts to nformdly quey
approprete SCDRT point(s)-of-contactto ek answvers to smple questions béore going
through heformal seaurity review process.In the event thatinformal resoluton is insfficient
on a matter, the Defense may submt Defense work productto the SCDRT walled off seaurity
review teamfor formal secuity review.

c. Within 10 businessdaysfrom the dag of this order, the Govemment will provide the
five (5) Defense Teans and the Conmisgon with contad information for:

(1) SCDRT points)-of-contad with knowledge of relevant equities for the
Deferse Teans o contad for informal inquiry regarding clasgficaion issies; and
(2) contad information for the Defense Teams to ug to subnit Defense work

productto the SADRT’ s walled off security review teamfor formal secuity review.
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d. Once he Deferse submits Defense work product requiring classficaion review to the
SCDRT walled off secuity review team the SCDRT, in consutation with any approprite non-
DoD federal depattmentor agency, shall conplete the required secuity classficaion review of
Defense work product pursuant to the proedures outined in paagraph 4.dof Third Amended
Protedive Order #1 (AE 013BBBB) within 60 daysof its submissionThe SC/DRT may request
additional time from the Commission, i email to the Chief Clerk, ona cas-by-cas bass for

particularly voluminous o complex material.?®

So ORDERED this 25thday of April, 2019.

sl
K. A. PARRELLA
Colonel, U.S Matrine Corps
Military Judge

25 Upon completion of the assessment of the measure®rdered the Commissian will determinewhether it is
approprate to amerd paagaph4.d of PO#1 to implemert the new procedues.
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