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MILITARY COMM ISSONS TRIAL JUDICI ARY
GUANTANAM O BAY, CUBA

UNITED STATES OF AMERICA AE 018U (3rd Amend)
V. THIRD AM ENDED ORDER
KHALID SHAIKH MOHAMM AD, Privileged Wri tten Communications

WALID MUHAMM AD SALIH
MUBARAK BIN ‘ATTA SH,
RAMZ| BIN AL SHIBH,
ALI ABDUL AZIZ AL,

MUSTAFA AHMED ADAM 28March 2019
AL HAWSAW |

1. The Accisedin United Staes v. Khalid Shakh Mohammad, Walid Muhammad Saih Mubarak
Bin *Attash Ramz Bin al Shibh,Ali Abdul Aziz Ali, andMugafa Ahmed Adamal Hawsawi were
arragned on 5May 2012.As such, thisOrder only gpplies tothes cass.
2. Definitions.

a.Accused Khalid Shaikh Mohammad, Walid Muhammad Salih bin ‘ Attash, Ramzi Bin
al Shibh, Ali Abdu Aziz Ali (aka“al Baluchi”), and Mugafa Ahmed Adamal Hawsawi.

b. Deferse Coun®l: Thos atbrneys designated by the Accused, on tte record, as

counsl.

c. Defense Rersonrel: Includes cocoungl, interpreters, rarslators, pardegals,

investigators, experts, consutants, and all other personnelor suppat saff auhorized anl
ergagedin, o enployedto asist in the defense d the Accused, pusuantto the auhority found
in the Manual for Milit ary Commissionsand tre Regulation for Trial by Milit ary Commission.

d. United States Govemment (USG) Personnel Refers toary personenployed by or

affiliated with the United Sttesotherthan counsl of recad for the Accused or their Deferse
Personnel The tem includes, but is nolimited to, personsacting atthe drection o or with the

knowledgeof any agency of the United States and Jant Tak Force Quantammo.
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e. Military Commisson Rivilege Review Tean (Privilege Team):

(1) A team candsting o ore a more Department of Defense (DoD) attorneys ard
oneor more intelligence a law enforcement personrel who have rot takenpart in, ard, in the
future, shell not take part in, a military commgsson, a Gombatant Setus Review Tribural,
Administrative Review Board, Periodic Review Board, a haleas copus poceealings invdving
the Accused (other than acting as a Rvilege Team member or equivalent for the habes corpus
or other proceedngs.

(2) Al members o the Privilege Team will bebound bya nondisdosue
ageament to reseve the lawyer-client and aher related legall y-recagnizedprivilegesto the
fullest extent posgble in amanner congstent with this Order.

(3) If required, the Military Commisson Privilege Team may include interpreters
ard trarslators, provided that sich personrel meetthese ame ciiteria.

f. Lawyer-Client Privileged Commuiications

(1) Communications that ae privilegedwithin the meaning o Milit ary
Commisson Rule of Evidence (M.C.R.E.) 502,which may includeoriginal handwritten or
typewritten corregponcence letweenthe Accused and hisDeferse Coungl bealing the sgnature
of the Defense Goungl (or arepresenative d the Defernse Coursd encompasseal by M.C.R.E.
502).

(2) Attorney Work Productis enmmpassd within Lawyer-Client Privileged
Communcations

g. Other Cas=-Related Material:

(1) Communicatonshbetweena Deferse Coungl and the Accusedthat ae drecty
related to the Accuseds military commsson bu are rot privilegedwithin the meaning o

M.C.R.E. 502.Thisincludes dscovery and related material, ard recads d Milit ary Commisson
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proceedngs,including wurt filings. Caurt filings nay be provided tothe Accused, including
those marked as PUO, urless they are gedficaly marked“N ot Releasable to” the Accused?!

(2) Documents initially identified as Other Case-Related Material that ae
subgquently incorporated by Defense Coungl or the Accusedinto work product or lawyer-
client communications a that are agyregatedto suppat a particular commnunicaton o reflectthe
lawyer's mental impressons @ drategy, may becane Lawyer-Client Privileged Commuications
under M.C.R.E. 502.1f sich material is akready in the ppsession of the Accused JTF-GTMO
personrel are rot regponsble for retrieving dawumens previoudy sulmitted as Other Case-
Related Maternal," or resmarking themin conformity with paragraph 5.b.bebw.

(3) Letters d introduction by the Accusedthat ae directy relatedto the Military
Commissoninvolving that Accused and recessary to the prepardion o the defense can be
classfied as‘Other Case-Related Material” i f they meetall Privilege Team secuity review
requirements.

h. Milit ary CommissionsNon-L egal Mail and Material: All correponcerce, docunents,

meda in any form, or amilar material that do nd fall within paragaphs 2f or 2.g, above.
i. Contraband:
(1) Any physcad item or prohibited information the Commander, JTF-GTMO, or
his desgnee,hasdeemedto ke impemissble or inappropriate br anAccused Detanee b
tranamit, pos®ss, be informedof (orally or in writing) or view, subectto the excegtionin
paragaph 2.i.(4), below, or any physcd item whose recapt and/or transmisson by te Accused

is prohibited without prior authorization by Commander, JTF-GTMO, or hisdesignee This

! This sentenceis a thange fom AE 018U (2™ Amend), Secovd Amended Order, Privil egedWritten
Communicaions, daied 1 Augug 2018.The sentencein the prior Order read “This includes discovery andreated
material thatis releasable to the Accused ard recads of commisson proceedngs, including caurt filings when
relessable tothe Acaised
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includes material that, if introducedinto the detention facilit y reasorably could be expectedto
realt in immedate ard subsantel harm to rational secuity, imminent acs o violence, future
events that thregennational security, or present alireatto the operaion d the detention
fadiliti es or to USG personrel. This material may exist in any form, including correspondence,
docunents, electronic media,or smilar material.

(2) Cortrabaml includes Fhysicd Cortraband, asthattemm is definedin paragaph
2.j., below.

(3) Examples d prohibited information include:

(a) Informetion relating o any ongoingor completed military,
intelli gence, secuity or law enforcement operdions, inestgations o arest a the reallts o
sweh activities by any nation a agency;

(b) Current pdlitica or milit ary events n any courtry, historical
perspedives a disaussons onjihadist activities, including information generaed or distributed
by or on kehalf of foreign terrorist organizaions, individuals or groupsengaged in terrorist
actvities.

(c) Information alout secuity proceduresor chamesto scuity procedures
at JTFGTMO or the U.S. Naval Sttion at Guantanano Bay or information ébou the physcd
layout of the detention fadilit ies;

(d) Information éou the operdion o or changes tothe detention fadlit y;

(e) Information aout present and former detention personnelor other USG
personrel (including their names, locaions o assgnment higory); and,

(f) Information regarding the shtus d other Detainees(including former

Detaneeg at Guantaramo ard information regarding any detention  Detainees; and classfied,
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Cortrolled Unclassfied Information a Senstive but Unclassfied Information thet has nd been
approved by the Govemment for releag t the Accused
(4) Notwithganding subparagaphs2(i)(1) - (3), aove, noinformation shall be
consdered Cortrabam if defense cainsel reasorably believesit is drecty relatedto the
Milit ary Commission groceedng involving the Accused

J. Physcd Contaband: Conssts o pape fasteners (including daples, pape clips, and

binder clips), morey, stamps, cigaredtes, wegoons,chemicds, dugs,writing instruments, tems
of value and material that may be usedin an esape atenpt, or that present ahireatto the
operdion of the detention faciliti es orto USG personnel "Physicd Contraband" does nd include
written commnunications.
3. Defense Counsal Handling and Marking of Communications with the Accused.
a.Becawse d the ptential for harm posed by the transmissbn a introduction of
contraband out of/into the detention fadilit y, Defense Coungl shall nat include Contraband in
Non-Legal Mail and Materal or in Lawyer-Client Privileged Commuiications @ Other Case-
Related Material, suljectto paragraph 2i.(4), above.

b. With the exception o letters d introduction uncer paragraph 3.9.8), Defense Coursd
may nat serd, comnunicate, or otherwise distribute anAccused s mail, or ary portion o its
contents(legal or otherwise) to third parties. Only Commission caserelated legal mail will be
presentedy Defense Goungl to the Accused No member of the Defense Team will forward

third-party mail to o from the Accused

(1) Defense Gounsel may diseminate the cattents o the Accused s urtlassified
conversations tothird parties for the le purpose o preparing the Accused s defense for

Commisson pocealings.

Appellate Exh bit 018U (3rd Amend)

Page 5 of 20
UNCLASSIFIED//FOR PUBLIC RELEASE



UNCLASSIFIED//FOR PUBLIC RELEASE

(2) If Deferse Coungl believes written or recaded communication between the
Accused and a tird party is diredly related tothe Milit ary Commission and necesary to the
preparation d the deferse, Deferse Coungl may subnit such matters ex arte to the Milit ary
Judge together with an explanation o why the comnunication mud be mailed from or provided
to the Accused
(3) If the Military Judg approvesthe Defernse Coungl's request the Military
Judee shall natify the JTF-GTMO Commeander of the Commisson's ruling sothat spedal
handling procedures carbe ingituted as apropriate. The Defense nmug then ako povide rotice
to the JTF-GTMO Commander, or his desgnee,of what material it seeks to mal from o
provideto the Accused, thoughit neednat disclose its explanation tothe IF-GTMO
Commander of why that material mug be mailed from or provided to the Accused
c. When sending material to the Accused or bringing sich material to a meeing with the
Accused Deferse Coungl shell separate Lawyer-Client Privileged Commuiications, Other Case
Related Material, and Non-Legal Mail and Material.
d. Defense Coungl shall ensue all commurncationswith the Accused are marked with
appropriate classfication markings,including kanrer and pation markings.Unclassfied
communicaions $all be banner marked but do notequire portion marking.

e. Lawyer-Client Privileged Communcations

(1) Eadh page of incoming material shall include Deferse Coungl's initials or
signature onthe top right corner, aswel asthe rame and Intemment Serial Number of the
Accused The top ard batom of ead page sall also ke nmarked as LAWY ER-CLIENT
PRVILEGED COMMUNICATION UNDER M.C.R.E. 502"

(2) Defense Coungl shall include an identicaly marked cover sheetindicating tre

number of attacled pages ad a sgned attesttion by tre Defense Gounl the atacled
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communicaionis privileged from disclosure under M.C.R.E. 502and, to the best of higher
knowledge and kelief, the atbched comnunicaton deesnot contain Cortralband, Aassfied,
Controlled Unclassfied Information, or Sersitive tut Unclassified Information tre interded
redpient of the comnunicatonis nd auhorizedto recave uinder M.C.R.E. 505,the Military
CommissonsAct, ard the laws, aders, drecivesand regqulations goeming classified,
Controlled Unclassfied Information, or Senstive but Unclassfied Information, including any
protedive aders in the cag. Accused s nates anl ather materials, even if initially asessed by
Deferse Coungl to be Clasdfied, Contolled Unclassfied Information, a Senstive but
Unclassfied Information, once properly reviewed and samped as’'Releasble to the Accused”
in accadarce with this Order, may be retrnedto the Accused Materal thusreturnedto the
Accusedwill not bearany clasgfic ation markings

f. Othe CaseRelated Material

(1) Eadh page of incoming material shell include Deferse Coungl's initials o
signature onthe top right corner, aswel asthe rame and Intemment Serial Number of the
Accused The top ard batom of ead page &all also ke nmarkedas "OTHER CASE-RELATED
MATERIAL." In the cag o bound books, dg the front ard back cover needto ke marked

(2) Discovery Material. In addition tothe markings cscribedin paragaph 3¢,

abowe, before being provided tothe Accused by a Defernse Coungl, material provided by tre
Prosecutionin discovery mug be marked by the Prosecuionin a manner that makes clearthe
material has been approved for release b the Accused The spedfic language for these narkings
shall be deemined by the Proseaution and placedon eachpage d the docunent aspart of the
discovery proces. The Rossaution stall provide alist of the appoved markings to efense
Coungl, the Military Judge, the Rivilege Team, and JTF-GTMO peasonrel. If requested to do

so by tre Deferse Counsl or ordered to do so by ta Milit ary Judge, the Proseaution wil |
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provide a diplicate cqy of paper discovery materials releasable to the Accused directly to the
Privilege Team for delivery to the Accused

(3) Other Material. If the Gther Case-Related Material was nd discovery provided
by the Proseaution a a record from aMilit ary Commisson poceading, Deferse Counsl shall
include an identicdly marked cover sheet indicating the rumber of attached pages ad an
attestation signed by Deferse Coungl stating the dtachled comnunicatonis relatedto the cag
and, to thebest of his’Ther knowledge and kelief, the material doesnat contain Cortrabar,
Clasdgfied, Controlled Unclassfied Information, or Senstive but Unclassfied Information, the
intended redpient of the comnunicationis nd auhorizedto receve under M.C.R.E. 505,the
Milit ary CommissonsAct, ard the laws, aders, drecives and regulations goeming Jassified,
Controlled Unclassfied Information, or Senstive but Unclassfied Information, ircluding any
protedive aders in the cas.

g.Milit ary CommissonsNonL egal Mail and Material

(1) Eadh page of incoming maerial shall include Deferse Coungl's initials or
signature onthe top right corner, aswel asthe rame and Intemment Serial Number of the
Accused The top ard batom of ead page &all also ke nmarked as “MLITARY COMMISSON
NON-LEGAL MAIL AND MATERIAL ."

(2) Defense Gounsl shall send Non-Legal Mail and Material to the Accused
throughthe United Sttes P dal Service. It shall be reviewed by USG pasonrel a JTFGTMO
under the Stawdlard Operaing Procedures br Detainee Non-Legal Mail. However, in
extraardinary circunrstarces, if a Deferse Counl requiresdelivery of such material to the
Accusedin an expeditedmanner, Defense Coungel cansubmit a reqiest br expeditedprocesing
to JTFGTMO via the Rivilege Team. In the request Defense Coungl shall sate the requested

delivery dae for the material and an explanation for why expeditedprocesing is required The
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Privilege Team shall deliver Deferse Coungl's request and the Non-Legal Mail and Material to
personnelat JTF-GTMO. If the requestis granted this matenal shell, to the maximum extent
possble, be given expedited priority by JIF-GTMO.

(3) During sane medingswith the Accused a Deferse Coungl may recave
material from the Accused which requires expedited procesing for rea®nsrelatedto the
Milit ary Commisson pgroceedngs. For example, the Accused may provide the Deferse Counsel
with a letter of introduction for the Deferse Coungl to ue when meding with awitness.In swch
ingarces the Deferse Coungl can submit a reaiest br expeditedprocesing 0 JTFGTMO via
the Rivilege Team. In the request Defense Counsel shall gate the date by which procesing is
required and an explanation for why expedited proessngis required. The Privilege Team shell
deliver the Deferse Coungl's request and the Non-Legal Mail and Material to personrel at JTF-
GTMO. If the requestis granted this material shall, tothe maximum extent possble, be given
expedited priority by JTIF-GTMO.
4. General Obligations of Mili tary Commission Privilege Review Team (Privilege Tean).

a. Tothe fullest extentpossble ard congstentwith the terms o this Order, the Rivilege
Team mug presrve the wyer-client ard ather related legall y-recognized privileges. Membe's
of the Rivilege Team shall nat disclose o ary personary information provided by the Accused
or Defense Coungl, exapt as provided in thisOrder.

b. All members d the Rivilege Team will execue a mon-disclosure agreement to
presrve the lawyer-client ard ather related legall y-recognized privileges tothe fullest extent
possithe in a manner consigent with this Order. Non-disclosure agreaments will be provided to
the deggnated Cout Information Secuity Officer.

c. The Rivilege Tean may nat consut with scuity and intelligence eperts regarding

patential Contraband a other urauthorizedinformation the Rivilege Team becanesaware o
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when exeauting its respongbiliti es urder this Order withoutfirst notifying the Deferse. Deferse
will be given an oppatunity to address the isste with the Rivilege Team. If the isste is nd
revlved either the Defense a the Rivilege Tean may raise the isste o the Military Judge.
Only after resdution by Defense and the Rivilege Team or by the Military Judge, may the
Privelege Team consut with secuity and intelli gence eperts regarding pdental Contraband. In
extraordinary circunstarces, the Rivilege Team may contactthe Military Judg ex @arte,
withou natice to either side, to address concems. Comad with the Military Judge will be made
through the Trial Judiciary staff.

d. The Privilege Team shall maintain alog, which contains gererd information alout its
procesing d material uncer this Order (such asthe rumber of pages date of review, etc, bu
notincluding cetails abou the ontent of the documents), as well as information aout
Contrabar or other unauthorizedmaternal that wasplacedinto the nail or meeing proces by
Deferse Coungl or ddfense pasonrel. Thislog ard information stall be keptin a £cue
location, ard shall nat be dsclosedto ary personexcep asprovidedin this Order or asnecessary
to address these $steswith conpetent auhorities, to include the Chief Defense Counsl.
Whenever possble, the Privilege Team shell advise the involved Deferse Coungl in advance
before disclosng ths informeation.

e. Nothing in this arder preventsthe Rivilege Team from consuting with JTF-GTMO
Staff Judge Advocate SJA) office almut logisticd needs in conplying with this ader. Subjed to
the excetionswithin this arder, the Rivilege Team may nat disclose any subsantive
information leaned throughcommunicaions wth the JTF-GTMO SJA office

f. After recaving permisgon from the Military Judge, the Rivilege Team shall report to
the JTF-GTMO Commander any information that rea®nably could be expectedto reallt in

immedate ard subsantial harm to mational secuity, imminent ads o violence, or future evens
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thatthreaennational secuity or present atireatto the gperdion d the detention faciliti es o to
USG persannel In his dscretion, the Commander, JTF-GTMO, may diseninate the relevant
portionsof the information to hw enforcement, milit ary, and intelligence officials, as
aporopriate.

g. This Order doesna auhorize the Rivilege Teanto condwct a chsdficaton review of
any document encompassed within the provisions d this Order.

5. Materi al from Defense Counsel to the Accused (" Incoming M aterial" ).

a. After completing tre requirements uncer paragaph 3, above, Deferse Counsl may
either deliver Incoming Materals (including Lawyer-Client Privileged Commuiications, Other
CaseRelated Material, and requess for expeditedNon-Legal Mail and Material) addressed to
his client, to the Rivilege Tean atJTF-GTMO, or mail them to an adlress for the Rivilege
Team in the Wasington, D.C. areathat shell be provided by the govemment.

b. Deferse Coungl shell sed the Lawyer-Client Privileged Commuiications, Other Case
Related Material, and Non-Legal Mail and Material in sgparae envelopes Deferse Coungl shall
cleatty mark the autside d an ervelope cantaining the material with an agoropriate annatation

depemling on tle caegory of matenal:

LAWYER-CLIENT PRIVILEGED COMM UNICATION UNDER M.C.R.E. 502
- FOR DELIVERY TO DETAINEE

MILITARY COMMISSON OTHER CASE RELATED MATERIAL
—FOR DELIVERY TO DETAINEE.

MILITARY COMMISSON NON-LEGAL MAIL OR MATERIAL
- FOR DELIVERY TO DETAINEE

c. Eachenvelope dall also irclude the Accuseds rame and Intemment Serial Number
and the Deferse Coungl's name aml return address ard the dassfication level of ary

information contained within it. Envelbpes receved by tePrivilege Team that ae rot properly

11
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marked stall be returnedto Defense Counsel unopened. Clearplastic envelopesor bags are
approved for use to contain extemal hard drives.

d. Incoming material shall nat include Fhysicd Contraband (including paer fasterrs,
staples, papeclips, and bnde clips) or other Cortraband.

e. Prior to pladng the material into the ervelope, Deferse Coungl shell ensue eat page
of Incoming Matenal is markedin accadarce with paragaphs 3e.(1) or 3.f.(1), above.

f. The Rivilege Tean stall openthe ervelopesto inspectthe catents for Physcd
Contrabam and to \erify that eactpage @ the material includes the markingsrecauired by
paragaph 3.e.(1) or 3.f.(I), above. Defense Coungl or higher represenative nay be present
during thisinspecton. Thisinspection shall nat include a eview of the sibgantve caitentof the
incoming material privileged urder M.C.R.E. 502.

(1) Physca Contaband shall be removed from the ewvelopes and dhall nat be
procesed for delivery to the Accused
(2) If, iningecting uncer paagraph 5.1 éowe, the Rivilege Team obervesin
plain view material that is na corredly markedas reqired by parag-aph 3 abowe, that material
shall nat be procesed r delivery tothe Accused Thisincorrecly marked material can include:
(a) Gererd interestmagaznes print media,or third party comnunications
that ae marked asLawyer-Client Privileged Commuications
(b) Clasdfied information, Cortrolled Unclassfied Information, or
Sersitive lut Unclassified Information whose markingsindicate it is nd agoroved br release o
the Accused
g. The Privilege Team stall consut with Deferse Coungl regarding the nmaterial

dexribedin paragaph 5f, above, in an effort to address the apparent problem(s).

12
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(2) If the dscusdonsrelve the agparent problem, the material shell be
procesed Pr delivery tothe Accused
(2) If the discussons do notesdve the problem, the material shell be retirned
to Defense Counsl by the Rivilege Team, with a written explanation regarding why it wasnot
procesed Pr delivery tothe Accused
h. Following the inspedion, the Rivilege Tean shall annaate eachpage d the naterial
with the Intemment Serial Number of the Accused, a @de indicating which Privilege Tean
member conductedthe inspection, ard a stadardized marking that indicatesthe Rivilege Team
has procesedthe materal in accordarce with this Order.
i. The procesing by tle Rivilege Team shall generdly be completed within five (5)
working days of the Rivilege Team's recapt of this material.
j. The Rivilege Tean stall sed the procesed material in parate ervelopes, in the

presence bDeferse Coungl or its represendtive if requested marked as:

LAWYER-CLIENT PRIVILEGED COMM UNICATION UNDER M.C.R.E. 502
-- APPROVED FOR DELIVERY TO DETAINEE

OTHER CASE RELATED MAT ERIAL
-- APPROVED FOR DELIVERY TO DETAINEE

REQUEST FOR EXPEDITED NON-LEGAL MAIL OR MATERIAL
FOR DELIVERY TO JTF-GTM O STAFF JUDGE ADVOCATE

k. The ®ded envelopes for Lawyer-Client Privileged Commuicationsand Other Case
Related Maternial shell cleaty indicate the identity of the Accusedto whothe ervelopes are o be
delivered and, kasedon tre markingsfound on tle docunents, the dasdficaton level of the
documents contained within it.

l. The :ded envelopes cataining Lawyer-Client Privileged Commuiications, Other

CaseRelated Material, and Requests for Expedited Non-Legal Mail may be reurnedto the
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Deferse Coungl or defense persomel for trangmisson to TF-GTMO in a manner congstent
with the dasdficaton level of the information. If requestedby Deferse Coungl, the Rivilege
Team stall placethis material on the next mail courier run to JF-GTMO.

m. If Deferse Coungl desires canfirmation thatthe documents were celiveredto the
Accused, Deferse Coungl shell provide aself-addressed envelope for that purpose. The
Accused shell be reponsble for mailing any confirmation o delivery to Defense Coursd. This
method shall be the sde and exclusve means bywhich confirmation o delivery is provided to
Defernse Counsl.

6. Material Sent from the Accused to Defense Counsel (*O utgoing Material").

a. Detaineesslall be povided by JIF-GTMO with pape and awriting uensl to prepare
written comnunications to fense Coungl. Accessto swchitems may be limited or resticted
because d the Accuseds dsciplinary and/or medical satus, athough tle Accuseds disciplinary
status shall not be abasis for denying all access to soh items.

b. In the presence of JTF-GTMO staff, the Accused stall sed the witten communication
in an ervelope that shell be amotated as LAWY ER-CLIENT MATERIAL--FOR DELIVERY
TO DEFENSE COUNSEL." Eachervelope sall be cated anl labeled with the rame and
Intemment Serial Number of the Accused and the reme d Deferse Coungl. It shall be marked
ard secured asTS/SQ perding review by Defense Gounl or other auhority for a clasification
detemmination. The sded ervelope dall be placedin a caurier bag which shall then be locked
and provided tothe Privilege Team.

c. The Rivilege Tean shall gore all Outgoing Material in a sfe locaionin the scure
area atJTF-GTMO in a manner desgnedto proted ary classfied material and lawyer-client and
related privileges urtil properly trarsferredto an aithorizedcourier for delivery to the Defense

Coun<l.
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7. Material Brought by Defense Counsel into aMeeting with the Accused.

a. Defense Coungl and defense persomel may only bring into ameeding with the
Accused material which mees the requirements for Incoming Mail in paragaph 5, above, and
that hasbeen previoudy inspected aml procesed by the RivilegeTeanm. This material shell be
submittedto the Rivilege Team with suficient time for swchinsgection to ke caxducted aml for
the maternal to ke ent to JIF-GTMO on the net courier run (if required), bu generally not less
than five (5) working days in advance d the visit. Material nat providedto the Rivilege Team
sufficiently in advance d a sheduled meeing may nat be inspecied aml trarspatedto JIF-
GTMO in time for Defense Counl to bring it into the meding.

b. Deferse Counsl and ddense pasonrel may bring writing uensls and blank pape
into ameding with the Accused JTF-GTMO personnelmay perform a Fhyscd Contraband
inspecton o the bag and lriefcasesof Deferse Coungl and defense persomel. Written
materials are sibjectto inspection by the Rivilege Team to ersure they have keen marked and
procesed

c. Defense Coungl may request pemission to lying into a meeting with the Accused
tapesor other forms o electronic commnunications. This material may be aether Case Rlatedor
Other Lawyer-Client Material and shall be sibmittedto the Rivilege Teams for procesing at
least fourteen days (14) pror to the scheduled vist. The Privilege Tean is responsble for
inspeciing tapes ad ather forms o electronic mediafor physca contraband, ard to \erify that
the tapes amh ather forms o electronic meda ae apropriately marked, pursuant to thisOrder.
Thisinspecton shall nat include a eview of the sibgantive cantent of thisincoming electronic
material, assuch material is rivileged under M.C.R.E. 502.The Commander, Jant Detention
Group, shall nat unreasonably withhad appoval of such requests if thisreview deemines that

sharing the comnunicaton with the Accutsedwould na rea®nably be expectedto resilt in
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immedate ard subsantial harm to rational secuity, imminent ads d violence, or future evens
that threaennational secuity or present alireatto the gperdion d the detention faciliti es o to
USG persaonnel

8. Material Brought Out of aMeeting Betweenthe Accused and Defense Counsel.

a. Material Retained by the Acclsed

(1) At the conpletion d ead meeing, the Acaused shall be albwed to retain any
written notesmade diring the meeingsand ary written material that wasprocesed pursuantto
paragaph 5, above, and brought intothe meding.

(2) For the written loose-led notesmade diring the meeing, Deferse Counsl
shall mark them pursuant to the procedures in paragraph 3,above. All material shall then be
inspeded by the Privilege Team pursuant to the procedures in paragraph 5, above. EachAccused
will be provided an appropriately pre-marked notebookin which to take notes duing hislegal
meeings. This book nay only ke kept in his posessonand legal bin.

(3) Under no circunstarces shold the Accused or Defense Counsl commingle
Lawyer-Client Privileged Commuiications, Other Case Related Maternial, and/or Legal or Non-
Legal Materal.

b. Material Retained by Defense Gounsl

(1) Following a Deferse Coungl's meeing with the Accused the rotesor
documents used or produced during the visits shall be seded by the Defense Coungl in the
presence & JTF-GTMO personrel. The ervelope dall be marked with the Intemment Serial
Numbe of the Accused and rame d the Deferse Counl ard labeled as"Milit ary Commisgons
Meeing Docurrents-For Delivery to Counsl” ard the classification level of any information

contained within it.
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(2) Any material Deferse Coungl requiresfor further meetingscan be plcedin a
separate ervelope ard mace available to Defense Coungl at the next meding.

(3) Upon completion d all medings, he ewvelope(s) shall be seded into alarger
envelope by JIF-GTMO personrel. The larger envelope sall be marked as Milit ary
Commisson Meding Documents--For Delivery to Counsgl" and annatated with Deferse
Coungl's nane and the Accuseds Intemment Serial Number ard the dassficaton level of ary
information contained within it.

(4) If Deferse Counsl will nat be cauriering ths material, the larger envelope
shall be plcedin a caurier bag which stall then be lockedand provided tothe Privilege Team at
JTF-GTMO. The Rivilege Tean shall sore this matenal in a sfe locaionin the cue area at
JTF-GTMO in a manrer desgnedto proted ary clasified material and lawyer-client ard related
privileges until properly trarsferred to a govemment-desgnated caurier for delivery to Defense
Counsl.

9. Material Brought Into and Out of Military Commisson Hearings

a Materal Brough Into Canmisson Heaings

(1) TheAccused may bring into a Milit ary Commisgon hearing any documents
ard material propery posessedin accadarce with this Orderthat ae necesary and relevant to
the Accuseds Milit ary Commisson proceedng. This material shall nat be sibjectto inspection
by the Rivilege Team before keing brough into aheaiing, butis suljectto inspection by JF-
GTMO gaff for Physcd Contaband.

(2) Defense Coungel may bring intoa Milit ary Commisdon teaing any
docunents ard material necessary and relevant to represent the Accused This material shall nat
be subpd to ingection by the Privilege Tean beore being brouglt into aheaiing, but issulject

to ingection by IF-GTMO gaff for Physcd Cortraband. Defense Coungl are equiredto
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proted Classfied maerial, Cortrolled Unclassfied Information, and Senstive but Unclassfied
Information from urauthorized disclosure, including during commisson heatings.

b. Material BroughtOut of Commisson Heaiings

(1) The Accused may nat return to the detention fadlit y with meterial brought out
of a Milit ary Commisgon heaiing urless tre material isinspgected by the Rivilege Teamin
accadarce with the ssme ciiteria and proceduresoutlinedin paragaph 5, above.

(2) Defense Coungel may retain material brought ou of a Milit ary Commisson
heaiing withou aninspection by the Rivilege TeamAsin all stuations,if Deferse Counsl
knows, reasonably shodd know, or is urcettain whethe material brought out & a Milit ary
Commisson hearing with the Accused contains clasified information, Deferse Counsl mug
take apropriate measuresto protectswch matenal.

(3) Defense Counsl qualified as cariers atthe appropriate level stall sed,
handle, transpat, and secue sich material in accadarce with DoD regulations. Defense
Coungl who are rot qualified as cairiers atthe apropriate level stall give the dassified or
believed to be chssfied naes, dauments or material used or produced durihg the hearing to a
qualified courier to ke stred, handled, ard trarspated as clasfied material atthe agropriate
level of classification
10. Storage of and Accessto Legal Material. The Accused s storageof and acces to Lawyer-
Client Privileged Commuircationsand Other Case-Related Material shall be in accadarce with
the JTF-GTMO Stardard Operating Procedures provided that these Standard Opeating
Proceduresallow the Accused atleast ore lecal bin within his cdl at all times recardless o his
disciplinary status,with notime limit onacces tolegal bins. The Accusedwill be pesent if

legal binsare noved or replaced
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11.Inspection of Legal Bins.

a.EachAccused poses ore a more @ntainers knowvn as "le@ bins," in which they
store materials proteded by the lawyer-client privilege, as defined in M.C.R.E. 502@)(1). These
materials are identified by variousmarkings, ircluding gamps d variousforms gacedfrom time
to time by USG personrel and kanners a markings pacedby counsel for the Accused or their
represenatives. The cattentof matenals beaiing any of thesevariousmarkings, néwithsanding
incongstercies in their form, may nat be reador otherwise doserved for contentby USG
personrel otherthanto identify thatthe materials are, in fact, marked

b. USG personrel may inspect legal bins d an Accusedonly in the presence d a trained
Non-Commissoned Officer or higher asdesgnated by the bint Detention Group Canmander
ard only for contrabaml. Cortrabar is definedin paragaph 2i., ebowe.

c. Materials aherthanphyscd Contraband observedin the legl bins d the Accused, if
ary, which do na bearthe markingsreferredto in paragraph 3stall be segegatedin a £ded
container, labeled with the date,time and identification o the USG personnel by whom it was
obseived and retaned by the Non-Commissoned Officer supevising the ingoection. In such an
event, anattorney representative d the SJIA will be immedately natified. Seizure o such
material may occur only upon tle prior authorization o an attorney repreentative o the SJA,
made pon persoral inspection. If the materials are determined to ke propery marked, they will
be returnedtothe Accsed If the matenials are rot properly marked, they will be retained by the
attorney repreentative d the SIA and coungel for the Accused shell be imnediately natified. If
the materials ariginated with Deferse Coungl, they shell be pomptly returned to counsl. The
materials stall not be dupicated, photogaphed, or otherwise copied by any processprior to

being shovn to Defense Counsl.
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d. Material, marked asindicatedin paragaph 11.a, above, thatis foundin locaions dher
thanthe legal bin of anAccused shall be segegatedin a £ded cattainer, labeled with the date
andtime and identification d the USG personrel by whom it wasobsrved ard retaned by the
Non-Commissoned Officer supavising the ingoection.

(1) In sich an evat, anatiorney regresentative d the SIA will be immedately
notified. Seizure o such material may occur only uponthe prior autharization of an atorney
represenative o the SIA, made pon gersorel inspecton. If the materals are determinedto ke
propely marked, they will be reurnedto the Accused

(2) If the materials are rot propery marked, they will beretained by the atbrney
represenative o the SIA, and Deferse Coungl for the Accused shall be immedately natified. If
the materials ariginated with counsel, they shall be promptly returned to Defanse Coungl. The
materials shall nat be duplicated photogaphed, or otherwise copied by any processprior to
being shown to counl.

12. Storage of and Accessto Non-Legal Material. The Accuseds storageof ard access to
Non-Legal Mail and Materal shell be in accadarce with the TF-GTMO Stardard Operating

Procedures

So ORDERED this 28thday of March, 2019.

1€l

K.A. PARRELLA

lorel, U. S. Marine Corps
Milit ary Judge
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