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MILITARY COMMISSIONS TRIAL JUDICIARY 
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AE32l(WBA) 

v. 

KHALID SHAIKH MOHAMMAD, 
W ALID MUHAMMAD SALIH MUBARAK 
BIN 'ATTASH, 
RAMZI BIN AL SHffiH, 
ALI ABDUL AZIZ ALI, 
MUSTAFA AHMED ADAM 
ALHAWSAWI 

1. Timeliness: 

Defense Motion to Permit Telephonic Access 
With Family Members 

Date Filed: 29 August 2014 

This filing is timely pursuant to Military Commissions Trial Judiciary Rule of Comt 

3.7(b) and Rule for Military Commissions (R.M.C.) 905. 

2. Relief Sought: 

Mr. bin 'Atash requests that the Military Commission order Joint Task Force 

Guantanamo (JTF-GTMO) and the Commander, Joint Detention Group (JDG) to provide Mr. bin 

'Atash with telephonic access to his family. 

3. Overview: 

Mr. bin 'Atash, a pretrial detainee not convicted of any offense, has a right under the First 

and Fifth Amendments to place telephone calls to his family. Myriad federal cowts from a 

variety of jurisdictions have recognized that, not only is telephonic contact with family mandated 

by the First Amendment, such telephonic contact actually serves impmtant security interests. 

Confinement facilities may only place reasonable and narrowly tailored restrictions upon pretrial 
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detainees' First Amendment rights if those restrictions are reasonably related to legitimate 

penological objectives. If restrictions are arbitrary and purposeless, the Commission may infer 

that those restrictions are impermissible pretrial punishment. In the instant case, the complete 

denial of all telephonic contact with family for a detainee held far from home for over ten years 

is not related to any legitimate penological objectives. JTF-GTMO has the capability to supp01t 

telephone calls by detainees, and in fact the confinement facility already facilitates phone and 

video calls for many detainees whom, like Mr. bin 'Atash, have been deemed unlawful enemy 

combatants. The Bureau of Prisons permits telephone calls by prison inmates, including 

individuals held on serious terrorism-related charges, subject only to reasonable restrictions 

including monitoring and limits on frequency and duration. 

In addition to a First and Fifth Amendment right to place telephone calls to family, Mr. 

bin 'Atash has similar rights under international law. Assuming arguendo that Mr. bin 'Atash is 

only entitled to the minimum protections of Geneva Conventions Common Article 3, the Article 

prohibits "outrages upon personal dignity." The United States has affirmed its obligations under 

Common Alticle 3 and indicated that "[a]U detainees shall be treated humanely and in 

accordance with U.S. law, the law of war, and applicable U.S. policy." Article 71 of the Geneva 

Convention Relative to the Treatment of Prisoners of War provides additional protection for 

prisoners held at a great distance from their homes without ready access to and contact with 

family members. In the instant case, the arbitrary and purposeless denial of all telephone contact 

with family for a pretrial detainee held for more than ten years in near-complete isolation 

constitutes an "outrage upon personal dignity." The importance of telephonic contact is fu tther 

enhanced by the United States' failure to facilitate either family visits or timely written 
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correspondence. Attachment D, filed under seal, contains additional facts and argument in 

support of this motion. 

4. Burden of' Proof': 

As the moving pruty, the defense beru·s the burden of persuasion; the standru·d of proof is 

a preponderance of the evidence. R.M.C. 905(c)(1 ). 

5. Facts: 

a. Joint Task Force Guantanamo (JTF-GTMO) oversees all aspects of the detention of Mr. 

bin 'Atash. The Joint Detention Group (JDG) is a component of JTF-GTMO that 

controls the physical security of and access to Mr. bin 'Atash. 

b. JTF-GTMO and JDG do not permit Mr. bin 'Atash to make any telephone calls; the 

prohibition includes calls to counsel, friends, and family members. 

c. Mr. bin 'Atash has previously challenged the prohibition on telephone calls to counsel. 

AE183, Joint Defense Motion for Telephonic Access for Effective Assistance of Counsel. 

d. JTF-GTMO has the facilities to permit detainees to make telephone calls. Other 

detainees also held in indefinite detention at Guantanamo Bay as "unlawful enemy 

combatants" ru·e permitted to make telephone call to family. Many detainees ru·e also 

permitted to make video ca11s through "Skype." 

e. Mr. bin 'Atash has an extremely limited ability to send written correspondence to family 

members. Correspondence written by Mr. bin 'Atash i by JTF-GTMO. 

After- JTF-GTMO, additional time elapses before the correspondence is 

mailed. The amount oftime taken to- mail correspondence has vru·ied wildly. 

Significant quantities of correspondence have taken over 200 days- (Attachment 

B). The average time required- since2012 is over 120 days. Mr. bin 'Atash 
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also has a very limited ability to send Red Cross Messages (RCMs) to family members -

these messages are restricted in frequency and length and suffer from delays similar to 

the delays experienced with normal outgoing mail. 

f. Mr. bin 'Atash has no ability to receive in-person visits from family at Guantanamo Bay. 

g. The Department of Defense and the International Committee of the Red Cross (ICRC) 

recently instituted a "video message" program for Mr. bin 'Atash and the six other "high 

value detainees" housed in Camp 7 at Guantanamo Bay. Each HVD will be permitted to 

send one video message to family members every three months. However, the messages 

are extremely limited and do not allow for any form of interactive communication. 

Detainees are permitted to designate up to five viewers. The viewers are extensively 

vetted by the DoD using unknown criteria, and some viewers have been denied for 

inexplicable reasons. While taping the video message at Guantanamo Bay, detainees 

must remain seated and cannot move their hands. Detainees are restricted in those topics 

that they are able to discuss. For example, any matters pertaining to their legal cases are 

not permitted, even if the topic does not involve a discussion of sensitive or classified 

information. 

h. Video messages are not a form of contemporaneous communication. The messages are 

taped in advance and streamed from Guantanamo Bay to ICRC offices over the internet. 

Viewers are permitted to watch the message only in the ICRC office and only two times 

before the message is destroyed. Viewers have rep01ted that, because the messages are 

streamed over the internet, they are of extremely poor quality - at times indecipherable. 

1. Because of the various restrictions imposed upon the video messages, some detainees 

find the messages to be a source of press me and stress. Mr. bin 'Atash equates the 

Filed with TJ 
29 August 2014 

4 

UNCLASSIFIED//FOR PUBLIC RELEASE 

Appellate Exhibit 321 (WBA) 
Page 4 of 52 



UNCLASSIFIED//FOR PUBLIC RELEASE 

restrictions upon the messages to a form of "mental tOiture." To date, three of seven high 

value detainees have refused video messages due to the restrictions. 

J. Mr. bin 'Atash was detained by the United States on 29 April2003. Since that time, for 

more than ten years, he has had no telephonic or in-person access to any family members. 

k. The United States Depa1tment of Justice, Federal Bureau of Prisons (BOP) administers a 

system of federal confinement facilities throughout the United States. BOP Program 

Statement No. P5264.08 (11 February 2008) governs inmate access to telephones within 

the federal system. It is BOP's policy that "the Bureau provides inmates with telephone 

access consistent with sound correctional management" because "[m]aintaining pro-

social/legal contact with family and community ties is a valuable tool in the overall 

correctional process." (Attachment C). 

1. BOP permits inmates to develop "call lists" with up to thirty telephone numbers. The 

Associate Warden of the facility may authorize that additional numbers be added to an 

inmate's call list. Inmates have a right of appeal when telephone numbers are rejected 

from inclusion on their call lists. Ordinarily, phone calls are limited to fifteen minutes in 

duration, with a total of 300 minutes per calendar month. Inmates are normally afforded 

an extra 100 minutes during the holiday months of November and December. 

m. On 31 January 2014, the Commission released to the defense various working papers and 

repmts on detention conditions at Guantanamo Bay, authored by the ICRC between 2006 

and 2013. The documents were released to the defense under seal. The ICRC reports 

and working papers contain additional facts which suppmt Mr. bin 'Atash's position with 

respect to the instant motion. Attachment D, filed under seal, contains a summary of 
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relevant facts from the various ICRC documents, as well as additional argument based 

upon those facts. 

6. Law and Argument: 

I. Right to Telephonic Access to Family Members Guaranteed by First and Fifth 

Amendments to U.S. Constitution 

In seeking to impose ever-harsher restrictions upon Mr. bin 'Atash and his co-accused's 

conditions of confinement, the Government frequently cites to the fact that prison officials are 

traditionally afforded "wide ranging deference in the adoption and execution of policies and 

practices that in their judgment are needed to preserve intemal order and discipline and to 

maintain institutional security." Bell v. Wo(fish, 441 U.S. 520, 547 (1979). However, the 

deference afforded to prison officials is not without limitation because "[p]rison walls do not 

form a barrier separating prison inmates from the protections of the Constitution." Turner v. 

Safley, 482 U.S. 78, 84 ( 1987). 

Mr. bin 'Atash is not a convicted inmate. He is a pretrial detainee and, having not been 

convicted of any offense, he may not be "punished prior to an adjudication of guilt in accordance 

with due process of law." Bell, 441 U.S. at 535. Thus, while certain conditions of confinement 

with a nexus to institutional security, such as body and cell searches, may be authorized, other 

conditions that appear designed only to punish the detainee are not permissible. Id. at 539 ("[i]f 

a restriction or condition [upon a pretrial detainee] is not reasonably related to a legitimate goal -

if it is arbitrary or purposeless - a cowt permissibly may infer that the purpose of the 

govemmental action is punishment that may not constitutionally be inflicted upon detainees . .. " 

In Turner v. Safley, the Court expanded upon the line between acceptable institutional 

security measures and unconstitutional restrictions with specific regard to the more limited rights 
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afforded to post-trial prisoners. The Court found that restrictions are acceptable if they are 

"reasonably related' to legitimate penological objectives." Turner, 482 U.S. at 87. In 

determining whether legitimate penological objectives exist, the CoUit propounded a four prut 

test: whether there is a "valid, rational connection" between the regulation and a legitimate 

governmental interest, whether there are alternative means of exercising the right that remain 

open to the inmate, the impact of the accommodation of the constitutional right on guards and 

other inmates and on the allocation of prison resources, and the absence of ready alternatives to 

the restriction (or conversely, the existence of obvious, easy alternatives) . /d. at 89-91. With 

specific regru·d to Mr. bin 'Atash, when considering the relation of the restriction to a legitimate 

goal, legitimate penological objective, or legitimate governmental interest, one must be always 

mindful of the fact that Mr. bin 'Atash is a pretrial detainee and not a convicted prisoner. For 

pretrial detention, the "legitimate penological interests" served by the restriction must "go 

beyond the traditional objectives of rehabilitation or punishment," because the purpose of pretrial 

detention is not to rehabilitate or to punish. United States v. El-Hage, 213 F.3d 74, 81 (2nd Cir. 

2000), citing McGinnis v. Royster, 410 U.S. 263, 273 (1973) ("it would hru·dly be appropriate for 

the State to undertake in the pretrial detention period programs to rehabilitate a man still clothed 

with a presumption of innocence."). 

Myriad coUits from a vru·iety of jurisdictions, when considering the issue of telephonic 

access to family members by both pretrial and post-trial detainees, have concluded that inmates 

and detainees have a First Amendment right of telephone access that is subject only to very 

limited restrictions (such as duration and monitoring) tru·geted at specific security concerns. See 

e.g. Standberg v. City of Helena, 791 F.2d 744, 747 (9th Cir. 1986) ("[c]outts have recognized 

detainees' and prisoners' fi rst amendment right to telephone access"); Washington v. Reno, 35 
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F. 3d 1093, 1100 (6th Cir. 1994) ("persons incarcerated in penal institutions retain their First 

Amendment rights to communicate with family and friends," noting that subsequent to filing of 

complaint BOP regulations were changed to permit a minimum of thirty telephone numbers on 

inmate "call lists"); Holloway v. Magness, 666 F.3d 1076, 1079 (8th Cir. 2012) ("[f]01tunately, 

modem prison administrators believe that properly controlled inmate contacts with persons 

outside the prison walls such as family members serve important interests, including improved 

prison security and inmate rehabilitation, as well as the inmates' First Amendment interests."); 

Johnson v. Galli, 596 F.Supp. 135, 138 ("there are instance where the family of a detainee or 

inmate may live so far away [from the facility in question] as to make personal visitation 

impractical. The better view appears to be that there is no legitimate govemmental purpose to be 

attained by not allowing reasonable access to the telephone, and that such use is protected by the 

First Amendment."); Hutchings v. Corum, 501 F.Supp. 1276, 1296 (W.D. Mo. 1980) ("[i]t has 

been long held that inmates have the First Amendment rights to communicate with friends and 

relatives by means of visits, correspondence and telephone calls," such communications are 

subject only to "rational limitations in the face oflegitimate security interests of the penal 

institution."); Coronel v. State of Hawaii, Dept. o.f Corrections, 1993 WL 14 73 18 at 2 (9th Cir. 

1993) (distinguishing First Amendment right to telephone access by pretrial detainees from more 

limited rights afforded to convicted felons). 

When considering the instant request for Mr. bin 'Atash to have telephonic access to 

family members whom he has not had meaningful contact with for over ten years, this 

Commission should follow established federal practice and the dictates of the Constitution. 

Courts have determined that telephonic access, subject only to reasonable, narrowly tailored 

limitations, is a First Amendment imperative. No legitimate governmental objectives in the 
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instant case justify JTF-GTMO's wholesale denial of telephonic access to Mr. bin 'Atash and 

other similarly situated pretrial detainees who have not been convicted of any offense. Analyzed 

under the Turner factors, the Government's denial of telephonic access fails the test. 

Under the first Turner factor, the Government cannot articulate a valid, rational 

connection between the denial of telephone access and a legitimate governmental interest. In 

fact, cou1ts and the Bureau of Prisons have adopted the reasoning that legitimate penological 

objectives and governmental interests are advanced by permitting communications with family. 

See e.g. Procunier v. Martinez, 416 U.S. 396, 412 (1974) ("the weight of professional opinion 

seems to be that inmate freedom to correspond with outsiders advances rather than retards the 

goal of rehabilitation . .. "); BOP Program Statement No. P5264.08, 11 February 2008 at 2 ("the 

Bureau provides inmates with telephone access consistent with sound correctional 

management."). To the extent that JTF-GTMO has a governmental interest in ensuring that 

phone ca11s to family do not jeopardize security, the facility may enact reasonable and narrowly 

tailored restrictions on telephone access, such as phone call monitoring of non-privileged 

communications, phone number verification, and reasonable limits on the amount and duration 

of telephone calls (such as the 300 minute per month limit established by BOP). 

The BOP has successfu11y employed reasonable restrictions, rather than wholesale denial, 

even for pretrial detainees held in the federal system on the most serious of terrorism-related 

allegations. For example, Khalfan Khamis Mohammed was convicted on terrorism-related 

charges stemming from the U.S. embassy bombings in Africa, and he is currently housed at the 

United States Penitentiary-Administrative Maximum prison facility ("ADX") in Colorado. 

Because the BOP and FBI deemed that Mr. Mohammed's communications might direct or 

inspire attacks against the United States, the Government has imposed upon him harsh Special 
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Administrative Measures (SAMs) severely limiting his ability to communicate with the outside 

world. In addition, Mr. Mohammed is housed in the ADX's Special Security Unit - a prison 

within a prison, and the ADX's equivalent of Camp 7 at Guantanamo. 

Even given Mr. Mohammed's high-security and high-risk status, he has been permitted to 

make telephone calls to immediate family since his arrival at the ADX in 2001, and he has been 

permitted phone calls with an additional four non-family members since 2010. Mohammed v. 

Holder, _ F.Supp.2d._, 2014 WL 2743935 at 4 (D. Colo. 2014). Indeed, Mr. Mohammed, a 

confessed member of AI Qaeda who waged a "jihad against America" and who was convicted of 

offenses including conspiracy to murder U.S. nationals and conspiracy to use weapons of mass 

destruction against U.S. nationals, is even permitted in-person visits with family members at the 

Nation's highest secmity civilian prison. In 2009, the FBI and BOP modified Mr. Mohammed's 

SAMs slightly, by prohibiting telephonic communication with his brother Nassor. Mr. 

Mohammed challenged the prohibition on telephone calls to Nassor, and the District Court for 

the District of Colorado, applying both Turner and the Administrative Procedmes Act (APA), 

found the restriction to be "arbitrary and capricious." Jd. at 13. The Cowt noted that, in making 

such a determination, it granted "full deference to the knowledge and experience of the FBI," but 

it nevettheless scrutinized the FBI's security-related explanation and found the explanation, with 

respect to Nassor, to be without merit. Jd.at 9. The Court even went so far as to accept as fact 

that Mr. Mohammed would "still attempt to suppo1t and assist anti-U.S. terrorist organizations 

overseas in any way possible, were an opportunity to do so to present itself," but it still found 

that more reasonable restrictions such as real-time monitoring by linguists and analysts were 

adequate to account for security concerns. Jd. at 5. In reaching its conclusion, the District Cowt 

noted that "granting Mr. Mohammed the maximum permissible opp01tunity to have contact with 
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his family (both immediate and extended) and friends serves important social and penological 

goals. Mr. Mohammed, obviously, retains a strong personal interest in preserving 

communications with his family and friends, notwithstanding his life sentence." /d. at 6. The 

Cou1t went on to overtmn additional restrictions, including a prohibition on adding additional 

names to Mr. Mohammed's approved contact list. 

Mr. Mohammed's example, which serves in stark contrast to the treatment of Mr. bin 

'Atash and his co-accused, is not unique. See e.g. El-Hage, 213 F.3d 74 (detainee charged with 

conspiring with members of al Qaeda to kill Americans, Cou1t noted that revised Special 

Administrative Measmes permitted an additional three phone calls to family per month with an 

additional seven minutes per phone call). There is no reason to believe that JTF-GTMO could 

not implement similar, more reasonable restrictions, pa1ticularly in light of the fact that the 

faci lity already allows telephone access and even video calls for many detainees held as unlawful 

enemy combatants. There is simply no justifiable explanation for why Mr. bin 'Atash is treated 

so poorly compared to others charged with and even convicted of terrorism-related offenses in 

federal coUit. 

In addition to a lack of a valid, rational and justifiable connection between complete 

telephone access with family and institutional security, under the second Turner factor there are 

no adequate alternative means for Mr. bin 'Atash to exercise his right. Courts have found that 

telephone access is itself a right afforded by the First Amendment, particularly for pretrial 

detainees, and thus complete denial of telephone access is, ipso facto, a denial for which no 

alternative adequate means exist. Aside from the lack of telephone access, Mr. bin 'Atash is not 

permitted to receive in-person visits from family members, and his ability to send meaningful 

written correspondence (including Red Cross Messages) is severely curtailed by limitations on 
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the amount of correspondence allowed and the time it takes JTF-GTMO- such 

correspondence (in some cases exceeding 200-300 days). While the DoD and ICRC have 

implemented a "video message" program, the messages are so restricted that multiple HVDs 

have chosen not to participate, and the messages are in any event not a substitute for 

contemporaneous communication. Under the third Turner factor, the impact of the 

accommodation of Mr. bin 'Atash's First Amendment rights would have no impact on the rights 

of guards or other inmates or on the allocation of prison resources. The confinement facility, as 

previously noted , is already equipped to handle detainee telephone access and already provides 

such access to many detainees without any adverse impact. Finally, under the fomth factor, 

ready alternatives to the complete bar on telephone access do exist in the form of limited access 

accompanied by restrictions such as those found in Mohammed v. Holder- real-time monitoring, 

limitations on frequency and duration, and other narrowly tailored limitations. In sum, each of 

the Turner factors in the instant case weigh in favor of permitting Mr. bin 'Atash to exercise his 

First Amendment right to place telephone ca1ls to family members. 

II. Right to Telephonic Access to Family Guaranteed by International Law 

In addition to his First Amendment right to telephonic access, Mr. bin 'Atash also has a 

right under international law to place phone calls to family. The military commissions 

established by the Military Commissions Act of 2009 are international in character, being 

empowered to try "alien unprivileged enemy belligerents" for violations of the law of war. 10 

U.S.C. §§ 948c, 948d. In Hamdan v. Rum~feld, 548 U.S. 557, 629 (2006), the Supreme Court 

concluded, without addressing whether those similarly situated to Mr. bin 'Atash should be 

afforded the greater protections of the complete Geneva Convention Relative to the Treatment of 

Prisoners of War, that at a minimum those detainees held at Guantanamo Bay should receive the 
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protections of Common Alticle 3 that are applicable to "non-intemational armed conflict." The 

United States has agreed that it will "observe the requirements of the law of war, and shall apply, 

without regard to a detainee's legal status, at a minimum the standards ruticulated in Common 

Alticle 3 . .. " DoD Directive 2310.0 lE, Pru·a. 4.2. It is the policy of the Deprutment of Defense 

that "[a]ll detainees shall be treated humanely and in accordance with U.S. law, the law of war, 

and applicable U.S. policy." /d. at Pru·a 4.1. 

International law generally recognizes that "[t]he family is the natural and fundamental 

group un it of society and is entitled to protection by society and the State," and as such it 

prohibits "ru·bitrary or unlawful interference" with the family. International Covenant on Civil 

and Political Rights, 999 U.N.T.S. 171 (December 16, 1966) at Articles 17, 23 (ratified by the 

United States 8 June 1992). Common Alticle 3 to the Geneva Conventions, while not addressing 

specifically a detainee's access to his family, does offer protection against "outrages upon 

personal dignity" - a protection that must be interpreted in light of the entire body of 

intemationallaw, including customaty law. Specifically, customru·y intemational humanitarian 

law with respect to non-international ru·med conflicts recognizes that "persons deprived of their 

liberty must be allowed to receive visits from family members to the degree practicable." ICRC, 

Customru·y IHL Database, Rule 126, available at http://www.icrc.org/customary-

ihl/eng/docs/v l_rul_rulel26. In practice, the ICRC facilitates thousands of these visits evety 

yeru· in vru·ious remote locations and conflict zones ranging from Colombia to Sri Lanka- for 

example, in 2002 alone the ICRC facilitated visits by 52,268 family members to 4,654 detainees. 

/d. Both customru·y IHL and treaty law also recognize the right of detainees in non-international 

ru·med confl icts to exchange written correspondence with family members. Protocol Additional 

to the Geneva Conventions of 12 August 149, and relating to the Protection of Victims of Non-
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International Armed Conflicts (Protocolll), 11 25 U.N.T.S. 609 (June 8, 1977) at Atticle 5(2)(b); 

ICRC, Customary IHL Database, Rule 125, available at http://www.icrc.org/customary-

ihl/eng/docs/v l_rul_rulel25. 

Beyond the protections of Common Atticle 3, the Geneva Convention Relative to the 

Treatment of Prisoners of War provides fUither protection aimed specifically at prisoners' 

contact with family members. Atticle 71 sets forth the minimum requirements for written 

correspondence (letters and cru·ds), and provides that "[s]uch letters and cru·ds must be conveyed 

by the most rapid method at the disposal of the Detaining Power; they may not be delayed or 

retained for disciplinruy reasons." The Atticle fmther states that "[p]risoners of war who have 

been without news for a long period, or who ru·e unable to receive news from their next of kin or 

to give them news by the ordinru·y postal route, as well as those who ru·e at a great distance from 

their homes, shall be permitted to send telegrams .. . " 

In the instant case, the denial of all telephone access, in the context of Mr. bin 'Atash' s 

ten yeru·s of confinement in foreign lands without any meaningful contact with members of his 

family, and in the absence of the in-person visits mandated by IHL, constitutes both a violation 

of Atticle 71 of the Geneva Convention Relative to the Treatment of Prisoners of W ru· and an 

"outrage upon personal dignity" under Common Atticle 3 of the Geneva Conventions. With 

regard to Common Atticle 3, Mr. bin 'Atash's personal dignity has been degraded and violated 

to a severe degree by his inability to have any meaningful communication with his family 

members for more than ten yeru·s- in contravention of IHL which places a great emphasis upon 

the maintenance of family bonds through vru·ious modes of communication-causing him, at 

times, to give up writing to his family altogether. The United States is aware of Mr. bin 'Atash's 

status and has acknowledged that Mr. bin 'Atash is protected, at a minimum, by Common Article 
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3, but the Government has failed to take action to rectify the indignity perpetrated upon Mr. bin 

'Atash by his near-complete isolation from family. With regard to Article 71, Mr. bin 'Atash's 

written correspondence with members of his family has not been conveyed "by the most rapid 

means at the disposal of the Detaining Power." Where the length of time taken - written 

correspondence has ranged from the single digits to more than 300 days, the only logical 

conclusion is that the Government possesses the means to quickly process correspondence but 

has chosen not to do so. Given the hmdles involved with written correspondence, and the fact 

that Mr. bin 'Atash and his co-accused are located "at a great distance from their homes," Alticle 

71, drafted in 1949, contemplates that Mr. bin 'Atash should be permitted to send telegrams. As 

the use of the telegraph has been phased out, the telephone is the logical replacement in modern 

armed conflict for prisoners located far from family without adequate communications ability 

through ordinary postal routes. 

For the foregoing reasons, as well as for those reasons set forth in under seal Attachment 

D to the instant motion, Mr. bin 'Atash requests that the Commission order JTF-GTMO and the 

Commander, JOG to provide Mr. bin 'Atash with telephonic access to his family. 

7. Oral Argument: The defense requests oral argument. 

8. Witnesses: 

A. COL John Bogdan, Commander, JDG 

B. The defense reserves the right to add to or amend this list. 

9. Conference with Opposing Counsel: The Government opposes the relief sought herein. 

10. Attachments: 

A. Cettificate of Service 
B. Elapsed Days from Correspondence Written to Received Back from U.S. and Mailed 
C. Bureau of Prisons Program Statement No. P5264.08, 11 February 2008 
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D. Facts and Argument Derived from Confidential ICRC Rep01ts and Working Papers 
(AE108BB), Filed Under Seal 

E. Proposed Under Seal Order for Attachment D 

/Is!/ 
CHERYL T. BORMANN 
Learned Counsel 

!Is// 
MICHAEL A. SCHWARTZ 
Capt, USAF 
Defense Counsel 
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JAMES E . HATCHER 
LCDR,USN 
Defense Counsel 

/Is!/ 
TODD M. SWENSEN 
Capt, USAF 
Defense Counsel 
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IBoxed Bold- Federal Regulation 

U. S . Department of Justice 
Federal Bureau of Prisons 

OPI : CPD/CPB 
NUMBER : P 5264 . 08 

DATE : 1 /24/20 08 
SUBJECT : I nmat e Te l e ph one 

Regul a t ions 

" CORRECTED COPY 2 / 11/2008" 

Regu l a r Type - I mplementing I nfor mat ion 

1 . PURPOSE AND SCOPE 

§ 540 . 100 Purpose and Scope . 

a . The Bureau of Prisons e x tends telephone priv ileges to 
inmates as part of its overall correctional management . 
Telephone priv ileges are a supplemental means of maintaining 
community and family ties that will contribute to an inmate ' s 
personal development . An inmate may request to call a person 
of his or her choice outside the institution on a telephone 
provided for that purpose . However , limitations and conditions 
may be imposed upon an inmate ' s telephone priv ileges to ensure 
that these are consistent with other aspects of the Bureau's 
correctional management responsibilities . In addition to the 
procedures set forth in this subpart , inmate telephone use is 
subject to those limitations which the Warden determines are 
necessary to ensure the security or good order , including 
discipline , of the institution or to protect the public . 
Restrictions on inmate telephone use may also be imposed as a 
disciplinary sanction (see 28 CFR part 541) . 

Th is Pr ogr am St a t ement p r ovides n a t ion a l p o l icy and p r ocedur e 
r egar ding inmat e t e l e ph one p r ivi l eges withi n Bur eau of P r ison s 
(BOP ) inst i t u t ions and contract faci l i t ies. 

Maintain ing p r o - social/legal cont ac t wi th fami l y and communi t y 
t ies i s a val uable t ool i n the over a ll cor r ect iona l p r ocess . 
Wi th this obj ec t ive in mind , the Bur eau p r ovides i nmat es with 
seve r a l means of main t aining such contac t s . Pr ima r y among these 
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is written correspondence , supplemented by telephone and visiting 
privileges . 

Although there is no constitutional right for inmates to have 
unrestricted telephone communication, particularl y when 
alternate methods of communication are r eadily available, the 
Bureau p r ovides inmates with telephone access consistent with 
sound correctional management . 

2 . SUMMARY OF CHANGES. This Prog ram Statement incorpo rates the 
following changes : 

• References to the Washington v . Reno settlement ag reement 
have been deleted; 

• The p rovision allowing a special extended time f r ame of 
120 days for inmates to file Administr ative Remedies 
r elated to the telephone charges or c r edits has been 
deleted; 

• The number of times inmates are allowed to submit 
p r oposed changes to thei r telephone list has been changed 
f r om three times per month to once per calenda r month ; 
and, 

• The r equi r ement that staff forwa rd copies of Institution 
Supplements to the Central Office , Office of the Gener al 
Counsel , Litigation Branch has been deleted . 

• Adds guidance fo r inmate use of non- ITS telephones . 

• Removes the language requiring Unit staff to approve 
inmate s telephone number r equest fo r m. 

• Provides g uidance fo r inmate s administering their own 
phone lists via TRULINCS . 

3 . PROGRAM OBJECTIVES. The expected r esults of this p r ogr am 
are : 

a . All inmates will be af fo r ded the oppor tunity to maintain 
family and community contact via the telephone consistent with 
institution and community safety; 

b . Inmates will be r esponsible fo r the expense of telephone 
use; and , 
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c . All inst i t u t i o ns will esta b lish moni toring p r ocedures to 
p r eser ve the insti t u t i on' s security, o r derly management and 
s a fety of the community . 

4. DIRECTIVES AFFECTED 

a . Directive Rescinded 

P526 4 . 07 Te l ephone Regulat i o n s for Inmates (1 /31 /02 ) 

b . Directives Referenced 

P1 31 5 . 07 
P1 330 . 1 6 
P14 80 . 05 
P4 500 . 05 
P5 1 00 . 08 

P5265 .11 
P5267 . 08 
P5270 . 07 

P5360 . 09 
P5380 . 08 
P733 1 . 04 

Inma te Legal Act i v i t i es (11 /5/99 ) 
Administr at i ve Remedy Program (12/3 1 /07 ) 
News Media Cont a cts (9/21 /00 ) 
Trust Fund/Depos i t Fund Manual (1 /22/07 ) 
Security Des i g nat i o n and Cu stody Classi f i c a t i o n 
Manua l (9/1 2/06 ) 
Correspondence (7/9/99 ) 
Vi s i t ing Regulat i o n s (5/11 /06 ) 
Inma te Di sci p line and Speci a l Ho u s ing Uni ts 
(12/29/87 ) 

Re lig i o us Be liefs a nd Pract i ces ( 12/3 1 /0 4) 
Inma te Financ i a l Respon s i b ili ty Progr am (8/ 15/05 ) 
Pretrial Inmates (1 /3 1 /03 ) 

c . Rules c i ted a nd/or r efer e n ced in thi s Program Sta tement are 
contained in 28 CFR part 5 40 , s u bpar ts A-B, D, E, a nd I; 
28 CFR par t 541, s ubpar ts A- B; 28 CFR part 5 42 , s ubpa r t B; 
28 CFR par t 5 4 3 , s ubpart B, 28 CFR par t 5 4 5 , s ubpar t B, 28 CFR 
part 5 48 , and 28 CFR p ar t 55 1, s ubpart J. 

5 . STANDARDS REFERENCED 

a . American Correct i o na l Associat i o n 4th Ed i t i o n Standar ds fo r 
Adul t Co rrecti o n a l Insti t u t i o n s : 4- 44 97 , 4- 427 1, 4- 4272 , and 
4- 4273 

b . American Correct i o na l Associat i o n 4th Ed i t i o n Standar ds fo r 
Adul t Local Detent i o n Facili t i es : 4-ALDF-6A-02 , 4-ALDF-6A-05 , 
4-ALDF-2A-65 , 4-ALDF-2A-66 , 4-ALDF-5 8 - 11, a nd 4-ALDF-58 - 12 

c . Americ an Correct i o nal Associat i o n 2nd Edi t i o n Stand ards fo r 
the Ad mini st ra t i o n of Co rrecti onal Agenc i es : 2-C0-5D-0 1 

6 . INSTITUTION SUPPLEMENT. A l ocal Insti t u t i o n Su ppl ement i s 
r equired a nd must inc lude the fo llowing in fo rmat i o n : 
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a . The ma x i mum l e ngth of te l ephon e call s , o r d inarily 1 5 
minutes ; 

b . The minimum t i me f r ames between compl eted c all s and the 
maximu m number of incomp l ete c all a ttempts pe r day; 

c . Te l ephon e access p r ocedures fo r inma tes o n "days off" o r 
" evening shi ft ," wor ke r s ; 

d . Establish p r ocedures fo r those inmates who e xhaust the 300 
minutes per ca l e ndar mon th limi tat i o n to r ece i ve addi t i onal 
minutes fo r good cau se ; 

e . Establish p r ocedures when a staff ass i sted call may be made 
fo r good c ause , inc lud ing p r ocedures for Pretri a l a nd Ho l dover 
inmates . 

The inst i t ut i on will invol ve the Reg i o na l Correcti o na l Prog r ams 
Admini st r ato r in devel op ing the Inst i t ut i o n Suppl emen t . 

7 . PRETRIAL, HOLDOVER , AND/OR DETAINEE PROCEDURES . The 
p r ocedures conta ined in thi s Program Sta tement app l y only to 
inst i t ut i o ns whe r e ind i v i d ua l Phon e Access Codes ( PAC ) a r e 
u t ilized . 

a . Pretrial Inmates. The Pub li c Sa fety Factor ( PSF) Seriou s 
Te l ephon e Ab use applies to sentenced inma tes and ther efor e , does 
not appl y to p retria l inmates . However, i f inst i t u t i on staff 
r ece i ve in fo r mat i o n about a p r et ri a l inmate that ma y jeopar d ize 
the securi ty a nd safety of the insti t u t i on o r communi ty , staff 
will follow the p r ocedures ou t lined in Secti on 13 of th i s Progr am 
Statemen t . 

b . Holdover Inmates. Inmates wi th the PSF Seri ou s Tel ephone 
Ab use will not be per mi tted a ccess to the Inmate Te l ephon e System 
(I TS ), except as p r ovi ded in § 5 40 .1 01 (e ) or § 5 40 .105© . 

c . Detainee Inmates. A detainee of the I mm i g r at i o n a nd 
Customs En fo r cemen t (I CE), denoted by the Admi ss i o n / Re l ease 
Sta t us (ARS) code of A- I NS , who has comp l eted a fede ral sentence , 
may have a PSF of Seri ou s Te l ephon e Ab use . The detainee will not 
be per mi tted access to ITS , except as p r ovi ded in § 5 40 .1 01 (e ) o r 
§ 54 0 .105(c) . I f inst i t u t i o n sta ff r ece i ve in fo r mat i on abou t a n 
i mmi g r at i o n deta inee tha t may jeopar d ize the securi ty a nd safety 
of the insti t u t i on o r community , sta ff will fo llow the p r ocedures 
ou t lined in Sect i o n 13 of th i s Progr am Statement . 
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8 . PROCEDURES. The Bureau' s Inma te Te l ephone System i s a 
calling system that i s avail ab l e in all inst i t ut i ons oper ated by 
the BOP. 

To e nsure the s a fety and security of the insti t u t i on and 
community, inmates must place all pe r sonal tel ephone call s 
thr ough the ITS and must not c ircumvent i t v i a call fo r wa r d ing , 
inc lud ing au toma t i c e l ectr onic for ward ing or any s i mila r 
te l ephone f uncti on. Add i t i onall y toll-fr ee or c r edi t c ard call s 
a r e not authorized , exampl es inc lude tel ephone call s to 1-800 , 1-
888 , 1-877 , 1-866 , 1-900 , 1-976 , o r to c r edi t ca r d access 
number s . 

a . Warden ' s Authority . 

b. Except as provided in this rule , the Warden shall permit an 
inmate who has not been restricted from telephone use as the 
result of a specific institutional disciplinary sanction to 
make at least one telephone call each month. 

Wardens are r espons i bl e fo r i mpl ement ing a nd mainta ining an 
inma te tel ephone p r ogr am wi thin their insti t ut i on. In 
establishing a n inst i t ut i on te l ephone pr ogram, Wardens should 
cons i der s uch variab l es as the s ize and comp l exi ty of the 
inst i t ut i on . The Warden has the a uthori ty to r estrict or s uspend 
tempor a ril y an inmate ' s r egular te l ephone priv ilege when ther e i s 
r easonab l e s uspi c i on that the inma te has acted in a way tha t 
would indicate a thr eat to the insti t u t i on' s good or der o r 
securi ty . War dens may r estrict te l ephone priv ileges only in 
accor d ance wi th Sect i on 13 of th i s Progr am Statement . 

Reasonabl e s uspi c i on exi sts when facts a nd c ircumstances 
ind i ca te tha t the inma te i s engaged in , or a ttempt ing to engage 
in, c riminal or othe r pr oh i b i ted behav i o r us ing the tel ephone . 
The Warden has the authori ty to r estrict o r s uspend tempo r a rily 
an inmate ' s r egular te l ephone priv ilege when the r e i s a 
r e a sonab l e s uspi c i on tha t the inma te has a cted in a way tha t 
th reatens the s a fety , securi ty , or good or de r of the inst i t ut i on, 
or the p r otect i on of the p ub lic . Re a sonabl e s uspi c i on may be 
ba sed on r e liabl e , conf i dent i a l in fo r mat i on gather ed th r ough 
intelligence tha t i dent i f i es the inmate in q uest i on . In 
dete r mining reasonab l e s uspi c i on, the availabl e in fo r ma t i on 
should r easonabl y l e ad a per son wi th correct i onal experie nce to 
suspect the inmate i s e ngaged in c rimina l or other pr oh i b i ted 
behavi or u s ing the tel ephone system . 

b . Telephone List Preparation and Submission . 
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a. Telephone List Preparation. An inmate telephone call shall 
ordinarily be made to a number identified on the inmate's 
official telephone list. This list ordinarily may contain up 
to 30 numbers. The Associate Warden may authorize the placement 
of additional numbers on an inmate's telephone list based on 
the inmate's individual situation, e.g., size of family. 

(1) During the admission and orientation process, an inmate 
who chooses to have telephone privileges shall prepare a 
proposed telephone list. At the time of submission, the inmate 
shall acknowledge that, to the best of the inmate's knowledge, 
the person or persons on the list are agreeable to receiving 
the inmate's telephone call and that the proposed calls are to 
be made for a purpose allowable under Bureau policy or 
institution guidelines. 

(2) Except as provided in paragraph (a) (3) of this section, 
telephone numbers requested by an inmate ordinarily will be 
placed on the inmate's telephone list . When an inmate requests 
the placement of numbers for persons other than for immediate 
family or those persons already approved for the inmate's 
visiting list, staff ordinarily will notify those persons in 
writing that their numbers have been placed on the inmate's 
telephone list. The notice advises the recipient that the 
recipient's number will be removed from the list if the 
recipient makes a written request to the institution, or upon 
the written request of the inmate, or as provided in paragraph 
(a) (3) of this section . 

(3) The Associate Warden may deny placement of a telephone 
number on an inmate's telephone list if the Associate Warden 
determines that there is a threat to institution security or 
good order, or a threat to the public . Any disapproval must be 
documented in writing to both the inmate and the proposed 
recipient. As with concerns about any correctional issue, 
including any portion of these telephone regulations, an inmate 
may appeal the denial through the administrative remedy 
procedure (see 28 CFR part 542). The Associate Warden will 
notify the denied recipient that he or she may appeal the 
denial by writing to the Warden within 15 days of the receipt 
of the denial. 
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Inmates with a ccess to TRULINCS worksta t i o ns which p r ovide a ccess 
to te lephone list upda tes shall gene rate and maintain their li sts 
u s ing TRULINCS . These inmates will not be r equired to s ubmi t a 
Telephone Number req uest fo rm (BP-505) . All other inmates shall 
follow the p r ocess bel ow . 

An inmate who wi shes to have tel ephone p rivileges must s ubmi t a 
Telephone Nu mber Req uest fo rm (BP-505) to uni t sta ff . The ir 
tel ephone li st o rdinaril y may cont ain up to 30 telephone numbe r s . 

Inmates may s ubmi t tel ephone number s for any per son they 
choose , inc luding number s fo r courts , elected offi c ial s and 
members of the news media . Atto rneys may be inc luded on an 
inmate ' s te lephone list wi th the understanding tha t s u ch call s 
are s ubject to monitoring. 

Uni t staff shall s i g n the Telephone Number Req uest form 
veri fying the ident i ty of the inmate that has hand delivered the 
form to the sta ff member . Once an inmate s u bmi ts a li st , i t will 
be p r ocessed wi thin seven ca l e ndar days. 

Once uni t staff s i g n the BP-505 , i t must be fo r warded to ITS 
sta ff in a secure manner and wi thin the t ime f rame s established 
by th i s Program Statemen t . At n o time will the BP-505 be 
r eturned to the inmate o r handled by another inmate . 

Thi s t ime f rame may be extended i f the total numbe r of changes 
i s so large that uni t staff or ITS sta ff cannot p r ocess them and 
still per fo rm their no rmal duties . 

c . Telephone List Modifications . 

b. Telephone List Update. Each Warden shall establish 
procedures to allow an inmate the opportunity to submit 
telephone list changes on at least a quarterly basis. 

An inmate may s ubmi t p r oposed changes to his o r her te l ephone 
list once per calendar month , unless sta ff determine tha t the 
inmate has a demonstrated need fo r more p r ompt communi c a t i on . 

In determining i f a more f r equ e n t change i s to be pe rmitted due 
to a demonstrated need fo r p r ompt communicat i o n, staff must r e l y 
o n their p r ofess i o nal j udgment and evaluate each req uest o n a 
case-by-ca se b a s i s . 

Plac ing additional number s (above 30 ) on an inmate ' s tel ephone 
list i s wi th in the Assoc iate Warden' s discretion . While 30 
numbe r s should meet the need of most inmates , there may be 
i so lated s i t ua t i ons when additional number s may be warranted . 
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Fo r example , an inmate who has a large famil y may wi sh to p lace 
additional famil y member s on the tel ephone list . Addi t i o nal 
number s may also be warranted fo r an inmate who wi shes to p lace 
both work and home tel ephone numbers fo r his o r her spou se and 
ch ildren. 

c. Telephone Access Codes. An inmate may not possess another 
inmate's telephone access code number . An inmate may not give 
his or her telephone access code number to another inmate, and 
is to report a compromised telephone access code number 
immediately to unit staff. 

d . Call Blocking. The Associate Wa r den has authority to b l ock 
a number o n an inmate a ccoun t in a case-by-ca se determination . 
In s uch cases , the Assoc iate Warden o r designee must noti fy the 
inmate of an administrative b l ock, o rdinaril y wi th in f ive 
ca l e ndar days fo llowing the denial o r remova l of the number. 

Fo r securi ty reasons , the Associate Warden also has the authority 
to b l ock tel ephone number s f r om be ing called by all inmates at 
their insti t ut i o n. Examp l es of number s b l ocked insti t uti on wide 
inc lude , b u t are not limited to gamb ling lines , etc . 

Requests for BOP-wide b l ocking of te lephon e number s shall be 
appr oved by the Ch ie f , Intelligence Sect i o n or his/her designee . 

Telephone number s fo r Vi ctims and Wi t nesses (as defined in 28 
C . F . R. § 1 51 - 1 51 a . & b .) that have r equested noti f i c a t i o n 
r ega r ding an inmate at a Bureau facili ty will be b l ocked at the 
facili ty whe r e the inmate i s housed . 

e . Call Blocking by Recipient. In ITS, the c all r ec i p i e nt has 
the capability thr ough his o r he r home tel ephone to deny and/or 
b l ock f urthe r telephone call s f r om the inmate . A voice p r ompt 
will di r ect the call ed p arty thr ough the p r ocess . This 
capabili ty i s available fo r di r ect-dial and co llect call s f r om an 
inmate . 

Once the r ec i p ient b l ocks a te l ephone number, the rec i p ient can 
unb l ock the number o nl y when he or she sends a wri tten r equest 
fo r r einstatement . To ensure the ca lled par ty ' s ide n t i ty , the 
r equest fo r r einstatement must inc lude a copy of a r ecent 
te lephone b ill . Trust Fund staff will p r ocess thi s req uest 
expedi t i ou s l y . 

In the event that staff r ece ive a te lephonic r equest f r om a 
call r ec i p i e nt to have his/her tel ephone numbe r b l ocked f r om an 
inmate ' s telephone list , uni t staff may r equest tha t the ITS 
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technician place a temporary suspension , not to exceed 20 
calendar days , on an inmate calling that specific telephone 
number. Unit staff should take reasonable steps to verify the 
identity of the pe rson making the request (e .g ., by calling the 
number to be blocked) . The call r ecipient should be informed 
that the blocking of the number is tempo r a r y, and that he or she 
must submit a prompt wri tten r equest to make it pe r manent . 

Copies of written documentation, blocking or unblocking a 
telephone number (at the recip ient's r equest or the Associate 
Wa r den's discr etion) must be forwa r ded to Trust Fund staff in the 
Financial Management office . 

f . Limitations on Inmate Telephone Calls. 

d. Placement and Duration of Telephone Call. The placement 
and duration of any telephone call is subject to availability 
of inmate funds. Ordinarily, an inmate who has sufficient 
funds is allowed at least three minutes for a telephone call. 
The Warden may limit the maximum length of telephone calling 
based on the situation at that institution (e.g . , institution 
population or usage demand) . 

e. Exception. The Warden may allow the placement of collect 
calls for good cause. Examples of good cause include, but are 
not limited to, inmates who are new arrivals to the 
institution, including new commitments and transfers; inmates 
confined at Metropolitan Correctional Centers, Metropolitan 
Detention Centers, or Federal Detention Centers ; pretrial 
inmates ; inmates in holdover status; inmates who are without 
funds (see§ 540.105(b)); and in cases of family emergencies. 

The Warden will establish the maximum length of telephone calls , 
or dinarily 15 minutes . A wa rning tone or dinaril y will be 
p rovided approximately one minute befor e the call is 
disconnected . This applies to both debit and collect telephone 
calls . The Warden determines the interval waiting period between 
completed telephone calls . 

Inmates with ITS accounts are limited to 300 minutes pe r 
calendar month . This applies to all inmates with an ITS account 
in Bureau institutions, and may be used for any combination of 
collect or di r ect-dial calls at the inmate's discretion . 
Or dinarily , the inmates will be allowed an extra 100 minutes per 
month in November and December. 

Inmates who exhaust thei r 300 minute limitation may be p r ovided 
additional minutes, at the War den ' s discretion, fo r good cause . 
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The 300 minutes per calendar month limitation does not apply to 
an inmate's ability to place unmonitored leg al telephone calls . 

g . Hours of Telephone Operation. The hour s of telephone 
operation begin at 6 : 00AM and end no later than 11 : 30 PM . 
Inmate telephones will not be available from at least 11 : 30 PM to 
6 : 00AM . Inmate access to telephones will normally be limited 
du ring the following times , Monday thr ough Friday, not including 
holidays : 

7 : 30 am until 10 : 30 am; and, 
12:30 pm until after 4: 00pm count . 

Inmates are expected to be at thei r work assig nments and must 
not use the telephone during thei r work hours . Fo r inmates who 
wo r k varied work shifts, at local discretion, institutions may 
leave one telephone pe r unit available fo r inmates on "days off ," 
o r "evening shift" such as food ser vice wo rke r s, UNICOR wor kers , 
etc . Staff are encour aged to take discip linary action if an 
inmate leaves his o r her wor k assig nment to p lace a telephone 
call(s) without the appr op riate institution staff member's prio r 
appr oval . 

These r estrictions should not be imposed in Pretrial/Holdover 
institutions o r Pretrial/Holdove r Units wher e inmates are not 
r equi r ed to work and generally have more need fo r telephone 
access during the day to p repare fo r trial . 

h . Complaints. As with any complaint regarding any 
correctional issue, an inmate may use p r ocedur es outlined in the 
Prog ram Statement on the Administ r ative Remedy Program to r esolve 
disputes conce rning thei r telephone p rivileges , e . g . lists, 
access, accounts, and se r vices . 

9 . MONITORING OF INMATE TELEPHONE CALLS. 

§ 540.102 Monitoring of Inmate Telephone Calls. 

The Warden shall establish procedures that enable monitoring of 
telephone conversations on any telephone located within the 
institution, said monitoring to be done to preserve the 
security and orderly management of the institution and to 
protect the public. The Warden must provide notice to the 
inmate of the potential for monitoring. Staff may not monitor 
an inmate's properly placed call to an attorney. The Warden 
shall notify an inmate of the proper procedures to have an 
unmonitored telephone conversation with an attorney. 
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As pa r t of the admission and o rientati on p r ocess , inmate s will be 
advised of the p r ocedures fo r plac ing monitored and unmoni tored 
telephone call s . 

The not i f i cati on to inmates will be documented on the 
Acknowledgment of Inmate form (BP-408) and then f iled in the 
inmate Cent ral File. 

In addition, a not i ce will be placed , in both Spanish and 
Eng li sh , at all monitored te l ephone l ocati ons wi th in the 
insti t uti on advising the user that all conver sati ons f r om that 
telephone are s ubject to monitoring and that u s ing the tel ephone 
consti t utes consent to thi s monitoring. A not i ce will adv i se 
inmates to contact the ir uni t team to request an unmonitor ed 
attorney te lephone call. The SI S must e ns ure that the not i ce(s ) 
i s p laced at all monitored telephone l ocat i ons wi thin the 
insti t ut i on. 

Req uests fo r informat i on (e.g . , s ubpoenas ) on monitored call s 
should be p r ocessed in accordance wi th the Program Statement 
Recorded Inmate Telephone Conve r sati ons , Requests fo r Producti on . 
The Bureau does not allow inmates to send or r ecei ve facs imile 
communicati ons . 

10. INMATE TELEPHONE CALLS TO ATTORNEYS . 

§ 540 . 103 Inmate Telephone Calls to Attorneys. 

The Warden may not apply frequency limitations on inmate 
telephone calls to attorneys when the inmate demonstrates that 
communication with attorneys by correspondence, visiting , or 
no rmal telephone use is not adequate. 

The Bureau pr ovides each inmate wi th several methods to maintain 
conf ident ial contact wi th his or her attorney. Fo r exampl e : 

• inmate-atto rney correspondence i s cover ed unde r the 
special mail p r ovi s i ons ; 

• private inmate-atto rney v i s i ts are p r ovided ; and, 
• the inmate i s afforded the oppor t unity to p lace an 

occas i onal unmoni to red call to his or her attorney . 

Based on these p r ovi s i ons , f r equent conf ide nt ial inmate
attorney call s should be allowed onl y when an inmate demonstrates 
that communicati on wi th his or her attorney by other means i s not 
adequate . Fo r examp l e , when the inmate or the inmate ' s attorney 
can demonstrate an imminent cour t deadline (see the Prog ram 
Statements Inmate Correspondence o r Inmate Legal Act i v i t i es ) . 
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Staff are to make reasonable efforts to verify unmonitored calls 
placed on an inmate ' s behalf are to an attorney's office . 
Inmates are r esponsible fo r the expense of unmonitored attorney 
telephone calls . When poss ible, it is preferred that inmates 
p lace unmonitored lega l calls collect . Third-party or three-way 
calls are not authorized . 

11. INMATE USE OF NON-ITS TELEPHONES (Non-attorney calls). On 
rare occasion , during times of c ri sis, staff designated by the 
Warden may find the need to allow inmates to p lace telephone 
calls outside the Inmate Telephone System . These calls should be 
p laced on telephones that are set to r ecord the conve r sation and 
shall follow the guidelines detailed below . 

a . Additional monitored non-ITS telephones must be operated as 
follows: 

(1) Inmates using the telephones must have read and signed 
the Acknowledgment of Inmate form (BP- 408) indicating thei r 
understanding that telephone calls on that device are subject to 
monitoring ; 

(2) A notice must be p laced, in both Eng lish and Spanish , 
above or near the telephone indicating that all calls are subject 
to monitoring , and that using the telephone constitutes consent 
to such monitoring . The notice should also indicate that the 
telephone is fo r inmate use only . Staff a r e not pe rmitted to use 
the telephone because staff telephone calls may not be monito red; 

(3) The telephone must be p laced in a secu r e a r ea (e .g ., a 
locked office) ; 

(4) The telephone must be set to r ecord telephone calls ; 

(5) Staff coor dinating the call shall notify the SIS staff in 
writing via email that telephone call was p laced and shall 
include the following ; and 

• The date/time , telephone numbe r, and name of the per son 
being called 

• The name and r egiste r number of the inmate p lacing the 
call 

• A b rief reason for the call . 

(6) SIS staff shall be r esponsible fo r inputting this data 
into the recording system to ensur e the call r ecor ding can 
identify the inmate on the telephone . This data must be ente r ed 
within seven calendar days . 
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b . Institutional Authorization Procedures for Additional 
Monitored Non-ITS Telephones (Non-ITS) 

PS 5360 , e xp r ess l y p r ovi des fo r an a ddi t i o nal mo ni tor ed inma te 
tel ephone l ocated in the Cha pel are a . As s uch , the p r ocedures in 
thi s document fo r authorizing tha t s ing l e te l ephon e do not a pp l y . 
These p r ocedures a pp l y , rather, to a ddi t i o na l moni to r ed inma te 
tel ephones beyond the s ing l e a ddi t i o nal te l ephon e pe r mi tted by 
the r e lig i o u s policy (e . g . , te l ephones l oca ted in the 
Li e u tenant ' s offi ce , the Uni t Team off i ce). 

The following p r ocedures must be followed when r equest ing 
a ddi t i o nal monitor ed inmate tel ephones : 

(1) The Warden shall send a r equest to the Regi o nal Director 
fo r con s i de r at i o n a nd i den t i fy the extrao rdinary r e a son s 
j usti fy ing the need fo r addi t i onal tel ephones ; and 

(2 ) I f appr oved by the Regi on a l Directo r, wri tten 
noti f i cat i o n of appr oval shall be p r ovi ded to the Warden and the 
Administrat i o n Di v i s i o n' s Trust Fund Branch (TFB) sta ff fo r 
p r ocess ing . 

1 2 . RESPONSIBILITY FOR INMATE MISUSE OF TELEPHONES. 

§ 540.104 Responsibility for inmate misuse of telephones. 

The inmate is responsible for any misuse of the telephone. The 
Warden shall refer incidents of unlawful inmate telephone use 
to law enforcement authorities . The Warden shall advise an 
inmate that violation of the institution's telephone 
regulations may result in institutional disciplinary action 
(See part 541, subpart B) 

Inma tes v i o lat ing th i s policy ma y be s ubject to d i sc i p lina r y 
a cti o n purs u a n t to 28 CFR part 5 41, s u bpar t B, a nd the policy on 
Inma te Di sc i p line . 
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a . An inmate is responsible for the expenses of inmate 
telephone use. Such expenses may include a fee for 
replacement of an inmate's telephone access code that is used 
in an institution which has implemented debit billing for 
inmate calls. Each inmate is responsible for staying aware of 
his or her account balance through the automated process 
provided by the system. Third party billing and electronic 
transfer of a call to a third party are prohibited. 

b. The Warden shall provide at least one collect call each 
month for an inmate who is without funds. An inmate without 
funds is defined as an inmate who has not had a trust fund 
account balance of $6 . 00 for the past 30 days. The Warden may 
increase the number of collect calls based upon local 
institution conditions (e.g., institution population, staff 
resources, and usage demand) . To prevent abuses of this 
provision (e.g., inmate shows a pattern of depleting his or 
her commissary funds prior to placing collect calls) , the 
Warden may impose restrictions on the provisions of this 
paragraph b. 

c. The Warden may direct the government to bear the expense 
of inmate telephone use or allow a call to be made collect 
under 
compelling circumstances such as when an inmate has lost 
contact with his family or has a family emergency. 

13 . TELEPHONE RESTRICTIONS IMPOSED BY THE WARDEN. Inmates may 
be subject to te l ephone r est rict i ons i mposed by the Warden to 
p r otect the s a fety , securi ty , and good o rder of the inst i t ut i on, 
a s well a s to p r otect the public . Te l ephone r estricti ons imposed 
under the authority of thi s secti on are separate a nd apart f r om 
tel ephone r estrict i ons i mposed by the UDC or DHO following fo r mal 
a nd compl eted inma te d i sci pline pr oceedings . 

Inmates wi th tel ephone r estricti ons a r e still ent i t l ed to place 
a t l e ast one tel ephone call per month , unless al so unde r a 
s ancti on of tel ephone r est rict i on t he UDC or DHO i mposed. 

a . Authorized Circumstances. Inmates may be s ubject to 
tel ephone r estrict i ons unde r thi s sect i on in the following two 
c ircumstances : 
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(1) Pub lic Sa fety Facto r (PSF). An inmate whose curre nt 
offense , pri or h i stor y , or thr ea t characte ri st i cs indi ca te a 
p r opens i ty to abuse te l ephone priv ileges will be a ss i gned the 
PSF - Seri ou s Tel ephone Abuse . I f an inma te i s a ss i gned the PSF 
fo r Serious Te l ephone Abuse (see the Securi t y Des i gnat i on and 
Custody Class i f i ca t i on Manual) , a te l ephone r est rict i on i s 
authorized. Te l ephone r estricti ons i mposed unde r these 
c ircumstances a r e d i sc r eti onary and necessary to e ns ure the 
insti t ut i on' s s a fety , securi ty , good o rder a nd/o r to p r otect the 
pub lic . When deemed necessary , the inma te ' s Uni t Manager will 
or d inaril y r ecommend thi s type of r est rict i on to the Warden fo r 
f inal dec i s i on ma king . 

Upon hi s/her ini t i a l commi tment or r edes i g na t i on, an inmate 
wi th a PSF for Serious Tel ephone Abuse will not be authorized use 
of the ITS unt il c lass i f i ed by the uni t team. Inmates i dent i f i ed 
at their ini t ial c lass i f i c a t i on a s r equiring tel ephone 
r estricti ons will not be per mi tted access to the ITS unt il a fte r 
the f inal r evi ew by the Warden. 

(2 ) Pe nd ing Invest i g a t i on or Di sci plina r y Acti on fo r Poss i b l e 
Te l ephone Abuse . I f an inma te i s pending an investi ga t i on o r 
d i sci plinary acti on fo r poss i b l e tel ephone abuse , a part ial or 
total tel ephone r est rict i on i s autho rized . Te l ephone 
r estricti ons i mposed under these c ircumstances are d i scr et i ona r y 
a nd necessary to e ns ure the insti t ut i on' s safety , securi ty , or 
good or de r, and/or to p r otect the public . When deemed necessary , 
the Special Invest i gat i ve Supe r v i sor' s off i ce will or d inaril y 
r ecommend th i s type of r estricti on. Any tel ephone r estricti on 
r ecommended by the SI S off i ce ma y only be i mposed wi th the 
Warden' s app r ova l , in accor d ance wi th the p r ocedures out lined in 
thi s sect i on . 

b . Procedures for Imposing or Removing Telephone Restrictions. 
The following p r ocedures must be followed when i mpos ing , 
r emoving , o r r enewing , a tel ephone r estricti on under thi s 
secti on: 

(1) The appr opriate sta ff member r ecommends a te l ephone 
r estricti on to the Warden by compl et ing the Request fo r Te l ephone 
Restricti on fo r m (BP -7 40 . 052 ). The r ecommending sta ff member 
should describe br i efl y the r e a son fo r r ecommend ing a te l ephone 
r estricti on, a s we ll a s the e xtent of the p r oposed r estricti on. 

For examp l e , sta ff may r ecommend r educ ing an inmate ' s tel ephone 
u se to 100 minutes per month r ather than a total r estricti on , i f 
s uch a r est ricti on would s uff i c i ent l y p r otect the safety , 
security, o r good or de r of the insti t u t i on, or p r otect the 
p ub lic ; 
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(2 ) The Warden will revi ew the r ecomme nd a t i on and e i ther 
appr ove , modi fy , or deny the r estricti on. I f the Warden appr oves 
a restricti on, s uch deci s i on must be ba sed on the conc lus i on tha t 
i t i s necessary to p r otect the insti t u t i on' s s a fety , securi ty , or 
good o rde r, or to pr otect the public ; 

(3 ) I f the Warden appr oves a tel ephone r estricti on, a copy of 
the comp l eted fo r m should be p r ovi ded to the inma te , t he Trust 
Fund Offi ce , and p laced in Secti on 3 of the inmate ' s Cent ral 
File ; 

(4) Te l ephone r est rict i ons imposed by the Warden d ue to a PSF 
fo r Seri ous Te l ephone Abuse must be r evi ewed a t l ea st eve r y s ix 
months , or d ina rily in con j unct i on wi th the inmate ' s Program 
Revi ew , to deter mine i f the r est rict i on should cont inue or 
be modi f i ed . A deci s i on to cont inue a c urre nt te l ephone 
r est rict i on i mposed unde r th i s secti on r equires no f urthe r 
acti on , but must be documented in the Prog ram Revi ew Repor t . 

An y p r oposed change to a c urre nt tel ephone r estricti on must be 
made a ccor d ing to these pr ocedures , and r equires the Warden' s 
appr oval . I f appr opriate , an inmate ' s tel ephone privileges c an 
be g radually r esto r e d, ba sed on demonstrated respons i bili ty 
docume nted by the inmate ' s Uni t Team or other sta ff ; 

(5 ) Te l ephone r est rict i ons imposed pending a n invest i gat i on 
or pend ing d i sci plinary acti on fo r poss i b l e tel ephone abuse are 
limi ted to a period of 30 da ys . I f an addi t i onal 30 da y pe ri od 
i s r equired to compl ete e i ther the investi ga t i on or di sci plinary 
pr ocess , the War den must r e- authorize the restricti on us ing these 
p r ocedures . Speci f i cally , the War den' s appr oval must be obtained 
on a nother Request fo r Te l ephone Restricti on fo r m (BP-7 40 . 052 ). 
Unless r e- authorized in th i s manne r, Trust Fund staff will obtain 
the Wa rden' s app r oval fo r r e instatement or cont inued r est rict i ons 
ever y 30 days . 

Each s ubsequent r est rict i on pe ri od i s limi ted to 30 days . 
Sta ff should make ever y effor t to comp l ete invest i g a t i ons and 
d i sc i p linary p r oceedings for poss i b l e te l ephone abuse wi thin the 
f irst 30 d ay period of the tel ephone r estrict i on; 

(6 ) Inma tes wi th tel ephone r estricti on s unde r th i s secti on 
are still ent i t l ed to p l ace a t l ea st one tel ephone call per 
month , unless al so under a s anct i on of tel ephone r estrict i on the 
UDC or DHO i mposed following for mal, and comp l eted, inmate 
di sc i p line p r oceedings . Or d ina ril y , s uch te l ephone call s are 
placed thr ough the inmate te l ephone system, not by sta ff ; and, 
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(7) Inmate s may challeng e te lephone restrict i o ns imposed 
unde r th i s secti on through the Administr ative Remedy Program. 
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MILITARY COMMISSIONS TRIAL JUDICIARY 
GUANTANAMOBAY 

UNITED STATES OF AMERICA 
AE __ 

v. 

KHALID SHAIKH MOHAMMAD, 
Order to Seal Attachment D of 

AE 321(WBA) 
W ALID MUHAMMAD SALIH MUBARAK 
BIN 'ATASH, 
RAMZI BIN AL SHIBH, 
ALI ABDUL AZIZ ALI, 
MUSTAFA AHMED ADAM 
ALHAWSAWI 

Date Filed: 

Upon consideration of the submissions of Mr. bin 'Atash contained in the defense's motion for 

an order to seal Attachment D of AE 321 (WBA) Defense Motion to Permit Telephonic Access 

With Family Members, this Commission fi nds that an order sealing Attachment D of 

AE32l(WBA) is necessary to protect privileged information from being disclosed to parties 

outside the privilege. Accordingly, pursuant to Rule 3, paragraph 5n of the Rules of court, this 

commission hereby orders that Attachment D of AE321(WBA) is sealed. 

So ORDERED this _______ _ 
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JAMES L. POHL 
COL,JA, USA 
Military Judge 
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