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UNITED STATES OF AMERICA 

v . AEOO9 
Mr. al BaluchPs Motion 

KHALID SHAIKH MOHAMMAD, WALID 
MUHAMMAD SALIH MUBARAK BIN 
'ATTAS H, RAMZI BIN AL SHIBH , ALI 
ABDUL-AZIZ ALl, MUSTAFA AHMED 

to End Presumptive Classificat ion 

17 Apr il 20 12 
ADAM AL HAWSAWI 

I. Timeliness: This motion is timely tiled. 

2. RelierSought: 

A. The military comm iss ion should make a conclusion of law that presumpt ive 

class ificat ion vio lates the First and Sixth Amendments, as well as Execut ive Order 13526 and 

other relevant author ities . 

B. The mili tary comm ission should not incorporate presumpt ive class ification into 

any protect ive orders. 

C. The military commiss ion should order the Convening Authority to prov ide a 

mechanism for classificat ion review without waiver of attorney-cl ient privil ege or abate the 

proceedings. 

3. Overview: 

The most egreg ious example of the gove rnment 's use of overclass ificat ion to suppress 

unclass ified but embarrass ing infonnat ion at Guantanamo Bay is the device of "presumptive 

class ificat ion. " Presumpt ive classificat ion-more mythology than law- attempts to extend 

traditional classif icat ion rules beyond informat ion damaging to nat ional security to all statements 

made by or informat ion learned from Guantanamo Bay pr isoners. Under the regime of 

presumpt ive class ificat ion, if a prisoner says that he misses hi s fam il y, th is infonnation is "born 
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class ified" even though no or iginal class ificat ion authority would or cou ld ever class ify it. This 

pract ice, unchallenged for years, violates every relevant const itut ional, pres idential, statutory, 

and regulatory pr inc iple of class ificat ion . 

Under the tenns of Executive Order 13526, class ificat ion of informat ion is an act: a 

person, spec ificall y delegated authority, decides that the ri sks of di sclos ing a spec ific piece of 

infonnat ion to the pub lic outweigh the democratic imperat ive for transparency in the operat ion 

of govern ment. Onl y one type of informat ion- Restricted Data about nuclear weapons- is 

"born cl ass ified ." Every other type of in format ion must go through the class ification process, 

which appli es strict criteria, a presumpt ion of non-classif icat ion, and mandatory declass ificat ion 

rules, before it becomes class ified . 

Presumpt ive class ificat ion reverses these pr inc iples and inst itut ionali zes the pract ice of 

class ifying unclass ified but potentiall y embarrass ing in fonnat ion. Execut ive Order 13526 not 

onl y does not authorize presumpt ive class ificat ion, but in fact proh ibits it. Presumptive 

class ification destroys the Pres ident's carefu ll y designed class ification protocol, ev iscerates the 

defense function envisioned by Congress in the Mili tary Commiss ions Act, and v iolates the 

const itut ional ri ghts of government employees and prisoners alike. 

4. Facts: 

Presumptive classification has become the rule at Guantanamo Bay. 

Over the past eight years, a system of presumpt ive class ification has emerged in 

Guantanamo Bay, wholl y divorced from the Execut ive Orders which gove rn- and in fact 

create-class ified informat ion. Presumpt ive class ificat ion began as a compromise to perm it 

habeas representation in an uncertain lega l environment, but it has become a systemic di stortion 

that affects every aspect of the Guantanamo Bay informat ion environment. 
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A. Military commissions conducted pursuant to Military Commissions Order No.1 did 

not purport to implement presumptive classification. 

Early mili tary commiss ions practice did not include presumptive classification. The 

orders which created the mili tary comm iss ions authori zed the protect ion of "classified or 

class ifiable" ev idence. See Mili tary Order of 13 Nov 200 1 § 4(c)(4), 66 Fed. Reg. 5783 1 (Nov. 

16,200 1), sliperseded by Execut ive Order 13425,72 Fed. Reg. 7737 (Feb. 20, 2(07); DoD 

Mili tary Comm ission Order No. I § 6(O)(5)(a) (Mar. 21, 2002) ("MCO No. I"). These orders 

did not actually proh ibit any di sclosure, and conta ined no reference to presumpt ive class ificat ion. 

None of the mili tary instruct ions issued pursuant to Mea No. I contained any reference 

to presumpt ive class ificat ion. The Affidav it and Agreement by Defense Counsel appended to 

DoD M ili tary Instruction No.5 (Apr. 30, 2(03) imJXJsed a broad gag order on defense counsel 

against di sclosing "documents or infonnation spec ific to the case except as is necessary to 

represent [a] client before a mili tary comm iss ion." § 11(E)(l) . Th is gag order did not create a 

presumpt ion that such informat ion was classif ied; to the contrary, it allowed counsel to share 

informat ion with comm ission personnel, JXJtential witnesses , and "other individuals with 

part icu larized knowledge" as long as the infonnat ion was not class ified. Id. Pres iding Officers 

Memoranda Nos. 9 (Oct. 4, 2004) and 9- 1 (Sep. 14,2(05), both governing protect ive orders, did 

not conta in any reference to presumptive class ificat ion. 

Furthennore, the mili tary commiss ions conducted pursuant to MeO No.1 did not include 

presumpt ive class ificat ion in the ir protect ive orders . See, e.g., Protect ive Order #3A, United 

States v. Jabrall Said bin al Qahtalli (Apr. 24, 2006); Protect ive Orders # 1-#3, United States v. 

Abdul Zahir (Jan. 31, 2(06); Protect ive Orders # 1-#3, United States v. Jabrall Said bill al 

Qahtalli (Jan. 23, 2(06); Protective Orders # 1-#3, United States v. Ghassall Abdullah at Sharbi 
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(Jan. 23, 2006); Protect ive Orders # 1-#3, United States v. Sujyian Barholllllj (Jan. 23, 2006); 

Protect ive Orders # 1-#3, #3A United States v. Omar Ahmed Khadr (Dec. 2(05); Protective 

Order, United States v. Ibrahim Ahmed Maholld al Qosi (Aug. 27, 2(04); Protective Orders #2-

#2A, United States v. Salid Ahmed Hamdan (Aug. 27, 2004); Protective Order (Ju l. 9, 2004), 

Protective Order (Jun. 20,2004), Protect ive Order (Mar. 17,2(04), United States v. Ali Hamzo 

Ahmed Silliman al Bahllll. 1 Far from presumpt ively class ifying the accused's statements, 

Protective Order #2 in United States v. Zahir, United States v. al Sharbi, United States v. 

Barhollmi, and United States v. al Qahtani specifically permitted counsel to reference nicknames 

or ali ases that interrogators told the accused when he was quest ioned- informat ion that wou ld 

later become presumpt ive ly class ified . 

B. Presumptive classification first arose as a compromise in the uncertain legal 

environment of early Guantanamo Bay habeas litigation. 

The idea of presumpt ive class ificat ion has its genesis in a compromise struck in the 

habeas cases during the earl y years of Guantanamo Bay li tigation. Shortly after the Supreme 

Court confirmed District Court habeas jurisdiction in Raslll v. Blish , 542 U.S . 466 (2004), Judge 

Colleen Kollar-Kotelly of the D.C. District Court ordered the Uni ted States to file all proposed 

procedures for access to counse l by Guantanamo Bay pr isoners . Order of Jul. 23, 2004, 

Document #38, Al Odah v. United States, 02-cv-828 (D.D.C. Jul. 23,2004). The Uni ted States' 

primary pos ition was that, "Pet itioners have no ri ght to relief, includ ing the ri ght of access to 

counsel, under the Const itut ion because petitioners, as ali ens outs ide the sovereign territory of 

the United States, lack any cogni zable Constitutional ri ghts." Response to Complaint in 

I It does not appear that the mili tary commiss ion entered a protect ive order in the proceed ings 
under MCO No. I in United States v. Billyam Ahmed Mllhammad or United States v. Da vid M. 
Hicks. 
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Accordance with the Court 's Order of July 25, 2004, Document #46 at 2-3, AI Odah v. Un ited 

States, 02-cv-828 (DD .C. Jul. 30, 2004) . 

The United States proposed extremely intrusive procedures, includ ing monitoring of 

meetings, attorney notes , and legal ma il between habeas attorneys and Guantanamo Bay 

prisoners by the use of a "privilege team." Al Odah v. United States, 346 F. Supp. 2d I, 8-9 

(D.D.C. 2004); Procedures for Counsel Access to Detainees at the US Naval Base in 

Guantanamo Bay, Cuba, Document #46- 1, AI Odah v. United States, 02-cv-828 (D.D.C. Jul. 30, 

2004) ("AI Odah proposed procedures"). These intrus ive procedures also incl uded the first 

iterat ion of presumpt ive class ificat ion: "Any informat ion not subject to cl ass ificat ion review by 

the privil ege team, includ ing oral communicat ions with the detainee, must be treated as class ified 

infoI111at ion unless otherwise determined by the privil ege team." Al Odah proposed procedures § 

Xl(b), at 8. 

In the ir response, the pet itioners offered to voluntaril y ab ide by a gag order under wh ich 

they would "commit not to di sclose to any th ird party any infoI111at ion they obtained from their 

clients in thi s case without prior government approval or, if there was a di sagreement, without 

approval of th is Court. " Memorandu m of Points and Author ities in Opposition to Defendants' 

Response to Complaint, Document #48 at 3, AI Odah v. United States, 02-cv-828 (D.D. C. Aug. 

4,2004) 

At a hearing on the issue, the court accepted petitioners' counsel's offer of a compromise. 

Al Odah , 346 F. Supp. 2d at 13; see also Brendan M. Driscoll , The Gualltallalllo Protective 

Order, 30 Fordham Illt '[ LJ 873,89 1 (2007) . Under the comprom ise, to whjch the government 

objected, ' 'The attorney would be required to treat all infoI111at ion subject to the attorney-client 

privil ege as confidential, and wou ld not di sclose th is infonnat ion to anyone. In the event the 
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attorney wanted to disclose the infonnation to anyone, including law firm colleagues or support 

staff, counsel would have to agree to the Government's proposed class ificat ion review, and 

would have to abide by the Government's decision to approve or proh ibit the di sclosure, if based 

on properly asserted national security concerns." AI Odah, 346 F. Supp. 2d at 13. 

At the same time, Judge Joyce Hens Green was also supervising protect ive order 

li tigat ion in a different set of Guantanamo Bay habeas cases (with a var iety of capt ions and case 

numbers) . See, e.g., Order Setting Status Conference, Briefing Schedule for Protective Order, 

and for Notification of Released Detainees, Document #74, Rasill v. Blish, 02-cv-299 (D.D. C. 

Sep. 20, 2004). After negot iat ions failed to produce an agreed order, counsel for Moazzam Begg 

and Feroz Ali Abbasi argued that Judge Green should adopt the volun tary gag order approach of 

Judge Kollar-Kotelly in AI Odah, 346 F. Supp. 2d at 13. See Motion for an Order Requiring 

Part ies to Abide by Proposed Procedures for Counsel Access and Request for Expedition, 

Document #33 at 7, Begg v. Blish, 04-cv- 11 37 (D.D.C. Oct. 22, 2(04). But Mr. Begg and Mr. 

Abbasi's actual proposed counsel access procedures included presumpt ive classif icat ion: 

"Counsel is required to treat all written and verba l statements of a client as class ified 

infoI111at ion, unless and until the informat ion is submitted to a privil ege team and deteI111ined to 

be otherwise." Procedures for Counsel Access for Clients Held at the US Naval Base, 

Guantanamo Bay, Cuba, Document #33- 1 § IY(A)(4), Begg v. BliSh, 04-cv- 1137 (DD.C. Oct. 

22, 2(04). The prisoners' proposed counsel access procedures authorized a privilege team to 

conduct class ificat ion review of informat ion obta ined from a client. Id. § Vl1CC) . The Uni ted 

States objected to some of the counsel access procedure provisions proposed by Mr. Begg and 

Mr. Abbasi, but approved of the presumpt ive class ificat ion provision. See Respondent's 

Response to November I , 2004 Order Sett ing Deadline for Subm issions in Response to 
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Pet itioner's Mot ion for an Order Requiring Part ies to Ab ide by Proposed Procedures for Counsel 

Access, Document #47, 111 re GUQl1tGl1amo D etainee Cases, 04-cv- 11 37 (D.D.C. Nov. 4 . 2(04). 

Judge Green publi shed two separate orders at 111 re GUGl1tal1GIIIO D etaillee Cases, 344 F. 

Supp. 2d 174 (D.D.C. 2004). The protect ive order itself defined "protected informat ion" as 

" infonnat ion deemed by the Court as worthy of spec ial treatment as if the document or 

infonnat ion were class ifi ed, even if the document or informat ion has not been fonnally deemed 

to be classified." Id. '1\ II , at 177. This definition allowed the Court to des ignate spec ific 

informat ion as protected without orig inal class ificat ion authority ("OCA") review. The attached 

Rev ised Procedures for Counsel Access to Detainees at the U.S . Naval Base in Guantanamo Bay, 

Cuba, however, incorporated the proposed language of Mr. Begg and Mr. Abbas i requiring 

counsel to "treat all infonnat ion learned from a detainee as class ified infonnat ion." The 

order governed all detainee counsel except counsel for the three detainees addressed in Al Odah . 

See, e.g., III re Gllal1tal1amo Bay Cases, 344 F.2d '1\ 29, at 179-80. Judge Green's order was 

subsequentl y "entered in the vast majority of Guantanamo habeas cases." Adem v. Blish , 425 F. 

Supp. 2d 7, 19 (D.D.C. 2(06). 

In fact, Judge Kollar-Kotelly's op inion and Judge Green's protect ive order and counse l 

access provisions represent three different approaches to the control of informat ion. Judge 

Koll ar-Kotelly's opinion used a voluntary gag order to contro l disclosure of informat ion. Judge 

Green's protective order itself used an approach of Court-designated protected informat ion to be 

treated as classified, but the counsel access procedures required counsel to treat all in formation 

learned from a prisoner as class ified . These nuances have been overlooked in pract ice, and these 

procedures are frequently referred to as "presumptive class ificat ion." 
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In 2008, Judge Thomas F. Hogan revised Judge Green's protect ive order and counsel 

access procedures. See III re GIIGl1tal1amo Bay Detail1 ee Litigation, 577 F. Supp. 2d 143 (D.D.C. 

2008). Judge Hogan altered the definition of protected informat ion from infonnation worthy of 

treatment as if it were classified to informat ion "the Court deems . not su itable for public 

filing." Id. 'II II , at 147. Judge Hogan also expanded the inst itutions which could authorize 

counsel to treat informat ion as uncl ass ified: "Counsel shall treat all in fonnat ion learned from a 

detainee, as class ified informat ion, unless and until the infonnation is submitted to the privil ege 

team and the privil ege team, this COllrt, or al10ther court detennines it to be otherwise." Id. 'i 

12(f) , at 159 (emphas is added). Of course, if the infoI111ation were class ified, by means of a 

presumpt ion or otherwise, relevant Execut ive Orders would not authorize the j udicial branch to 

declass ify it. 

In Detainee Treatment Act cases in the D.C. Circuit, the quest ion of the protect ive order 

arose again. The Uni ted States aga in argued for a more restrictive protective order, and attorneys 

for Guantanamo Bay prisoners defended the District Court order, a compromise they had 

endorsed. See Driscoll , supra, at 896-9 17 (describing pos itions of the part ies) . The pet itioners 

did not di spute the presumpt ive class ificat ion provision, and the D.C. Circu it included the same 

language Judge Hogan used in the revi sed District Court protect ive order. See BislIlullah v. 

Gates, 50 1 F.3d 178, 188, 199 (D.c. Cir. 2007), vacated, 554 U.S. 913 (2008). After the 

Supreme Court vacated Bislllullah , the D.C. Circuit held that it no longer had jurisd iction, and 

the issue became moot. See Bislllullah v. Gates , 55 1 F.3d 1068, 1070 (D.c. Cir. 2009). 

As a prominent habeas attorney has explained, the system of presumpt ive classificat ion 

"has created absurd resu lts as the litigat ion has matured." Shayana Kadidal, Con/rontillg Ethical 

issues ill Natiol1al Security Cases: Th e Guallfal1amo Haheas Litigation, 4 1 Seton Hall L. Rev. 
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1397, 1399 (20 II ). As one example among many, the habeas priv il ege team has indicated that 

poetry "should contin ue to be considered presumpt ively class ified ." R ichard Lea, Inside the 

Wire, The Guardian (Feb. 26, 2(07); see also Mark FalkoFf, Poems fro m Guantanamo: Th e 

Detainees Speak 4 (2007) ("Hundreds of poems therefore remain suppressed by the mili tary and 

will likely never be seen by the public."). 

c. In the first military commission prosecution of the accused, the military commission 

adopted a policy of presumptive classification. 

By the time of the first military comm issions prosecution of the accused, the mythology 

of presumpt ive classif icat ion controll ed the conduct of the proceed ings . In Protective Order # 3, 

United States v. Mohammad (Jun. 4 , 2008), the mili tary commiss ion found "that the Uni ted 

States, pursuant to Execut ive Order and appropr iate authorit y, has determined that the statements 

of the accused are to be presumpt ive ly treated as class ified in fonnat ion, class ified at the TOP 

SECRETIISC1 leve l. " 'II 24, at 9; see also '116(e) , at 3 ("Any statements made by the accused are 

presumpt ively Class ified InFormation.") . S ix months after the issuance of Protective Order #3, 

the military commiss ion amended it with the followin g language: 

Nothing in the Order precludes Defense Counsel from discussing matters 
di sclosed by the accused wh ich are unclassified with persons who do not have 
security clearances. Defense Counsel are directed to ensure that such matters are 
unclass ified before any such di scuss ions and shall consult with the Senior 
Security Advisor if they are not certa in whether such matters are unclass ified . In 
any instance where there is any dou bt whether a matter is class ified, such matter 
shall be considered presumpt ively class ified , consistent with the Order. 

Ten days later, the mili tary comm iss ion again defined classified in format ion to include, 

"Presumptively Classified Informat ion, including any statements made by the accused 

Protect ive Order #7, United States v. Mohammad (Dec. 18, 2(08). 
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In the wake of the first 9/ 11 case, presumpt ive class ificat ion has become customary at 

Guantanamo Bay, and has been widely reported. See, e.g., Josh Gerste in , DoD: Transcript of 

public GuantanQmo hearillg "top secret," Politico.com (Jan. 16, 20 12) ("every word uttered by a 

high-value detainee is considered presumpt ive ly classified at a level more stringent than 'top 

secret"'); New York Times, From Secrecy to Absurdity, May 1,2011 , at A26 ("all in format ion 

obta ined from clients is presumpt ive ly cl ass ified") . Following the example of the first 9/ 11 

mili tary commiss ion, later mili tary comm ission protect ive orders incorporated the idea of 

presumpt ive cl ass ification without qualificat ion. For example, Protect ive Order #4, UI/ited 

States v. Ghailal1i (Mar. 4, 2(09) , defined "classified informat ion" to include, "Statements made 

by the accused, wh ich are presumpt ive class ified at the TOP SECRETIISCl level until such 

statements are reviewed by representat ives from the agency holding original class ificat ion 

authority over the infonnation." 

D. The Convening Authority sought to adopt presumptive classification for all 

Guantanamo Bay prisoners, but abandoned the attempt. 

In March 20 11 , the Convening Authority promulgated but then withdrew a document 

entitled, "Protective Order and Procedures for Counsel Access to Detainees Subject to M ili tary 

Comm ission Prosecution at the United States Naval Stat ion in Guantanamo Bay, Cuba" (Mar. 4, 

20 II ) ("Withdrawn Protective Order of 4 March 20 II "). The Withdrawn Protective Order of 4 

March 20 II purported to presumpt ively classify all statements made by Guantanamo Bay 

prisoners formerl y incarcerated by the CIA. See it!. at 2 1, § 7 1 ("Materi als brought out of 

meetings between HVDs and detainee's counsel are presumpt ively class ified at the TS/SCI 

leveL"); id. at 14, § 57 (defining "HVD"); id. at II , § 46 (prescri bing filing procedures for 

"[p]resumptive ly class ified informat ion that detainee 's counsel learned from a high-value 
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detainee"); id. at 20, § 69(b) ("Any Outgo ing Ma il from an HVD will be handled as if it is 

class ified at the TSISC I level ."); id. at 23, § 77 ("Detainee's counsel shall treat all 

informat ion learned from an HVD ... as classified infonnation at the TSISCl level .... "). Th is 

presumpt ive class ifi cat ion was not s imply a matter of handling direct ions, but the formal 

impos ition of a system of presumpt ive classif icat ion on detail ed counsel for detainees. 

E. JTF-GTMO has adopted presumptive classification in its order governing attorney-

client communication. 

Presumptive class ification pervades the Order Governing Written Communicat ions 

Management for Detainees Involved In Military Commiss ions (Dec. 27, 20 11 ) 

("Communicat ions Order") . The Communicat ions Order requires mail from a Guantanamo Bay 

prisoner to hi s counsel to be marked with , illfer alia, "the presumpt ive class ificat ion level of any 

infonnation conta ined withi n it," then handled as classified material. § 7(b) & (c), at 17- 18 . The 

order recogni zes that the actual cl ass ificat ion level may be different than the presumpt ive 

class ification leve l: attorney materials must be marked with "the classificat ion level (or 

presllmptive classification level) of any informat ion conta ined with in it," § 9(b)( I ) & (3), at 19 

(emphas is added) , then handled as class ified material. § 9(b)(4), at 20; see also § 1O(b)(2) 

(governing "class ified or presumpt ive ly class ified notes, documents, or material used or 

produced during [a] hearing") . 

Even though the public can watch the arraignment proceedings almost li ve on a video 

feed, and can read an unoffic ial transcript a few hours later, presumpt ive class ificat ion means 

that counsel cannot carry hi s or her own notes of the client' s colloquy out of the military 

commiss ion hearing without a cour ier card, a sea led courier bag, and an escort. § IO(b) (2), at 2 1. 

The order even expands presumpt ive class ificat ion to notes an attorney brings in to a client 

Filed with TJ 
19 April 2{)12 

11 
UNCLASSIFIEDIIFOR PUBLIC RELEASE 

Appellate Exhibit 009 (KSM et al.) 
Pagello/SO 

This document has been renumbered 
to AE009(AAA) effective 5 May 2012. 



UNCLASSIFIEDIIFOR PUBLIC RELEASE 

meet ing, requiring a courier card to carry any material "jmo or out of a meet ing" with a 

Guantanamo Bay prisoner. § 3(D, at 10. Th is port ion of the Communicat ions Order highlights 

the absu rdity of presumpt ive class ificat ion, as it apparentl y extends class ification even to 

infoI111at ion the attorney wants to learn from a prisoner, even though he or she has not yet 

learned it. 

5. Law and Argument: 

Presumptive classification of information violates established U.S. law. 

A. Executive Order 13526, the sole source of authority to classify information, does not 

recognize categories of presumptively classified information. 

In our const itut ional system, the President's const itut ional pos ition as Commander in 

Chief gives him "author ity to class ify and control access to informat ion bearing on nat ional 

security." Dep't of the Navy v. Ega", 484 U.S . 5 18, 527 ( 1988); see also 50 U.S .c. § 435 

(ass igning the pres ident the responsib ili ty to regu late access to class ified infonnat ion). President 

Frankl in Delano Roosevelt issued the first class ificat ion direct ive in 1940. See E.O. 838 1, 

"Defining Certain Vita l Mili tary and Naval Install ations and Equ ipment," 5 Fed. Reg. 11 47 

(Mar. 26, 1940). Pres ident Harry S Truman extended class ificat ion authority to c ivili an agenc ies 

in 195 1. See E.O. 10290, "Presc ribing Regulat ions Estab li shing Mini mum Standards for the 

Class ificat ion, Transm ission, and Handling, by Department and Agenc ies of the Execut ive 

Branch , of Offic ial Information Which Requires Safeguarding in the Interest of the Security of 

the United States," 16 Fed. Reg. 9795 (Sep. 27, 195 1); see also Ega" , 484 U.S . at 527-28 

(describing expansion of nat ional securit y in format ion to c iv ili an agenc ies) . 

The President's carefull y considered art icu lation of nat ional class ificat ion policy in E.O. 

13526 does not recognize a category of "presumpt ively class ified" in format ion. See E.O. 13526, 
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"Classified Nat ional Security In format ion," 75 Fed. Reg. 707 (Jan. 5, 2010). Class ificat ion does 

not occur by presumpt ion, but rather by the offic ial act of a designated Execut ive authority. E.O. 

13526 § 6.1 (f) defines "class ificat ion" itself as "the act or process by wh ich infonnation is 

determined to be class ified in formation. ,,2 The President or Vice President delegates spec ific 

original classificat ion authority; the act of original class ificat ion represents a judgment by the 

delegee that "the dangers of di sclosure outweigh the costs of classificat ion. " Milner v. Dep', of 

the Navy, 13 1 S. Ct. 1259, 127 1 (20 11 ). By definition, infonnat ion onl y becomes classified after 

it "has been detennined pursuant to [E.O. 13526] or any predecessor order to require protect ion 

against unauthorized di sclosure." E.O. 13526 § 6.1 0) (defining "classified informat ion"). 

Not only is original classificat ion an offic ial act, it is an offic ial act wh ich must occur 

with in boundar ies set by Execut ive Order. E.O. 13526 § 1.1 (a) provides, 

lnfonnation may be originall y class ified under the terms of th is order only if all of 
the following condi tions are met: 

( I) an original class ificat ion author ity is class ify ing the informat ion; 
(2) the in format ion is owned by, produced by or for, or is under the control of the 

Uni ted States Government; 
(3) the in fonnat ion fall s with in one or more of the categories of informat ion li sted 

withjn sect ion 1.4 of th is order; and 
(4) the original class ificat ion authority determines that the unauthorized di sclosure of 

the infonnat ion reasonably could be expected to resu lt in damage to nat ional 
security, wh ich includes defense aga inst transnational terrorism, and the original 
class ificat ion authority is able to identify or describe the damage. 

Presumptive class ificat ion clearly violates Condi tions ( I) and (4) . Presumpt ive 

classification does not require an act by an original class ificat ion authority . See E.O. 13526 § 

1.1 (a)(I); DoD Manual 5200.01-V I § 4(4)(b), DoD Infonnat ion Security Program; Overview, 

Class ificat ion, and Declass ificat ion (Feb. 24, 20 12). In a presumpt ive class ificat ion, no authority 

2 See also DoOM 5200.0 1-V I § 4( 4)(a), at 34 ("Original class ification is the ini tial decision that 
an item of informat ion cou ld reasonably be expected to cause identifiable or describable damage 
to the nat ional security if subjected to unauthorized disclosure and requires protect ion in the 
in terest of nat ional security."). 
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determines that unauthorized di sclosure reasonably could be expected to damage nat ional 

securit y. E .O. 13526 § 1.1 (a)(4) . And no authority ident ifies or describes the damage to nat iona l 

security, id., or determines that the class ificat ion is not for the purpose of concealing violations 

of law, preventing embarrassment, or another proh ibited purpose. Id. § 1.7(a) . In fact, ODD 

requires an OCA to cond uct nine separate determinat ions as in the class ification process, DoOM 

5200.01-V I § 4(6), none of which are made in a presumpt ive class ificat ion. 

In many situat ions, presumpt ive classification violates Condi tion (2) and (3) as well. 

Many statements by Guantanamo Bay prisoner will not relate to in format ion "owned by, 

produced by o r for , or ... under the control of the United States Government." E.O. 13526 § 

1.1 (a)(2) . Of all the vast amount of informat ion a Guantanamo Bay prisoner might convey, onl y 

eight categories of infoI111at ion are eli gible for class ificat ion under E.O. 13526.3 The onl y 

categories of information Guantanamo Bay prisoners are likely to have is " intelligence activities 

(i ncluding covert act ion) [or] inte lligence sources or methods" or perhaps "forei gn government 

infoI111ation" rel at ing to rendition , detention , and interrogat ion by U.S . or other government 

agenc ies. E.O. 13526 § 1.4(c) . Informat ion on other subjects, wh ich does not fall in to one of the 

eight categories, cannot be class ified. 

The one presumpt ion actuall y conta ined in E.O. 13526 starkl y contrasts with the 

wholesale applicat ion of presumptive class ificat ion. E.O. 13526 § 1.I (d) states that, "The 

unauthorized di sclosure of fore ign government informat ion is presumed to cause damage to the 

3 The complete li st is: (a) mili tary plans, weapon systems, or operat ions; (b) fore ign government 
informat ion; (c) intelligence act iv ities (i ncluding covert act ion), intelligence sources or methods, 
or cryptology; (d) forei gn rel at ions or fore ign act iv ities of the Uni ted States, includ ing 
confidential sources; (e) sc ientific, tech nological, or econom ic matters relating to the nat ional 
securit y; (f) Uni ted States Government programs for safe guarding nuclear materi als or fac ili ties; 
(g) vu lnerab ili ties or capabilities of systems, install at ions, infrastructures, projects, plans, or 
protect ion services rel ating to the nat ional securit y; or (h) the development, product ion, or use of 
weapons of mass destruction. E.O. 13526 § 104. 
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nat ional security." Th is statement does not create a presumpt ion of class ificat ion, but onl y a 

presumpt ion that the release of foreign government informat ion sati sfies the "damage" clause of 

§ I. 1 (a)(4) . Presumpt ive class ification, on the other hand, creates an unauthorized presumpt ion 

that anything a Guantanamo Prisoner might say is presumed to sat isfy all four prerequ isites to 

class ificat ion. 

E.O. 13526 does not permit presumpt ive class ificat ion to establi sh a "buffer zone" around 

actual class ifi ed evidence; rather, it prohibits such a pract ice. E.O. 13526 § 1. 7(a)(4) spec ificall y 

prohibits class ification to "prevent or delay the release of in format ion that does not require 

protect ion in the interest of the nat ional security." In other words, the government may not 

class ify- much less presumpt ively class ify-all statements of prisoners unrelated to nat ional 

security simply because some statements of prisoners may be class ified. 

None of the implementing regulat ions authorize presumpt ive class ificat ion, wh ich 

strongly suggests that it is not authorized by E.O. 13526. For example, E.O. 13526 § 5.1 (a) 

provides that the Director of the Informat ion Security Overs ight Office (1S00) shall issue 

directives to implement the Order. In 2010, ISOO issued 32 c.F.R. Part 200 I , whjch 

implements E.O. 13526. See 75 Fed. Reg. 123 (Jun. 28, 20 10). Nothing in 32 C.F.R. 2001 

authorizes or even mentions a system of presumpt ive class ificat ion superimposed on the 

structure establi shed in E.O. 13526. 

Implement ing 000 regulations do not authorize presumpt ive class ificat ion, and in fact 

prohib it the practice. In February, the Under Secretary of Defense for Inte lligence implemented 

000 Manual 5200.01-V I, 000 Informat ion Security Program: Overview, Class ificat ion, and 

Declass ificat ion (Feb. 24, 2012) . DoOM 5200.0 1-V I emphasizes that, "InfoI111at ion shall be 

class ified onl y to protect national security." § 4(1)(a), at 33. It explains that, "Unnecessary or 
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higher than necessary cl assificat ion is proh ibited by [E.O. 13526]." !d. More spec if ica ll y, in the 

derivat ive class ificat ion context, the use of '''general rules' about the class ificat ion of broad 

classes of in formation is prohibited." DoOM 5200.0 I -V I § I I (c). 

With one except ion for nuclear Restricted Data, Congress has acted to enforce Execut ive 

restrictions on di sclosure of classif ied infonnat ion rather than create categories of class ified 

infonnat ion. See 18 U.S .c. § 798 (di sclosure of class ified informat ion), § 1030 (unauthorized 

access to classified infonnat ion), § 1924 (unauthorized removal of class ified material); 50 U.S .c. 

§ 42 1 (di sclosu re of covert agent ident ity through access to class ified in format ion), § 983 

(communicating classified informat ion to fore ign agent); see also 18 U.S .c. § 64 1 (punishing 

theft or convers ion); United States v. Fowler, 932 F.2d 306, 3 10 (4th Cir. 199 1) (holding that 

class ified informat ion is property under § 64 1). Where Congress has acted to protect 

in fonnat ion, it has created new categories of informat ion which are not co-extensive with 

Execut ive classificat ion. See UCMJ Art . 106a, 10 U.S .c. § 906(a) (nat ional defense 

infonnat ion); 18 U.S .c. §§ 793-95, 797 (nat ional defense informat ion), § 952 (offic ial 

diplomatic infonnat ion); 35 U.S .c. § 186 (secret patent); 42 U.S .c. § 2274 ("Restricted Data"); 

see also Gorill v. United States, 3 12 U.S . 19, 28 (194 1) (broadly defining "nat ional defense" in 

the context of the Esp ionage Act); Scarbeck v. Ul1ited States, 3 17 F.2d 546, 559 (D.C. C ir. 1962) 

(di st ingui shing a classified informat ion offense under 50 U.S .c. § 783 from a nat ional defense 

informat ion offense under 18 U.S .c. § 793). W ith in these categor ies, onl y one type of 

informat ion is "born secret": data about nuclear weapons, known as Restricted Data. See 42 

U.S.c. § 20 14(y); see also Ul1ited States v. Progressive, Ifl C., 467 F. Supp. 990 (W .O. 1979) 

(granting preli minary injunct ion against publicat ion about the hydrogen bomb, but recognizing 
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serious First Amendment issues); Howard Morl and, Bom Secret, 26 Cardozo L. Rev. 140 1, 1402 

(2005) (exp laining orig in and operat ion of the Restricted Data framework) . 

Finall y, the Mili tary Conun iss ions Act of 2009 limits class ified infonnation to its 

traditional mean ing rather than creat ing any new category of informat ion "born secret. " The 

MeA defined class ified informat ion as 

(A) Any informat ion or material that has been determined by the Un ited States 
Government pursuant to statute, Executive order, or regulation to require protection 
against unauthorized di sclosu re for reasons of nat ional security. 

(B) Any restricted data, as that term is defined in ... 42 U.S .c. 20 I 4(y). 

10 U.S .c. § 948a(2); see also Rules for Military Comm issions 103(7), 505(b)(I) (providing same 

definition ). The MeA authorizes the mili tary comm ission to issue an order to protect class ified 

infonnat ion- in its trad itional definition- but says noth ing about presumpt ively class ified 

informat ion. See 10 U.S.c. § 949p-3; see also RMC 505(e). 

B. Presumptive classification violates the presumption of non-classification established 

by E.O. 13526 § l.l(b) . 

E.O. 13526 affirmat ively mandates a presumpt ion aga inst class ificat ion. Different 

Pres idents have treated th is quest ion in various ways, and E.O. 13526 § l.l (b) spec ificall y 

provides that, "If there is s ignificant doubt about the need to class ify informat ion, it shall not be 

class ified ." 

Pres ident Ronald W. Reagan 's order on class ified in fonnat ion created the pract ice of 

erring on the side of classificat ion. See E.O. 12356, "Nat ional Securit y In format ion," 47 Fed. 

Reg. 14874 (Apr. 6. 1982). E.O. 12356 § 1.1 (e) provided. "If there isreasonable doubt about the 

need to class ify information, it shall be safeguarded as if it were class ified pending a 

determination by an original class ificat ion authority, who shall make thi s determination within 

th irt y (30) days. If there is reasonable doubt about the appropriate level of class ificat ion, it shall 
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be safeguarded at the higher leve l of classificat ion pending a detennination by an orig inal 

class ificat ion authority, who shall make thi s detennination with in th irty (30) da ys." 

President W illiam J. Clinton reversed th is practice. See E.O. 12958, "Classified National 

Security Informat ion," 60 Fed. Reg. 19825 (Apr. 20, 1995). E.O. 12958 § l.3(e) stated, " If there 

is s ignificant doubt about the appropriate level of class ificat ion, it shall be class ified at the lower 

level." 

President George W . Bush' s po licy was more ambiguous that either Pres ident Reagan's 

or President Cl in ton 's . Pres ident George W. Bush amended E .O. 12958, iI/fer alia, by 

eli minat ing the "s ignificant doubt" standard President Clin ton had in troduced, but did not repl ace 

it with an alternative. See E.O. 13292, "Further Amend ment to Execut ive Order 12958, as 

Amended, Class ified National Secur ity Infonnat ion," 68 Fed . Reg. 153 15 (Mar. 28, 2(03). 

President Barack H. Obama eli minated this ambigu ity. On January 2 1,2009, President 

Obama issued a memorandum express ing that the new Administration " is comm itted to creat ing 

an unprecedented level of openness in Government." Execut ive Office of the President, 

''Transparency and Open Government," 74 Fed . Reg. 4685 (Jan. 26, 2(09) . A subsequent 

memorandum directing a review of E .O. 12958, as amended, explained," Wh ile the Government 

must be able to prevent the public di sclosu re of infonnat ion where such di sclosure wou ld 

compromise the pr ivacy of American c itizens, nat ional security, or other leg itimate in terests, a 

democratic government accou ntable to the people must be as transparent as possible and must 

not withho ld informat ion for self-serv ing reasons or simply to avo id embarrassment." Execut ive 

Office of the Pres ident, "Classified Informat ion and Controlled Unclass ified Informat ion," 74 

Fed. Reg 26277 (Jun. 1, 2009). 
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On 29 December 2009, Pres ident Obama issued E.O. 13526, which revoked E.O. 12958, 

as amended, and establi shed the current class ificat ion policy. See E.O. 13526, "Classified 

National Security infonnation," 75 Fed. Reg. 707 (Jan. 5, 20 10) . The new policy declared that, 

"Protecting informat ion critical to our Nat ion's security and demonstrating our commitment to 

open Government through accurate and accountab le applicat ion of classif icat ion standards and 

routine , secure, effect ive declass ificat ion are equally important priorities." Id. 

Congress has endorsed President Obama's goal of open and transparent government. In 

20 10, Congress enacted Pub. L. 111 -258, the Reducing Over-Class ificat ion Act, to "prevent 

federal departments and agencies from unnecessar il y class ify ing informat ion or classify ing 

informat ion at a higher and more restricted leve l than is warranted." Senate Committee on 

Homeland Security and Governmental Affa irs, Reducillg Overclassificatioll Act, Report of the 

Committee 011 Homeland Security alld Govemmental Affairs, US Senate, to Accompany HR. 

553, S Rep. 111 -200, III " Congo 2"" Sess, I (May 27, 20 10). 

In accordance with the Administration' s avowed comm itment to open government, E.O. 

13526 art iculates a presumpt ion that infonnat ion shall not be class ified. Sect ion I. I (b) states, " If 

there is significant doubt about the need to class ify informat ion, it shall not be c1assified.,,4 See 

also DoOM § 4(l)(a) , at 33 (implementing thi s language in the 000). Sect ion 1.2(c) provides, 

"If there is significant doubt about the appropriate level of class ificat ion, it shall be class ified at 

the lower level." 

A system of "presumptive class ificat ion" flies in the face of the mandates of E.O. 13526. 

Presumpt ive classif icat ion requires holders to treat in format ion as class ified even when there is 

4 E.O. 13526 § I. I (b) provides that th is "s ignificant doubt" standard does not "modify the 
substantive criteria or procedures" or "create any substantive or procedural ri ghts." Sect ion 
1.1 (b) does, however, art iculate an important policy wh ich gu ides class ificat ion decisions. 
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no doubt that the informat ion is not classified. The system of presumpt ive class ificat ion would 

violate even E.O. 12356-rejected in E.O. 13526-wh ich required treat ing informat ion as 

class ified if there was a reasonable doubt as to its class ification. Not onl y does presumptive 

class ificat ion violate E.O. 13526, it would violate the standards of every Execut ive Order on 

class ificat ion ever promulgated by requiring the holder to treat obvious ly unclassified 

infonnat ion as classified. 

c. Presumptive classification violates the interim protection procedure established in 

E.O. 13526 § 1.3(e) and DoDM 5200.01-Vl § 4(9). 

The mili tary comm issions are not the first body to consider the problem of how to protect 

informat ion which should be class ified, but has not yet been considered by an orig inal 

class ificat ion authorit y. In fact , E.O. 13526- like its many predecessor orders-contains a 

provision which directs holders who subjectively believe that infonnation should be class ified to 

protect it and subm it it for class ificat ion review. Presumpt ive class ificat ion violates E.O. 13526 

§ 1.3(e) by subst itut ing a blanket presumpt ion for the assessment of the authorized informat ion 

holder. 

Every Execut ive Order on c lass ified informat ion since 1953 has directed government 

employees to protect infonnat ion they orig inate wh ich they believe should be class ified , pending 

class ificat ion review. See E. .O. § 13292 § 1. 3(e); E..O. 12958 § 1.4(e); EO. 12356 § 1. 2(e); E..O. 

12065, "National Security Informat ion:· § 1-205,43 Fed. Reg 28949 (luI. 3, 1978); E..O. 11 652, 

"Class ificat ion and Declassification of National Security Informat ion and Material," § 10, 37 

Fed. Reg. 5209 (Mar. 10, 1972); E.O. 10501 , "Safeguarding Official Informat ion in the Interests 

of the Defense of the Uni ted States:· § 15, 18 Fed. Reg. 7049 (Nov. 10, 1953) . The language of 

these provisions has been substantively similar. 
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Currently, § 1.3(e) of E.O. 13526 provides, "When an employee [or} government 

contractor ... who does not have original class ifi cat ion authority or iginates informat ion believed 

by that person to require class ificat ion, the infonnation shall be protected in a manner consistent 

with thi s order and its implement ing directives. The informat ion shall be transm itted promptly 

as prov ided under th is order or its implementing directives to the agency that has appropri ate 

subject matter in terest and classif icat ion authority with respect to thi s infonnat ion. That agency 

shall decide with in 30 da ys whether to class ify th is infonnation." 

E.O. 13526 § 1.3(e), like its predecessors, requires holders to treat in formation as 

class ified pending review if the holder ( I ) orig inates the in format ion and (2) subjectively 

believes it to require class ificat ion. This policy of requiring the informat ion holder to make an 

initial deteI111inat ion of the need for class ificat ion makes sense, as access to classified 

infoI111ation in the first place is onl y penn itted after the Execut ive has determined that it is 

clearly consistent with the interests of nat ional securit y. See 50 U.S.c. § 435; E.O. 13526 § 

4 .1 (a); Egall , 484 U.S . at 528. 

To implement E.O. 13526 § l.3(e), DoOM 5200.0 1-V I § 4(9) penn its individuals to 

subm it informat ion to OCAs and, "as necessary, tentatively class ify infoI111at ion or documents as 

working papers, pending approval by the OCA." This process incorporates both the presumpt ion 

of non-class ificat ion and the interim protect ion procedures: if an indiv idual be li eves informat ion 

should be class ified , he or she has the opt ion to submit it and tentatively class ify it pending 

review. This tentative class ificat ion has a high transact ional cost: not onl y must the indiv idual 

treat the tentat ively class ified informat ion as class ified, but 000 proh ibits us ing it as a source of 

derivat ive class ifi cat ion. DoOM 5200.0 I -V 1 § 4(9) . 

Filed with TJ 
19 April 2{)12 

21 
UNCLASSIFIEOIIFOR PUBLIC RELEASE 

Appellate Exhibit 009 (KSM et al.) 
Page 21 of 50 

This document has been renumbered 
to AE009(AAA) effective 5 May 2012. 



UNCLASSIFIEDIIFOR PUBLIC RELEASE 

Presumpt ive class ificat ion is the antithes is of the procedure described in E.O. 13526 § 

1.3(e) and DoOM 5200.0 1-V I § 4(9) . Under a system of presumpt ive c lass ificat ion, a person 

who ori g inates infonnation that they believe does IlOt require class ificat ion must treat it as 

class ified. Under the actual system implemented by ODD, a person who be li eves that 

informat ion should be class ified may tentat ively classify it and subm it it for review. 

Presumpt ive class ification v iolates the mandates of E.O. 13526 by adopting an un sanctioned 

procedure which contrad icts the plain text of § 1. 3(e) . 

D. Presumptive classification violates the First Amendment rights of government 

employees and contractors. 

Subject to certain conditions, government employees retain the ir First Amend ment ri ghts 

to free speech. See, e.g., Garcetti v. Ceballos, 547 U.S . 4 10, 4 19-20 (2006); Pickering v, Board 

of Ed. , 39 1 U.S. 563, 573 ( 1968). There is no First Amend ment ri ght to reveal properl y 

class ified informat ion. See Snepp v. United States, 444 U.S. 507, 5 10 n.3 (1980); McGehee v. 

Casey, 7 18 F.2d 11 37, 11 43 (D.c. Or. 1983). Accordingly, the government may prohib it the 

communicat ion of properl y class ified informat ion, but-absent another considerat ion such as 

violation of a prepublicat ion review requirement- may not restrict the communicat ion of 

unclass ified in format ion. See Snepp, 444 U.S. at 5 13 n.8; id. at 52 1 n. II (S tevens, J. , 

di ssenting); Stillmall v. CIA, 3 19 F.3d 546, 548 (D.C. C ir. 2(03); McGehee, 7 18 F.2d at 11 4 1; 

United States v. Marchetti, 466 F.2d 1309, 13 17 (4 th C ir. 1972) . Put s imply, "The gove rnment 

has no legitimate interest in censoring unclass ified materi als." McGehee, 7 18 F.2d at 11 4 1. 

A di spute over the scope of non-di sclosu re agreements in the late 1980s demonstrates the 

unconstitutionali ty of attempt ing to censor federal employee speech by creat ing a "buffer zone" 

outside the scope of the Execut ive Orders on class ified informat ion. In National Federation of 
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Federal Employees v. United States, federal employees challenged vers ions of non-di sclosu re 

agreements wh ich prohibited them from di sclosing "class ifiab le" informat ion as well as 

class ified in format ion . 695 F. Supp. 11 96 (D.D.C. 1988), vacated as moot sub //0/11. Americall 

Foreign Service Associatioll v. Garfinkel, 490 U.S . 153 ( 1989). After cons idering the range of 

poss ible definitions of the word "class ifiable," the D.C. District Court held that the forms as 

written v iolate the First Amendment rights of federa l employees because they "cannot know that 

'classifiable' in format ion does not include, for example, in formation that onl y speculat ion 

suggests w ill become class ified." Id. at 1204. The Uni ted States deleted the word "classifiable" 

from its forms and replaced it with more li mited language. Garfil1kel, 490 U.S . at 159; see 52 

Fed. Reg. 48, 367 (Dec. 2 1, 1987). After the District Court 's ruling, ISOO replaced its prev ious 

form with the SF 3 12, which is still in use. See 53 Fed . Reg. 38, 278 (Sept. 28, 1988); see also 

DoDM5200.01 -V I § II (b)(I)(requiring useofSF31 2) . 

"Presumptively class ified" informat ion reaches far beyond the definition of the class ified 

infoI111ation found in SF 3 12 and approved by the court in NFFE: in format ion that is ( I) actuall y 

class ified or (2) meets the standards for class ificat ion and is in the review process. 5 In 

promulgat ing the SF 3 12, ISOO clarified that, "The word 'class ifiable' had been included in the 

[previous fonn] not to in troduce concepts separate and di st inct from class ified infonnat ion, but 

to emphas ize the need to protect unmarked class if ied informat ion and informat ion in the process 

of a classification detenninat ion." 53 Fed. Reg. 38, 278 (Sep. 28, 1988) . In the implement ing 

5 "As used in th is Agreement, class ified informat ion is marked or unmarked class ified 
informat ion, includ ing oral communicat ions, that is class ified under the standards of Executive 
Order 12958, or under any other Executi ve order or statute that prohibits the unauthorized 
di sclosu re of infoI111at ion in the interest of nat ional security ; and unclass ified informat ion that 
meets the standards for class ificat ion and is in the process of a cl ass ificat ion determinat ion as 
provided in Sect ions 1.2, 1.3, and I A( e) of Execut ive Order 12958, or under any other Execut ive 
order or statute that requires protect ion for such in fonnat ion in the in terest o f nat ional security." 
SF3 12 § I. 

Filed with TJ 
19 April 2{)12 

23 
UNCLASSIFIEDIIFOR PUBLIC RELEASE 

Appellate Exhibit 009 (KSM et al.) 
Page 23 of 50 

This document has been renumbered 
to AE009(AAA) effective 5 May 2012. 



UNCLASSIFIEDIIFOR PUBLIC RELEASE 

regulation , ISOO explained that, '''Classified informat ion' does not include unclass ified 

infonnat ion that may be subject to poss ible classificat ion at some future date, but is not currently 

in the process of a class ificat ion determination. " 32 CF.R. § 2003.20(h)(2) , removed, 75 Fed. 

Reg. 37, 254 (Jun. 28, 20 10)6 

The lesson of the non-di sclosure agreement di spute wh ich resulted in the SF 3 12 is that 

the gove rnment' s authority to proh ibit speech on the grounds that it is class ified does not reach 

beyond the scope of the Executive Order creat ing the classification. The first category of 

restricted speech approved by the District Court and adopted by the execut ive is class ified 

infonnation, i.e. , " infonnat ion that has been determined pursuant to [an Execut ive Order] to 

require protect ion against unauthorized disclosure." E .O. 13526 § 6. I (i) . The second category-

infoI111at ion under review which should be class ified- is the informat ion covered by the interim 

protect ions provision in E.O. 13526 § 1.3( e) . Presumpt ively class ified infonnat ion does not fa ll 

under either category, and the government may not const itut ionall y restrict speech involving 

presumpt ively classified infoI111at ion unless that in format ion is actuall y class ified. 

E. Presumptive classification violates the declassification provisions of E.O. 13526 § 3. 

E .O. 13526 prescribes a number of procedures for mandatory and di scretional 

declass ificat ion in an attempt to avoid overclass ificat ion. Presumpt ive class ificat ion defeats 

these safeguards because, in the vast majority of cases, no OCA authorized to set a 

declass ification date ever reviews the presumptively class ified infonnation. 

E.O. § 13526 § 1. 5(a) requires that, "At the time of original class ificat ion, the original 

class ificat ion authority shall establi sh a spec ific date or event for declass ificat ion based on the 

duration of the nat ional security sensitiv ity of the informat ion." In general , the OCA can choose 

6 When IS00 promulgated the revi sed 32 c.F.R. Part 200 I , Part 2003 was removed in its 
entirety. 
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an earl ier spec ific date or event, ten years from the original deci sion, or up to twenty-five years 

from the original deci sion . !d. § 1.5(a). At least in the ODD, the OCA must choose the durat ion 

option wh ich results in the shortest durat ion of classif icat ion that protects national security. 

DoDM 5200.0 1-V I § l3(a) . 

Because presumpt ive class ificat ion purported ly ari ses by operat ion of law rather than by 

the act of an OCA, no authorized person ever makes a determination of the appropriate 

declass ificat ion date . W ithout a declass ificat ion date, presumptive classificat ion vio lates the 

clear directive of E.O. 13526 § I. S(d) that, "No in format ion may remain class ified indefini tely." 

F. Presumptive classification eviscerates the defense function provided in the Sixth 

Amendment and the Military Commissions Act of 2009. 

Although Congress skewed the rules of the forum in favor of the prosecut ion in the 

Mili tary Comm iss ions Act of 2009, it did create an adversari al system, and intended defense 

counsel to carry out its trad itional defense function. See 10 U.S.c. §§ 94Sk(a), (c), 

949a(b)(2)(C), 949c(b); see also RMC 506. Congress expressly fou nd that "the fa irness and 

effect iveness of the mili tary comm ission system ... will depend to a significant degree on the 

adequacy of defense counsel and assoc iated resources for individuals accused, part icu larl y in the 

case of capita l cases. M ilitary Comm issions Act of 2009, Pub. L. 111 -S4, 123 Stat. 2 190, § 

IS07 . The conference report explic itly references Congress' expectat ion that the mili tary 

commiss ions system will "give appropriate considerat ion" to the American Bar Assoc iat ion 

Guidelines for the Appo intment and Perfonnance of Defense Counsel in Capital Cases. See 

Nat ional Defense Authorizat ion Act for Fiscal Year 2010, Conference Report to Accompany 

H.R. 2647, at 237. 
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Presumpt ive class ificat ion un iquely cripples the defense function , as its vague boundaries 

system ically ch ill the exerc ise of profess ional di scretion in a way that actual class ificat ion does 

not. In 2009, then-Ch ief Defense Counsel Colonel Peter R. Masc iola wrote to then-Conven ing 

Authority Judge Susan Crawford to describe the impact of presumpt ive class ificat ion on the 

defense function: 

The extent, complexity and ambigu ity of these restrictions have proved major 
impediments to defense counsel' s abili ty to perform the ir duties and provide 
effect ive assistance to the ir clients, especiall y in the HYO clients in which every 
statement by an accused is "presumptive ly" class ified as TS/SC I. Counsel are not 
themselves class ification authorities, nor have they been delegated that role . 
Counsel are thus put in the pos ition of knowing the statements they make, in the 
courtroom and in court filin gs, may be treated as classif ied by the equity owner of 
the in format ion, without be ing able to detennine in advance with any degree of 
confidence that the statements are, in fact, class ified or to whom they may be 
di sclosed. Nor is th is some abstract poss ibili ty; defense counsel have in fact been 
warned that they may be comm itted criminal violat ions in more than one instance 
based on such statements. At a mini mum, th is has a potentiall y chilling effect on 
counsel' s choice of defense tactics and strategies in litigat ing on behalf of their 
clients. 

The problem is pervasive and, in the HYO cases, affects virtually every 
aspect of defense counsel' s role . 

Colonel Peter R. Masc iola, Memorandu m for the Honorable Judge Susan Crawford, at 1 (Oct. 

27,2(09) (Attachment E); cf Mudd v. Ullited States, 798 F.2d 1509, 15 12 (D.C. Cir. 1986) 

(describing the potent ial ch illing effect of protective orders) . Colonel Masc iola explained that 

even after implementat ion of the poin t-to-po int system, "the TSISC I 'presumption' is st ill an 

enormous obstacle to counsel' s ab ili ty to use even innocuous informat ion gleaned from the 

client, in the absence of any means of rebutting thi s 'presumption. ,,, Masc iola, supra, at 2.7 

7 The presumptive class ificat ion regime appears to have caused difficulties for habeas counsel as 
well. See, e.g., Jonathan Hafetz, Habeas Corpus After 9111: COllfrontillg America's New Global 
Detel1tion System 134-35 (20 1l) (describing "enormous logistical obstacles to effective 
representat ion" caused by presumpt ive class ificat ion); Steven T. Wax, Kafka Comes to America: 
Fighting for Justice ill the War all Terror 175 (2008) (di scuss ing in terference with representat ion 
caused by presumptive class ificat ion). 
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The defense jllllctioll of i/1vestigatioll 

The impact of presumpt ive class ificat ion on the defense funct ion of invest igat ion is 

part icu larly severe. "It is the duty of the defense counsel to cond uct a prompt investigat ion of 

the c ircumstances of the case and to explore all avenues leading to facts relevant to the merits of 

the case and the penalty in the event of a convict ion." Air Force Standards for Crim inal Just ice § 

4-4 .1 (2002); see also ABA Standards for Criminal Just ice: Prosecut ion and Defense Funct ion § 

4-4 .1 (3d ed. 1993).8 Th is invest igat ion is part of an attorney's ethical duty of competence, the 

scope of which " is detennined in part by what is at stake ; major li tigat ion and complex 

transact ions require more elaborate treatment than matters of lesser consequence." JAGfNST 

5803 .1 B l(a)( l)(c) (Comment). This duty is constitutional as well as statutory, regulatory, and 

ethical: As early as Strickland v. Washington, 466 U.S. 668, 690-9 1 (1984), the Supreme Court 

held that to sat isfy constitutional standards, counsel must either thoroughly invest igate the facts 

or make a reasonable professional judgment that makes the invest igat ion unnecessary. See also, 

e.g., Wiggills v. Smith, 539 U.S . 5 10, 523 (2003); Lovil/g v. UI/ited States, 64 M .J. 132, 14 1 

(C.AAF. 2009). 

Presumpt ive class ificat ion means that most invest igation required by the defense function 

cannot go forward . In trad itional criminal defense invest igat ion, the first source of leads is the 

client. The client provides ident ifying informat ion about poss ible witnesses, and a member of 

defense team then determines how to find and interview the witnesses using publicl y ava il able 

databases or other resources. If informat ion learned from the client is presumpt ively TSIISCI , it 

8 Importantly, "The duty to invest igate ex ists regardless of the accused 's admiss ions or 
statements to defense counsel of facts constitut ing gu ilt or the accused' s stated des ire to plead 
gu ilty." Air Force Standards for Criminal Just ice § 4-4. 1 (2002); see also ABA Standards for 
Cr iminal Just ice: Prosecut ion and Defense Funct ion § 4-4. 1 & p. 182 (Commentary) (3d ed. 
1993) 
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cannot be processed using commerciall y ava il able databases because they are not authorized to 

handle class ified in format ion. The defense team cannot ask other, known witnesses about the 

whereabouts of the witness be ing sought because the known witnesses do not hold a security 

clearance, or even if they do , have not received the SAP handling br ief. The locat ion of the 

witnesses in other countries adds another impediment: the defense team cannot seek the 

ass istance of local invest igators without revealing presumpt ively class ified (but actuall y 

unclass ified) in format ion to fore ign nat ionals. Presumpt ive class ificat ion makes invest igat ion 

virtuall y imposs ible, because the defense team must reveal some infonnat ion (such as 

biographical data) before it can receive infonnat ion (such as the locat ion of the witness) . This 

communicat ions-based restriction on invest igat ion violates the ri ght to effect ive ass istance of 

counsel. See, e.g., United States v. Eniola, 893 F.2d 383, 388 (D.c. Cir. 1990); IBM v. Edelstein, 

526 F.2d 37,42 (2d C ir. 1975). 

Attomey-client privilege 

Presumptive class ificat ion is part icularl y insidious because defense counsel has no 

mechanism to seek classificat ion review without wa iving the attorney-cl ient pr ivil ege. The ri ght 

to counse l includes the attorney-cl ient privil ege. See, e.g., Bieregll v. Rella, 59 F.3d 1445, 1450-

56 (3d C ir. 1995), overruled ill part on other grounds by Fantroy v. Beard, 559 F.3d 173 (3d Cir. 

2009); Maml v. Reynolds, 46 F.3d 1055, 1061 ( 10m Cir. 1995); LeIllOIl v. Dllgger, 93 1 F.2d 1465, 

1467 ( 11 m Cir. 199 1); Ullited States v. Brugmall , 655 F.2d 540, 546 (4th C ir. 198 1). The law 

creates th is safe haven for attorney-cl ient communicat ions "to encourage full and frank 

communicat ion between attorneys and the ir clients and thereby promote broader public in terests 

in the observance of law and adm inistration of just ice." Upjohl1 Co. v. United States, 449 U.S . 

383,389 (198 1) 

Filed with TJ 
19 April 2{)12 

28 
UNCLASSIFIEDIIFOR PUBLIC RELEASE 

Appellate Exhibit 009 (KSM et al. ) 
Page 28 of 50 

This document has been renumbered 
to AE009(AAA) effective 5 May 2012. 



UNCLASSIFIEDIIFOR PUBLIC RELEASE 

Because the declassificat ion process-such as it is-requires a Guantanamo Bay prisoner 

to waive hi s attorney-cl ient pr ivil ege, its combinat ion with presumpt ive class ificat ion violates the 

prisoner' s ri ght to confidential communication with hi s attorney. For example, the Convening 

Authority's Withdrawn Protect ive Order of 4 March 20 11 at 23, § 80, provided, "Detainee's 

counsel may submit presumpt ively classified in fonnat ion learned from a detainee through the 

Comm ission Security Officer to the appropriate govern ment agency authorized to declassify the 

infonnation for declass ificat ion or a determination of its appropriate security classificat ion level. 

Materials subm itted for declass ification or classificat ion review are not protected by the 

attorney-cl ient privil ege." This policy requires the pr isoner to wa ive his ri ght to confidential 

communicat ions for hi s attorney to use unclass ified in format ion in hi s defense. Regulation for 

Trial by Mili tary Comm iss ion § 18- 1 (2011) gives Trial Counsel access to the 000 Security 

Classificat ion/Declass ificat ion Review Team, but does not authorize access by the defense. 

Thus, in order to obta in declass ificat ion, counsel must reveal the in format ion to the very 

agenc ies responsible for invest igat ing the accused. If the defense team reveals biographical 

informat ion about a witness to OCAs without strict and enforceable guarantees of privil ege, an 

invest igator may arrive at the witness' locat ion to find them already in terv iewed, threatened, 

abducted, or killed. 

The presumpt ion of class ificat ion interferes with the already broken intended operat ion of 

the Privilege Team establi shed by the Communicat ions Order of 27 December 20 11. Sect ion 

4(f)(3), at 13, gives an example of the need for expedited process ing that a prisoner "may 

provide Defense Counsel with a letter of in troduct ion for the Defense Counsel to use when 

meet ing with a witness ." But the "Order does not authorize the Privil ege Team to conduct a 

class ificat ion review of any document encompassed with in the provisions of th is Order." § 5(e), 
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at 14. Because the letter of introduct ion is presumpt ively class ified, after the Priv il ege Team 

clears i t, defense counse l is proh ibited from presenting it to the actual witness . 

The example of the letter of introduct ion illustrates the critical difference between a 

security officer within the attorney-cl ient pr ivil ege with authority to conduct class ificat ion 

review and the document screening team establi shed by the orders of 27 December 20 11. Both 

are somet imes called "privilege teams," but fu nct ion very differently. A privileged class ificat ion 

review team can authorize counsel to present the letter of introduct ion to the witness by 

determ ining that it is unclass ified. A document screening team can do nothing other than 

determine that the letter of introduct ion does not conta in contraband. 

Mechanismfor privileged c1assificatiol1 review 

For years, detailed defense counsel have sought the creat ion of a mechanism for 

priv il eged classification review. In May 2008, former Chief Defense Counsel Colonel Steven 

David bu ilt a consensus among OCDC, JTF-GTMO, and SOUTHCOM to allow class ificat ion 

review by the habeas privil ege team, but the Convening Authority declined to act. Colonel 

Steven David , Email Regarding Priv il ege Class ificat ion Team (May 28, 2(08) (Attachment B). 

In December 2008, then L1 Col Jeffrey P. Colwell- now Ch ief Defense Counsel-sought to 

ameliorate the effects of the presumpt ion of class ificat ion through privil eged class ificat ion 

review. L1 Col J .P. Colwe ll , Memorandu m for the Convening Author ity (Dec. 8, 2(08) 

(Attachment C). The Convening Authority refused the request. Susan J. Crawford, 

Memorandum for Lt Col J.P. Colwell (Jan. 12, 2009) (Attachment D). Colonel Peter Masc iola 

sought priv il eged class ificat ion review in 2009, again with no result. Masc iola, supra, 

(Attachment E). 
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In the prior military comm ission prosecut ion of the accused, Mr. bin a1 Sh ibh and Mr. al 

Hawsawi sought the creat ion of a privil ege team to review class ified material. 0 - 123 Defense 

Mot ion for Appropriate Relief to Compel Appo intment of a Privilege Team to Review Class ified 

Material, United States v. Muhammad (Ju l. I, 2(09) . Trial Counsel opposed class ification 

review by a privil ege team, and its reasoning is instructive: 

In class ified infonnat ion cases, it is left to the part ies to determine what is 
class ified . In federal cases such as this one, privil ege teams are not appoin ted . If 
either party has a question, they may seek advice of the Court Security Officer, a 
neutral party whose job it is to answer quest ions regarding class ified materials. If 
ult imately that office cannot answer the question, then that person may reach out 
to the original class ificat ion authority for additional clarification and gu idance. 

0 - 123 Government Response to the Defense Motion for Appropriate Relief to Compel 

Appoin tment of a Privil ege Team to Rev iew Class ified Material, United States v. Muhammad 

(Sep. 17, 2009). Before the military commiss ion ruled on the mot ion, Trial Counsel announced 

that the accused wou ld be tried in federal court. See AE226 Government Not ice of Forum 

Elect ion in the Case of Uni ted States v. Muhammed et at. (Nov.26, 2(09). 

If not for the di stortion in troduced by presumpt ive class ificat ion, the procedure described 

by Trial Counsel would be bas ically accurate . In an analogous federal case, it wou ld be " left to 

the parties to determine what is class ified." That is, when defense counsel learned in format ion 

from a client, he or she could apply class ificat ion gu idance with appropriate advice to determine 

whether the informat ion was class ified. Under a system of presumpt ive class ificat ion, even 

though counsel applies relevant guidance to assess in format ion as unclass ified, he or she must 

treat it as classified because it is presumpt ive ly class ified . In a federal court or court-mart ial, 

unclass ified means uncl ass ified; in a mili tary cOl1un iss ion, unclass ified means presumptively 

class ified. 
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G. This military commission should abolish the practice of presumptive classification 

in its orders, and, at a minimum, order the Convening Authority to provide a 

mechanism for privileged classification review. 

The illegal pract ice of presumpt ive class ificat ion has gone on for too long, and th is 

mili tary commiss ion should not condone it further. As a forum of li m ited jurisdict ion, th is 

mili tary commiss ion has li mited authority to control the act ions of other actors, but it has some 

abili ty to act. First, this mili tary commiss ion should make a conclusion of law that presumpt ive 

class ification violates Executive Order 13526 and other relevant authorities. Although not 

binding on other deci sion-makers, this conclusion of law will ass ist the defense by providing 

authorit y they may c ite in negot iat ions with other actors. Second, th is mili tary commiss ion 

should decline to include presumpt ive class ificat ion in any of its orders governing thi s case. Th is 

act ion will help stop the spread of presumpt ive cl ass ification past its current applicat ions. Th ird , 

the mili tary comm iss ion should order the Convening Author ity to provide a mechani sm for 

priv il eged class ificat ion review or abate the proceedings . This order will help sat isfy a critical 

deficiency that threatens the meaning exerc ise of the defense funct ion envisioned by Congress . 

6 . Request for Oral Argument: Oral argument is requested. 

7 . Request for Witnesses: None. 

8 . Conference with Opposing Counsel: The moving party has conferred with the 

opposing party. The oppos ing party objects to the requested relief. 

9 . Additional Information: None. 
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10. Attachments: 

A. Certificate of Service. 

B. Colonel Steven David , Email Regarding Privilege Class ificat ion Team (May 28, 

2008); 

C. Lt Col J.P. Colwell , Memorandum for the Convening Authority (Dec. 8, 2008); 

D. Susan J. Crawford, Memorandum for Lt Col J.P. Colwell (Jan. 12, 2009); 

E. Colonel Peter R. Masc iola, Memorandum for the Honorable Judge Susan 

Crawford (Oct. 27, 2009). 

Very respectfully, 

Ilsll 
JAMES G. CONNELL, III 
Detail ed Learned Counsel 

Counsel for Mr. a1 Baluch i 

Iisil 
STERLING R. THOMAS 
Lt Col , USAF 
Detailed M ili tary Defense Counsel 
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CERTIFICATE OF SERVICE 

I cert ify that on the 19th day of April , 20 12, I electronicall y fil ed the foregoing document with 

the Clerk of the Court and served the forego ing on all counsel of record bye-mail. 
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Subjoct: FW: Privilege Teams-ClassifICation Teams [FOUO) 

From: IL) [mailto 
-----ori9i nal Messa ne - -- - -

Sent: Sun ay, June 01, 2008 10 : 22 111111111111111111 
To: Crawford, Susan, Hon, 000 OGC; I CAPT USSOUTHCOM JTFGTMO; Davi d, 

CLASSIFICATION. pelt 8rFI@lSw !l!H! ChLl 

Ma'am, 

The views expressed by JTF - GTMO are shared by U.S. Southern Command, and we concur with 
the c r ea tion of a commissions privi lege team/expansion of duties of the habeas/OTA 
privilege team. 

vIr, 
Don -Commander, JAGC, U. S. Navy 
Deputy Staff Judge Advocate 
U.S . Southern Command 

- ---- original Message -- ---
From: Crawford, Susan, Hon, 000 OGe 

Pat, 
Thanks for your input. 
Susan 

6:15 AM 
USSOUTHCOM 

Sent from my BlackBerry Wireless Handheld 

Subject: RB: Privilege Teams - Classification Teams 
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Ma'am, 

JTF -Guantanamo concurs with COL David. A Privilege Team, similar to that utilized in 
support of habeas and DTA challenge cases would be extremely helpful for the reaaons 
discussed below. 

This command recommends that strong consideration be given to expanding the duties and 
responsibilities of the habeas/DTA Privilege Team. In short, the habeas/DTA Privilege 
Team; 

1. Has been utilized since 2004 with great effect. The individuals on the team 
are familiar with detainee litigation support and are conversant in the classification and 
security issues that are being/will be encountered in the Military Commissions process. 

2. Has a well established and respected level of professionalism within the 
federal court system, including at the DC Circuit Court. an appellate court with i n the 
Military Commissions appellate "chain of command." Moreover, many of the civilian counsel 
who are becoming involved in the Military Commissions process are also involved in 
habeas/DT~ litigation. These counsel are very familiar with the habeas/DTA privilege Team 
process, which would ease or mitigate any concerns that might be attendant with adoption 
of this "new" process in connection .... ith Military Commissions . 

3. Has already seen its duties and responsibilities expand from purely habeas 
litigation support to include DTA litigation support. 
This 
expansion necessitated the handling of TS/SCI (Codeword) information in connection .... ith 
HVD DTA litigation. It .... ould be only a slight further expansion to cove r the Military 
Commissions process. 

4. By all appearances, already has the m~n1mum infrastructure in place to rapidly 
begin to support the Military Commissions process. A Privilege Team member arrives in 
Guantanamo on 31 May 2008 for a one year tour of duty and could be made available to 
support Military Commissions as .... ell as habeas and OTA litigation. in Guantanamo. The 
remainder of the team i s l ocated in washington, D.C., and they can support the Military 
Commissions process from that location. The privilege Team is currently operated under 
contract and it would seemingly not be too difficult a task to expand the size of the team 
to fully accommodate the Mi l itary Commissions process . 

5. Is overseen by the 000 General Counsel . Expansion of the duties of the 
Privilege Team under OGe cognizance / contract is consistent with the final paragraph of 
DepSecDef ' s guidance of 14 May 200a. 

JTF-Guantanamo is standing by to discuss further and assist on thi s matter as appropriate 
and desirl!~d. 

ViR 

JAGC. U.S . Navy 
Staff Judge Advocate 
Joint Task Force-Guantanamo 

----- Origina l Message-----
From, David, Steven, COL, DoD OGC (mail 
Sent, Thursday, May 29, 2008 8,57 PM 
To, Hon, DoD OGC 

Ma'am, 
I am requesting that we immedia tely undertake coordina t ed efforts to establish at least , 

Filed with TJ 
19 April 2{)12 

UNCLASSIFIEDIIFOR PUBLIC RELEASE 
Appellate Exhibit 009 (KSM et al.) ThiS document ~ :g~gNlf~e1'e'8 
Page 38 of 50 to AE009(AAA) e(tg~ttvef ·5 ~ay 2012 . 



UNCLASSIFIEDIIFOR PUBLIC RELEASE 

one Privilege Team to accommodate the mission of the Office of the Chief Defense Counsel 
as it relates to classified information, including but not limited to classification of 
such, review of classifications, challenges to classifications, transmission, 
distribution, etc. 

I suggest that this ~team~ take over responsibility for ~coordination and management" of 
some of the responsibilities that JTF-GTMO SJA's office has inherited in the Commission 
proce ss. Specifically, those matters related to attorney- client mail and related 
communication would be a threshold starting point. I do not think JTF-CTMO SJA's office 
would object since they are caught between a rock and a hard place trying to perform their 
mission which is primarily, if not exclusively Detainee Operations. I believe the find 
themselves too often calling nballs and strikes " in this process and it is resource and 
credibility draining. 

However , this area is but one piece of a larger puzzle that only will become more 
problematic in the future. In addition, this team should not be an extension of the 
Commissions, the CA nor the Prosecution. They should be independent. They should be 
available to us for discussion of attorney- c lient privileged information . They should be 
able to assist us and educate us, talk confidentially to us and not impede us. 

Broader than just the issues relat i ng to JTF- GTMO SJA involvement, the Privi l ege team 
needs to be an integral part of our review of and use of any information that is or might 
be classified . Right now , we are having occasional issues with classifications or 
questions after the fact regarding classification of documents. I have grave concerns 
about who and how entities are determining what is classified and what is not classified 
and who is the authority versus who is the messenger and who is the appellate or review 
authority. I am very concerned that the "classification" issue is being used or being 
branded as an offensive weapon not as a means to protect certain information, but to 
exclude information. We can do better to eliminate these concerns. It appears that too 
many people are involved in the classification process and everyone seems to be using 
different guidance or ~rule of thumb" to determine the classification of information. With 
each person vieWing the subject information through their own prism of experience, the 
risk is differing opinions and outcomes. I understand some of this is neither black nor 
white, but we have got to do a better job than we are doing. All of us. Many times, we are 
even uncertain of who is doing the classification or when it is being done. As one small 
example , JTF -GTMO personnel view information, wherever it was collected, through the GTMO 
classification guidelines. However, I am not confident that those guidelines extend to 
operations that took place outside of GTMO . As another example, outside of the JTF-GTMO 
environment, sometimes we are being told one thing on one day and then, on another day we 
are being told that now that someone else has reviewed the information, it is classified. 
Then when we ask by whom or under what authority, we don't get prompt answers . 
Indeed, 
most recently, a written motion was made to you on behalf of a defense team and the 
response came back on the high side , marked ·Secret · . Why? I do not know. 

With numerous agencies involved in gathering and processing information this phenomenon is 
compounded . Some of the documents I have seen have seen marked SECRET do not appear to 
contain classified information, and are perhaps improperly marked, making it impossible to 
identify the classified portion. 
Other documents that have been unmarked or FOUO have contained information that appears to 
possibly be classified . (These documents were received in discovery on Khadr. and have 
already been redacted; however, we really never r eceived any information regarding why or 
if they were actually 
classified. ) 

Through the course of our case preparati on, the defense teams are going to uncover volumes 
of information in addition to discovery information provided by the government . Some of it 
wi ll be properly classified and clear l y marked, but much of it will not be. Information 
will flow in from witnesses, the clients, or other sources outside the government . It is 
not reasonable to expect the defense team to be familiar with all classification 
guidelines. and to identify what is classified and what is not. As far as I am concerned, 
I think we have a very good argument that any informat i on 
obtained from these sources is unclassified. Any information obtained 
from 
a person unaware that the information they are providing is classified or protected 
creates a pretty good argument the government has released or made available the 
information to un-cleared persons. 
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I see real difficulty, and the potential for unintentional security violations, with the 
information relating to the HVD cases. I believe the best way to insulate all from this 
concern, and to protect classified information, would be to have the establishment of a 
privilege team or teams who might be required to check every document that goes forward 
when the attorney has any concern that the information may potentially be classified. 
I'm not sure of the mechanics of the team, or how to insulate them from prosecution or 
government interests, but it seems to make the most sense to me. Right now the process is 
ad hoc at best, and I do not think it will meet the needs of the defense in the future, 
puts everyone at risk and leads to more confusion and criticism of the process. 

I'd be happy to discuss this issue in further detail if you need further information. I am 
not the expert on these matters but we have got to get our arms around this now. We have 
been waiting for guidance and waiting for assistance but we have reached critical mass. 

Thank you. 

COL Steven David 
Chief Defense Counsel 
Office of 

washington, DC 20005 

~ ... {Iln America the law is King. For as in absolute governments the king is the law, 90 
in free countries the law ought to be king, and there ought to be no other ." from Common 
Sense by Thomas Paine 
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DEPARTMENT OF DEFENSE 
OFFICE OF THE CHIEF DEFENSE COUNSEL 

OFFICE OF MILITARY COMMISSIONS 
1600 DEFENSE PENTAGON 

WASHINGTON, DC 20301-1600 

MEMORANDUM FOR THE CONVENING AUTHORITY 

8 December 2008 

SUBJECT: Request for Appointment of Privilege Team - United Slales 11. Ahmed Khalfan Ghai/ani 

References: (a) Protective Order # I ico United States v. Ahmed Khalfon Ghailani 
(b) 0-001 Defense Motion to Modify Protective Order #1 
(c) In re Guantanamo Detainee Cases, 344 F. Supp. 2d J 74 (D. D.C. November 8, 2004) 
(d) In re Guontanamo Bay DeJainee Litigation, 2008 U.S. Dist. LEXIS 69254 (D.D.C. 

September 11 , 2008) 

I. The Defense respectfully requests that a privilege team be appointed to assist the Defense in the above 
named case. We request that this privilege team be independent from your office and that of the 
prosecution. in order to allow us to submit attorney-client privileged infonnation [0 the designated 
privilege team for review. The sole purpose of this request is to allow us to provide adequate legal 
representation to Mr. Ghailan;; however, we note that attachment (I) contains a May 29, 2008 e-mail 
request to you from the then Chief Defense Counsel, Office of Military Commissions (OMC) seeking 
appointment of a privilege team to support the entire OMC-Defense mission. This request received a 
favorable recommendation from both the Joint Task Force - Guantanamo and from the U.S. Southern 
Command. It is our understanding that, to date. this request has not been formally acted upon. 

2. Reference (a) currently provides that ''the statements of the Accused are to be presumptively treated 
as classified information, classified at the TOP SECRETI/SCI level." While the Defense has reason to 
believe that a majority of the statements of the accused are not classified at all, or at least not classified at 
the TS/SClleveJ, there is no mechanism in place to allow us to overcome the TS/SCI presumption. This 
means that any notes we take during our meetings with Mr. Ghailan; are presumptively TS/SCI material 
and therefore we can not act upon any of the information that we receive from him. For example, if Mr. 
Ghailani were to provide us the name of a potential witness to contact, even the name of a family 
member, we could not act upon that information because it is presumptively classified at the TS/SCI 
level. This situation prevents the Defense from being able to provide Mr. Ghailani the adequate 
assistance of counsel that he is entitled. 

3. In reference (b), the Defense has already requested, in part, to remove the presumption contained in 
paragraphs 6g and paragraph 26 [of Protective Order #1] that all statements by the Accused are classified 
at the TOP SECRET/SCI (TS/SCI) level and replace it with the guidance provided by the Central 
Intelligence Agency (CTA) for the protection of classified national security infonnation enumerated by 
the CIA regarding fonner High Value Detainees (HVDs) currently in Department of Defense custody at 
U.S. Naval Station, Guantanamo Bay. Cuba (GTMO).1 This motion is still pending with the military 
judge; however, in their response to this motion the prosecution has objected to removal of the 
presumption and argued that the military judge hits no authority to e ither remove or modify the 
presumption. If this presumption must remain, appointment of the requested privilege team would at 
least provide the Defense a mechanism to overcome this presumption. 

1 As it is classified, the Defense does not attach a copy of the CIA Memo to this request . However. should the 
Convening Authority have any doubts as to which memorandwn is being referenced. the Defense is willing and able 
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4. We believe that our request is neither unreasonable nor novel. In references (c) and (d), a privilege 
team has been appointed to assist the defense in all of the detainee habeas petitions in the United States 
District Court for the District of Columbia. As you probably already know, this privilege team is "[a1 
team comprised of one or more DoD attorneys and one or more intelligence or law enforcement 
personnel who have not taken part in, and, in the future, will not take part in, any domestic or foreign 
court, military commission or combatant status tribunal proceedings involving the detainee." Reference 
(b) at p. 184. It is our understanding that the current habeas privilege team is comprised of mostly 
contract employees who possess past intelligence andlor law enforcement experience with the federal 
government. While you are certainly at liberty to grant our request in any fashion you deem appropriate, 
we believe that leveraging off of the existing habeas privilege team makes the most sense. The team 
already exists, has resources in place, has relevant experience in the areas we seek assistance, and has an 
existing contractual vehicle to obligate funding against. Our request may be accommodated with 
minimal additional investment in resources and funding. 

S. In closing, we believe that appointment of the requested privilege team is essential in order to provide 
Me Ghailani adequate legal representation, will help avoid future delays in this case, and, from the 
government's perspective, will add an additional layer of protection for the handling of classified 
information in this ease. We respectfully request a written response to this request. We welcome the 
oPIPoltullitv to discuss this request with you or your legal advisor in person. ] may be contacted at: ~ 

Attachment 

Respectfully submitted, 

BY:d~~~~==-__ _ 
LTC J.P. COLWE L, USMC 
MAl .B. REITER, USAFR 
De/ai/ed Defonse Counsels/or 
Ahmed KhaIJan Ghailani 
Office of the Chief Defense Counsel 
Office of Military Commissions 
1600 Defense Pentagon, Room_ 
Washington, DC 20301 

1. CDC email re: Privilege Teams-Classification Teams of 29 May 08 wI ends 
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OFFICE OF THE SECRETARY OF DEFENSE 
OFFICE OF MILITARY COMMISSIONS 

1600 DEFENSE PENTAGON 
WASHINGTON, DC 20301-1600 

,.IAM- 1 2_ 

MEMORANDUM FOR: LtCol J.P. Colwell, USMC, Defense Counsel, OMC 
MAJ RB. Reiter, USAFR, Defense Counsel, OMC 

SUBJECT: Request for Appointment of Privilege Team - United Slates v. Ahmed Khalfan 
Ghai/ani 

I reviewed your letter dated 8 December 2008 requesting appointment of a privilege team 
in the case of United States v. Ahmed Khalfan Ghailani, There are procedures in place in the 
Military Commissions system. similar to the federal system, whereby counsel may receive advice 
on security matters from Court Security Officers (eSO). There are currently five CSOs in the 
Military Commiss ion organization which defense counsel may call upon for guidance on 
classification matters. Further, a Special Security Officer (S50) provides an additional layer of 
support for the defense teams. When necessary, the defense SSD can interface with the 
appropriate Original Classification Authorities (DCA) to request further guidance on your behalf. 
Because there are existing procedures for dealing with classified infonnation, I am not persuaded 
that it is necessary to appoint a privilege te~e, j 
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DEPARTMENT OF DEFENSE 
OFFICE OF THE CHIEF DEFENSE COUNSEL 

'600 DEFENSE PENTAGON 
WASHINGTON. DC 20301·1600 

27 October 2009 

MEMORANDUM FOR TilE IIONORAI3LE JUDGE SUSAN CRA IVWRD 
CONVENING AUTHORITY FOR MILITARY COMMISSIONS 

SUBJECT: Request l'Or Approval and Funding of Privilege T cmns for Defense Attortll!),s in 
Military Commission Cuses 

SUMMARY 

Defense counsel in commission cases are required to negotiate a complex system of 
classi ficatio n restrictions on the use and communication of information obtained from their 
clients, discovery, and independent investigation, as a result of the large amount of classified 
evidence involved. The extent, complexity and ambiguity of these restrictions have proved 
major impediments to defense counsel's ability to perform their duties and provide effective 
nssistance to their clients, especially in the I IVD cases in which every statement by an accused is 
"presumptively" classilied as TS/SC I. Counsel are not themselves classification authorities, nor 
have they been dclegalt.!d that role. Counsel are thus put in the position of knowing the 
statements they make, in the courtroom and in court liIings, Illay be treated as classified by the 
equity owner of the information, withollt being able to determine in advance with any degree of 
conlidence that the statements are, in lact, classified or to whom they may be disclosed. Nor is 
this some abstract possibility; defense counsel have in fact been \varned that they may be 
committing criminal violations in more than one instance based on such statements, At a 
minimum. this has a potentially chilling efTect on counsel's choice of defcnse tactics and 
stnltegie$ in litigating all behalf of their clients. 

The problem is pervasive and, in the HVD cases, affects virtually every aspect of defense 
counsel's role. For the reasons listed below, the use of privilege teams will resolve most if 110t 
all of counsel ' s uncertainty and provide a safe harbor for them to pursue zealous advocacy and 
effective assistance unilllpeded by extraneous concerns. This reques t a not a novelty. Privikge 
teams <Ire already nssisting all habeas corpus counsel representing detainees in federal court. It is 
all <1I1om,dy. to say the least, that counsel litigating the government ' s non-criminal right to detain 
their clients arc provided with thi s key resource. while counsl'l defending clients from capital ami 
potential life imprisonment criminal charges are not. 

In light of the bendits accruing to till parties. both JTF-GTMO SJA, CDR Don Mnrtin 
ami Chief Prosecutor CAPT John Murphy, have stated to me tlwt they support the establishment 
ofa Military Commissions Ddi:nsc Privilege Team. ShoulJ you appro\'e this request, the 
[)cJi:n~e Privilege Team would he modeled all the existing privilege team contract process used 
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in the habeas cases. either as an amendment, new task order or as a separate contract. The details 
and statement of work \ .... ould be coordinated with rrF·GTMO, OtvlC·P, OGe, <lnd youroflke. 

IlEASONS FOil REQUEST 

Constitution and funclion of priviicc.c teams: The protective order employed by the 
District of Columbia District Court in the habeas cases defines "privilege team" <IS 1'0110'.\,5: 

" Privi lege T cam"' means a team comprised of one or more 000 attorneys and one 
or more intelligence or law enforcement personnel who have not taken part in, 
and, in the future, will not take part in, any domestic or foreign court, military 
commission, or combatnnt status tribunal proceedings involving the detainee. If 
required, the Privilege Team may include interpreters/translators. provided that 
stich personnel meet these same criteria. 

The habeas privilege team's primary function is to provide classilicalion reviews of all 
information or materials sent from a detainee to cOllnsel. or brought out ora meeting with a 
detainee by counsel. Privilege teams supporting the OMC-O would include this function, but 
would have 0. broader mandate covering the spectrum of defense functions Ihat involve the lise o f 
classified and potentially classilicd information. Along wit h classiticalion issues, privilege 
teams also provide advice on the frequently related issue oflhe attorney-client privilege and 
scope of disclosure required to satisfy security protocols. 

History ofOMC-D requests for privilege teams: This ollice and counsel for accused Din 
AI Shibh, Hawsawi, Ghailani and Kamin previously requested that the Convening Authority, 
and/or military judge approve the usc and funding of privilege teams. My predecessor, Colonel 
Steven David, wrole to the Convening Authority and idcntified the importance of privilege teams 
assigned to OMC-D more than a year and a halfago, and vetted the concept with relevant 
parties, to include SJAs at USSOUTHCOM and JTF-GTMO. Both SJAs favorably endorsed the 
concept, with the SJA of JTF -GTMO providing a detailed explanation of a privilege team's 
demonstrated utility. 

f respectfully ask that you reconsider your denial of these requests. Your previous 
response concluded that the live Court Security Oflieers (CSOs) and a Special Security Officer 
(SSO) assigned to thc commissions werc alreudy performing Ihis function, However, practice in 
the Commissions has dcmonstrated the opposite -- that CSOs' and the SSO's roles in assisting 
wi lh classilic~ltioJ1 issues is extremely limited in comparison to the habeas privilege teams. and 
esos and the SSO have no authority to Illake binding classillcation rulings. 

Problems addressed by privilege teallls: Privilege tL'anls will address. among others that 
arise, lhe following isslles conl"ronting ddcnse counsel: 

(I) Uncertain and (U/ /10(.' classitieation rulings: :ld Iwe and uncertain 
dassiJit.:ation determinations complicate altorney-clicnt relations. overburden Lhc JTF-GTr..'IO 
SJ;\ omce. and hinder r.:rticiC'nl rr.:solutioll of cases pending before rVlilitary Commissions. 
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Recent Classilication Guidance for High ValLIe Detainee Information issued by the CIA itself 
slates (in an lInclassilied paragr.:lph) ' \.,..hal is now declassified is llftcn a I1Hlttcr orinlcrprdation" 

and that "classitication Jctenninations often turn on subtle nuances and carefully parsed 
di stinctions" (U/IFOUO). Providing privilege teams to OMC·D would fac ilitate a speedy 
determination of what information is classified, the level of classification. and how slich 
classilied inrormation must be l1:llld!cd and disseminated. 

(2) Over-classificati on of statements by the acclised: The presumption that all 
statements ofHVD accused afe classified iJt the TS/SCI level hus meant that their counsel have 
hccn unnblc ('ven 10 carry notes of their conversations with them back to their mainland otlices. 
Thm situatitm has been ameliorated somcwhat by tile point . lo -point system now in place. bllllhe 
I~ld n:rnains that thl.! TS/SCI"presumption" is s till an cnonnolls obstacle to COUllSCI'S ability to 
usc cven innocllouS information gle~lI1t:d from the cI ient, in the absence of any menns of rebutting 
this "presLlmption." Among the functions of a privilcge team would be to review all notes and 
the status of other client utterances that counsel wished to lise in court, in order to determine 
whether the presumption was jllstitied in particular cases, or, on the contrary. was an 
unnecessary impediment to counsel's ability to perform thei r duties. 

(3) Protection of the confidentiality of attorney-client relations: Along \\ith 
class ilied information. privilege teams would be charged with determining attorney-client 
pri\"ilege asserti ons invoked to protect materials that lTF·GTMO wishes to review, and any other 
contcxt in which legitimate assertions of the attorney-client privilege comes into potential 
conniel with cbssilication concerns. The existence ofOMC·D privilege teams, fully 
independent of lTF·GTMO. the Convening Authority. and OMC·P, would ensure the protection 
of national sec rets while not compromising defense tactics, strategy, and client cOllllllunications. 

(-t) Atlirmativc use of classified information by defense: Defense counsel who 
intend to introduce classified evidence or information must provide notice to the government and 
tile commission ofilS intention to do so, and the government may (and has) challenged the 
dcl"cnse;:'s need to use;: and/or the form in which the evidence is introduced. This procedure has 
already led to subs tantial co llah.:rallitigation that has bogged down the proceedings. Prior 
consulta tion with a privilege team for advice;: would streamline thi s process and reduce the nced 
fhr lit igation. 

(5) "[Sf/SC I reporting rcquirelllt:nts: As part of the TSI/SCJ program, defense 
counsd who travel abroad to invcsti gatc their C3ses must pro\·ide detailed informatio n about 
ewry individual with whom they had more than incidental contact. The effect o f this disclosure 
is to re\'cal defense stratcgy as well as identil"ying po!t:nt i3J witnesses who IllJY be in dJllgcr 
from Ilu!ir own governments ror their cont::Jds with the defcnse. At a minimulll it rl;':vculs 
ddcnsc witncsses prelllJturcly. long before obligated to by triJI rules. to an agency of the 
govcrllllll.:nt. A privilege team could serve as <Ill intermediary in this si tuation and satisfy the 
TSI/SCI progr<llll requiremcnts withollt threatening to invade the ddcnsc function . 
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These arc only the problems that hJW already arisen in tht!' 9/11 cases, and othcrs, to 
date. As Military Commissions crises go forward , along with poh:lItially other HVD cases. we 
:mticipatc ~vcn more problems given thc pervasiveness of tile c1assilicJtion issues. I therefore 
respec tfully request Ihal your oniec approve the nppointmcnl and funding of:l Privi lege Team 
for Defense Atturneys in Military COlllmissions Cases. 
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"WA-r' (r;;; R. Masciola 
Colonel, USAFG 
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